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FOREWORD

The Federal Aviation Administration (FAA) is recognized throughout the federal government, as
well as nationally and internationally, as a leader in process improvement. The FAA was the first
major organization to develop and use an integrated model as an effective and efficient framework to
guide process improvement efforts. The FAA’s integrated Capability Maturity Model (FAA-ICMM)
has undergone two major releases since its inception in 1997. The current Version 2.0 has been in
use since September 2001 and has helped many organizations both within and outside of the FAA to
achieve significant improvements in their processes and the accompanying performance benefits
such as enhanced productivity, higher quality, better control of acquisitions, and better
communications and teamwork.

The ability to sustain and build upon improvements that have already been realized requires a strong
commitment to continuous process improvement. Since the needs of the FAA’s customers and
employees are constantly changing, as are the technology and business environments in which the
FAA must operate, it is essential that our business and technical processes also change. The FAA’s
strong commitment to safety requires that we constantly look to improvements that will enhance an
already unprecedented safety record. We also need to refine and implement our “android” cyber
defense model to protect the National Airspace System and other cyber assets from deliberate or
unintentional harm through disruption or corruption of our critical data flow. It is with these safety
and security objectives in mind that we have developed the Safety and Security Extensions to the
FAA-ICMM that are contained in this document.

The safety and security best practices that are reflected herein were developed under joint
sponsorship by organizations within the Department of Defense and the FAA. The team that
developed this document included over 30 experts from across government, industry, and the
international community. The best practices that are included are drawn from recognized standards
and guidelines that are used by safety and security professionals in the conduct of their work
activities. 1 am not aware of any other product that has been developed to date that brings together
in one body the best practices of these two critical disciplines and also integrates them with other
best practices for systems engineering and software engineering. In addition to codifying these best
practices in one document, an additional benefit of bringing together the best practices of these two
disciplines is that it should result in greater collaboration and synergy between the safety and
security engineering processes and the professionals who perform them. | am very proud of the
team that developed this document, and | am looking forward to seeing the benefits of their work as
these best practices are applied within the FAA.

Bl f e

Daniel J. Mehan, Ph.D.
FAA Chief Information Officer and
Assistant Administrator for Information Services
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MESSAGE FROM THE PROJECT MANAGERS

Today the need for safe and secure products and services is widely recognized. To be relevant in the
global environment, capability maturity models that support process improvement need to include
standards-based safety and security practices. Both the CMMI and iCMM provide process
improvement frameworks in which safety and security activities can take place. However, some
practices specific to safety and security are not addressed in these models, nor is there sufficient
guidance for interpreting the models’ practices in a safety and security context.

The FAA approved a project to address both safety and security in the iICMM, and the CMMI
Steering Group and CMMI user community have discussed addressing safety and security. In light
of similar needs to enhance both models, organizations in the FAA, DoD, and other agencies
collaborated with industry on developing safety and security extensions to both the iCMM and the
CMMI with the intent being that common content could be included in both models. This document
reflects the attempt to harmonize safety and security goals, practices, and terminology. It is intended
to provide an efficient and effective mechanism that synthesizes and harmonizes best practices from
eight safety and security standards and provides a construct with guidance to facilitate their use as
expected practices within the context of the existing models. This makes safety and security
practices explicitly visible, improvable, and appraisable.

With the release of this document, the FAA has incorporated the use of these safety and security
extensions for all users of the ICMM. While these practices can be used with the CMMI, as of the
publication date of this report, there is no formal endorsement or requirement for use of safety and
security extensions with the CMMI. Although no formal decision has been made by the CMMI
project at this time regarding incorporation of safety and security into the CMMI, formal change
requests to the CMM I project have been provided by our safety and security project team to address
these extensions. As always, implementing organizations should adopt those practices and methods
that best help them achieve mission and business objectives.

This project has sought harmonization on several fronts, and we have been delighted to work over
the past two years with such a distinguished team of experts and reviewers representing many
stakeholder perspectives. Our hope is that the resulting body of knowledge will be broadly applied
to support process improvement that includes strong consideration for safety and security.

Linda and Joe

Linda Ibrahim, PhD Joe Jarzombek, PMP

Chief Engineer for Process Improvement Deputy Director for Software Assurance
Office of the Assistant Administrator for Information Assurance Directorate
Information Services and Chief Information Officer ~ Office of Assistant Secretary of Defense
Federal Aviation Administration (Networks and Information Integration)
Email: linda.ibrahim@faa.gov Email: joe.jarzombek@osd.mil
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Introduction

Introduction

This section introduces this report by providing information on the project that created it, along with
an overview of major project outputs. First, the Safety and Security Extensions project is described
including its participants and the general approach used by the project team. Then brief overview
information is provided for each major product component including the Safety and Security
Application Area, the Work Environment Process Area, and mapping tables. Since an application
area is a new concept introduced by this project, the product overview includes a series of questions
and answers regarding application area structure and use.

Project Overview

What are the Project Objectives?
Organizations within the U.S. Federal Aviation Administration (FAA) and the U.S. Department of
Defense (DoD) sponsored this project with the objective of identifying best safety and security
practices for process improvement and appraisal use in combination with the two integrated
capability maturity models:
e FAA integrated Capability Maturity Model® (FAA-iCMM® or iCMM) version 2.0 (available
at www.faa.gov/ipg), and
e Capability Maturity Model Integration® for Systems Engineering, Software Engineering,
Integrated Product and Process Development, and Supplier Sourcing (CMMI®-
SE/SW/IPPD/SS or CMMI) version 1.1 (available at www.sei.cmu.edu).
The safety and security practices produced from this project were required to be:
e based on widely recognized safety and security standards and sources, and
e harmonized to represent the commonality among the safety and security disciplines, where
possible.

Why Is It Important?

Safety and security are critical to the DoD and the FAA, as well as to many other government and
industry organizations. Both the CMMI and the iCMM provide process improvement frameworks in
which safety and security activities can take place. Yet some practices specific to safety and security
are not necessarily addressed in these models, nor is there sufficient guidance for interpreting the
models’ practices in a safety and security context. The FAA approved a project to address both
safety and security in the iCMM, and the CMMI Steering Group had discussed addressing safety and
security. In light of similar needs to enhance both models, the FAA and the DoD organizations
decided to collaborate on developing safety and security extensions to both the iCMM and the
CMMI, the intent being that common content could be included in both models. Safety and security
are closely coupled by objectives, methods, tools, and techniques, but separated to some extent by
terminology. This document has attempted to harmonize safety and security goals, practices, and
terminology in order to provide an integrated approach for assuring safety and security.

Who Will Use This Work?

It is expected that these practices will be utilized for process improvement in several contexts:
strategically to support enterprise-wide safety and security work; in any program/organization that
deals with safety and security assurance of products and services at any lifecycle phase; by those
groups responsible for a safe and secure work environment; and by acquisition programs in
evaluating the capability of suppliers to deliver safe and secure products and services.
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Who Has Been Involved?

This document reflects the shared work of many organizations and people. The project was co-
managed by the FAA Chief Engineer for Process Improvement and the Deputy Director for Software
Assurance in DoD, with broad participation from government and industry and the international
community. The project team comprised over 30 expert participants from FAA, DoD, Army, Navy,
Air Force, National Aeronautics and Space Administration, Department of Energy, Defence Materiel
Organization (Australia), Defense Contract Management Agency, Software Engineering Institute,
Northrop Grumman, Lockheed Martin, Computer Sciences Corporation, Harris Corporation, I-
Metrics, and Praxis Critical Systems Ltd (U.K.). In addition, many individuals and organizations
participated as reviewers, and in safety and security pilot appraisals. Without the dedication of all
these expert volunteers, this project could not have been launched or completed. These participants

are acknowledged for their very valuable contributions and are listed below.

Members of the Safety and Security Extensions Project Team

Sponsors Gregg Dvorak U.S. Federal Aviation Administration
Joe Jarzombek U.S. Office of Secretary of Defense
Arthur Pyster Science Applications International Corporation
(Emeritus sponsor) (previously with U.S. Federal Aviation Administration)
Project Linda Ibrahim U.S. Federal Aviation Administration
Managers Joe Jarzombek U.S. Office of Secretary of Defense
Safety Matt Ashford (Lead) Defence Materiel Organisation (Australia)
Team Brenda Coblentz U.S. Department of Energy
Ray Conrad Lockheed Martin Transportation and Security Solutions
Janet Gill U.S. Navy, NAVAIR Software System Safety
Lisa Ming Defense Contract Management Agency
Ron Stroup (Lead) U.S. Federal Aviation Administration
Ray C. Terry U.S. Navy, NAVAIR Systems Safety Division
Martha Wetherholt National Aeronautics and Space Administration
Security Tim Courington (Lead) Northrop Grumman Information Technology
Team Sartaj Dhami Northrop Grumman Information Technology

Ronda Henning (Lead)

Harris Corporation

Mary Horn U.S. Federal Aviation Administration
Tom Jackson Lockheed Martin Transportation and Security Solutions
Feisal Keblawi U.S. Federal Aviation Administration

Victor Kemens
Martha J. Leonette

U.S. Federal Aviation Administration
U.S. Federal Aviation Administration

Gerald Miller Northrop Grumman Information Technology
Raju B. Patel U.S. Air Force, Wright Patterson Air Force Base
Hal Pierson U.S. Federal Aviation Administration

Douglas Roseboro
Marty Simmons
Sandra Stuart

U.S. Federal Aviation Administration
Lockheed Martin Integrated Systems and Solutions
U.S. Federal Aviation Administration
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Members of the Safety and Security Extensions Project Team (continued)
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ITT Industries

U.S. Federal Aviation Administration
U.S. Federal Aviation Administration
Software Engineering Institute
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The MITRE Corporation
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Reviewers and Pilot Appraisal Participants (continued)

Dave Smith
Debra Sparkman
Ronald L. Stroup
Sandra Stuart
Mark Suitters

U.S. Federal Aviation Administration
U.S. Department of Energy
U.S. Federal Aviation Administration
U.S. Federal Aviation Administration
Ministry of Defence (U.K.)

Joan Tarbell Booz Allen Hamilton

William Teppig BAE Systems

Scott VanBuren U.S. Federal Aviation Administration
Michael Virga U.S. Federal Aviation Administration
John Weiler Interoperability Clearinghouse

Curt Wells I-metrics LLC

Joan S. Weszka Lockheed Martin Mission Systems
Diane Wilson U.S. Federal Aviation Administration
Harold G. (Hal) Wilson Northrup Grumman Mission Systems
Carol Woody Software Engineering Institute

Karen Zimmie Booz Allen Hamilton

What was the Project Approach?
The following summarizes selected features of the project approach. Further details on project
approach and history are provided in Appendix A.

Selection of Source Material

Experts within the respective communities of practice selected source documents for safety and for
security. Source documents are the documents from which the safety and security practices are
derived. Mapping of safety and security practices to source practices is required, and coverage of
source documents, at an appropriate level of detail, is demonstrated.

Synthesis and Harmonization of Practices and Initial Community Review

The safety expert team and the security expert team analyzed their respective source documents and
synthesized practices from source material. Then safety practices and security practices were
harmonized into a single set of practices, which was distributed for broad community review.

Analysis in Relation to the Reference Models

The harmonized practices (revised based on initial community review) were analyzed in relation to
content of the iCMM and CMMI reference models. Based on this analysis, a new construct was
proposed for addressing the safety and security practices. This construct is called an Application
Area (explained below). Additionally, the team proposed a new Work Environment Process Area to
address safety and security requirements that were not adequately covered in either reference model
and to address a broader, generic need for guidance to improve the work environment.

Further Community Review and Validation via Pilot Appraisals

Pilot appraisals were carried out in several different organizational settings and the Safety and
Security Application Area and Work Environment Process Area were distributed for further broad
community reviews. The team addressed comments received, along with lessons learned from pilot
appraisals, and incorporated them into this final product.
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Product Overview

Source Material
The following source standards were selected and endorsed by experts from safety and security
communities of practice. They were used to develop the Safety and Security Application Area and
the Work Environment Process Area presented in this report.
For safety:
e MIL-STD-882C: System Safety Program Requirements, Military Standard, January 1993.
e MIL-STD-882D: Standard Practice for System Safety, Department of Defense, February
2000.
e |EC 61508: Functional Safety of Electrical/ Electronic/ Programmable Electronic Systems,
International Electrotechnical Commission, 1997.
e DEF STAN 00-56: Safety Management Requirements for Defence Systems, Ministry of
Defence, December 1996.
For security:
e ISO/IEC 17799: Information Technology - Code of practice for information security
management, International Organization for Standardization, 2000.
e ISO/IEC 15408: Common Criteria for Information Technology Security Evaluation, Part 3:
Security assurance requirements, v2.1, Common Criteria Project Sponsoring Organizations,
1999.
e |ISO/IEC 21827: Systems Security Engineering Capability Maturity Model (SSE-CMM),
v3.0, SSE-CMM Project, 2003.
e NIST 800-30: Risk Management Guide for Information Technology Systems, Special
Publication 800-30, National Institute of Standards and Technology, 2001.

Safety and Security Application Area — Overview

The Safety and Security application area (AA) identifies standards-based application practices (APs)
expected to be used as criteria in guiding process improvement and in appraising an organization’s
capabilities for providing safe and secure products and services. These application practices are
used in conjunction with existing practices in the CMMI and/or the iCMM.

The purpose of the Safety and Security application area is to establish and maintain a safety and
security capability, define and manage requirements based on risks attributable to threats, hazards,
and vulnerabilities, and assure that products and services are safe and secure throughout their life
cycle. Goals and practices of the application area are:

Goal 1. An infrastructure for safety and security is established and maintained.
AP 01.01 Ensure Safety and Security Competency
AP 01.02 Establish Qualified Work Environment
AP 01.03 Ensure Integrity of Safety and Security Information
AP 01.04 Monitor Operations and Report Incidents
AP 01.05 Ensure Business Continuity
Goal 2. Safety and security risks are identified and managed.
AP 01.06 Identify Safety and Security Risks
AP 01.07 Analyze and Prioritize Risks
AP 01.08 Determine, Implement, and Monitor Risk Mitigation Plan
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Goal 3. Safety and security requirements are satisfied.
AP 01.09 Determine Regulatory Requirements, Laws, and Standards
AP 01.10 Develop and Deploy Safe and Secure Products and Services
AP 01.11 Obijectively Evaluate Products
AP 01.12 Establish Safety and Security Assurance Arguments
Goal 4. Activities and products are managed to achieve safety and security requirements and
objectives.
AP 01.13 Establish Independent Safety and Security Reporting
AP 01.14 Establish a Safety and Security Plan
AP 01.15 Select and Manage Suppliers, Products, and Services
AP 01.16 Monitor and Control Activities and Products

Each application practice is implemented by performing specifically identified implementing
practices from the reference models. These implementing practices are performed in accordance
with the guidance provided with each application practice and in such a way as to achieve the goals
of the application area. As with process areas in the iCMM and CMMI, generic practices are applied
to guide process improvement and to support appraisal of safety and security process capability.

Work Environment Process Area - Overview

The Work Environment process area provides details of what is to be accomplished in AP 01.02
Establish Qualified Work Environment. Note that this process area is not specific to safety and
security, and it could be used for other applications or disciplines. As such, its practices are derived
from a variety of other sources in addition to the safety and security source standards (see Appendix
B). “Work Environment” would be added as a new process area to the iCMM and the CMMI.

The purpose of the Work Environment process area is to ensure that people have infrastructure and
working procedures to perform their work effectively. Work Environment goal and practices are:

Goal. A work environment that meets stakeholder needs and requirements is established and
maintained.

Practice 01  Determine Work Environment Needs

Practice 02  Establish Work Environment Standards

Practice 03  Establish Work Environment

Practice 04  Maintain the Qualification of Components

Practice 05  Maintain the Qualification of Personnel

Practice 06  Maintain Technology Awareness

Practice 07  Ensure Work Environment Continuity

Mapping Table Appendix — Overview

The mapping table appendix (Appendix B) contains maps showing the sources of each application
practice and each work environment practice. These tables show the standards used for deriving
each practice and also indicate where users can find more detail and additional guidance regarding
each practice. A map is also provided for each safety and security source standard demonstrating
where each clause/practice/activity is mapped to an application practice(s), at an appropriate level of
detail. For the work environment mapping table, additional sources (beyond the safety and security
standards) are also indicated. All sources and references are listed in the Bibliography and
References section of this document.
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Application Area — Description and Considerations

Since the application area construct is a new idea generated by this project, this section is devoted to
providing more information about an application area in general and the safety and security
application area in particular.

What is an application area?

An application area (AA) is a construct intended for use with both the iCMM and the CMMI
reference models. An application area groups together related application practices (APs) that are
considered essential for achieving the requisite outcomes particular to the application or discipline.
The application practices are implemented by performing practices that are already in process areas
of the reference models, with explicit guidance derived from source standards for the respective
disciplines of application. Thus, application areas provide a guide or overlay for identifying which
selected process areas and practices in a reference model need to be implemented to address the
purpose of the application area. The application practices provide additional guidance for ways that
the practices in the reference model might be implemented in the particular context of the
application.

Why are only safety and security addressed?

An application area could be developed for another discipline, and indeed others are being
considered to help in focusing appraisals and process improvement in the context of a specific
discipline. For now, safety and security have been considered because of their importance in
government and industry. Moreover, this focus has enabled a better harmonization of practices
between the two disciplines.

How would organizations or individuals use the safety and security application area?

It is expected that this application area will be used for process improvement and benchmarking in
several contexts: strategically, to support enterprise-wide safety and security work; in any
program/organization that deals with safety and security assurance of products and services at any
phase of the life cycle; in the work environment, by those groups responsible for ensuring people
have tools and facilities needed for safe and secure development, operation and maintenance of
products and services; and by acquisition programs in evaluating the capability of suppliers to
deliver safe and secure products and services. The safety and security application practices
described are harmonized since so many activities are common to both safety and security.
However, this application area can be used in the context chosen by the organization, which may be
to improve and appraise security or safety or both safety and security.

How does this safety and security application area relate to safety and security standards?

The application practices in the safety and security application area are the harmonized safety and
security practices that were synthesized from the source standards identified by subject matter
experts in the safety and security communities of practice. The source standards are a selection of
safety and security standards in community-wide use, and those standards with industry-specific
guidance would be accommodated via the application practice AP 01.09 Determine Regulatory
Requirements, Laws, and Standards (see further discussion of standards below).
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Why aren’t these harmonized practices being proposed as CMMI “amplifications™ or iCMM
““notes’ in relation to the existing practices?

In order to make the practice of safety and security in organizations explicitly improvable and
appraisable, the safety and security application practices need to be structured as “expected”
practices. The informative nature of amplifications and notes does not meet this need. Simply
adding informative material to existing practices in the reference models provides no assurance that
safety and security would be included in process improvement or appraisal of capabilities. The AA
also provides direct visibility, in a single location, to those practices needed for safety and security.

Why are these harmonized safety and security application practices being proposed as an
application area rather than a new process area?

The harmonized safety and security application practices are already addressed in a more general
fashion in reference model existing practices, without sufficient explicit consideration for safety or
security concerns. To introduce new practices that are already addressed, though generally, in the
reference models would be confusing and would be largely redundant. Also, the harmonized
application practices do not offer the breadth and depth of reference model practices regarding
practice implementation details.

How is an application area constructed?

An application area is similar to a process area since it contains a purpose statement, goals
(application goals), and expected practices (application practices). Application goals reflect
outcomes to be achieved for the application area to be considered successfully implemented. They
are useful in establishing process improvement objectives and are required components for appraisal
purposes. Application practices are mapped to goals, and they are the activities that, when
performed, are expected to result in achievement of those goals. Application practices are
implemented, however, by performing the indicated “implementing practices” in the reference
models, as interpreted in the particular application context described by the information provided for
each application practice. These application practices, as elaborated by their associated
implementing practices or acceptable alternatives to them, are expected to be present in the planned
and implemented processes of the organization before application goals can be considered satisfied.
Typical work products are also provided for each application practice and these are generically
named examples of what outputs could result from carrying out this practice. Lastly there are notes
for each application practice which provide further information and elaboration including conceptual
examples, potential techniques, methods, guidance, etc

How does an application area relate to the new CMMI architecture?

The application area concept is compatible with and supportive of the new CMMI architecture. This
is how it works. An application area provides named groups of amplifications, elaborations, and
additions by means of its application practices (named Safety and Security for example). It also
denotes the components that would form the primitive model, and the placements for the named
groups in that primitive model, by means of the way that application practices identify their
implementing practices and associated process areas, for each application practice. (Those
implementing practices and process areas become the primitive model.) By generating a releasable
CMMI model from the primitive model and its named additions, amplifications, and elaborations,
that CMMI model would then reflect the application area. Releasable CMMI models would identify
target stagings and maturity levels, but such staging would not be provided in an application area.
The application area is only used for determining AA capability levels, not maturity levels.
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How does an application area relate to the iCMM architecture?

The iCMM is structured to offer flexibility for organizations to pursue process improvement via
capability levels in selected process areas or via maturity levels in sets of process areas. This
architecture is called a “continuous with staging” representation. An application area simply
provides a guide to the process areas that need to be implemented in the context of the application
area. Since the iCMM approach has always been to provide a single model, for selective use by the
implementing organizations, the application area construct does not disrupt this idea. Application
areas provide guidance, for process improvement and appraisal purposes, regarding ways the
existing process areas in the iCMM model can be used in the context of the application area. An
application area, like a process area, can be at any capability level. However, an application area is
not staged at a particular maturity level.

How is an application area appraised?

The Standard CMMI Appraisal Methodology for Process Improvement (SCAMPI®), the FAA
iICMM Appraisal Method (FAM), and other Appraisal Requirements for CMMI (ARC) Class A
appraisal methods can be applied to application areas by employing the generic practices of either
the iCMM or the CMMI. Thus an application area could be appraised at any capability level. The
goals of the application area would be used in appraisal, and the practices mapped to those goals
would be the implementation practices in the reference models, considered in the context of the
guidance provided in the application area. In an application area stand-alone appraisal, only the
application area goals (and not process area goals of the reference models) need to be considered, if
that is the desired scope. Of course ARC Class B and C appraisals could also be used to gain an
understanding of process capabilities relative to safety and security.

How do maturity levels relate to application areas?

Application areas may be appraised concurrently with other appraisal scopes, including a maturity
level appraisal. Application area ratings, however, do not affect maturity levels. While much of the
evidence presented would be applicable to both aspects of an appraisal, ratings would be assigned
independently.

How are application practices used in an appraisal?

Each application practice has associated implementing practices, identified in this way: "This
application practice is implemented by performing the following practices in such a way as to
<application practice statement>". Therefore, in order to satisfy the application practice, all of the
reference model (CMMI/iCMM) implementing practices should, in fact, be implemented (fully or
largely) so as to address the specific context of the application practice. The focus should be that
application practices are performed and application goals are achieved. For example, in appraising
application practice AP 01.01 Ensure Safety and Security Competency, the implementing practices
regarding training would be examined to ascertain that safety and security competency is ensured.

What happens if some application area activities are outside the scope of my organizational unit?
This determination should be made in the appraisal-planning phase that would clearly identify who
is responsible for those activities and why it is outside the scope of the organization. If such an
argument is accepted, those activities would not be appraised and would not affect the appraisal
results. This information should also be clearly documented in the Appraisal Disclosure Statement.
Note that application area activities are critical to safety and security, and their omission could
present significant risk. Thus, the organizational unit should attempt to ensure that the unit
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responsible carries out these activities. Note also that appraisals could include multiple
organizational units if the responsibilities for safety and/or security are dispersed among them.

What if | only want to look at one aspect (safety or security, but not both) in an appraisal?

When applying the safety and security application area to your organization, the scope (safety,
security, or both) should be clearly identified in the appraisal-planning phase and in the Appraisal
Disclosure Statement. The practices should be used to focus on that particular aspect of the
organizational function (e.g., if a configuration management practice is appraised it should focus on
the configuration management of the safety and/or security items).

How does use of the safety and security application area relate to system/product certification/
accreditation and acceptance testing?

The safety and security application area complements (but does not replace) certification/
accreditation and acceptance testing of systems and products. If requisite application practices are
implemented, they should contribute to the delivery of safe and secure products and services, and
their artifacts should more readily support achievement of certification/accreditation expected
outcomes.

How does the safety and security application area relate to other standards?

e The National Institute of Standards and Technology (NIST) implements guidelines responsive to
Public Law 104-106 (Clinger-Cohen Act of 1996) and OMB Circular A-130. Other related
standards and publications have not been explicitly referenced in this application area. However,
as written, this application area lends itself to full support of the NIST 800-series publications
that provide an organization with further tools for bolstering their security processes. NIST
issued the October 2003 draft of “Recommended Security Controls For Federal Information
Systems,” NIST Special Publication 800-53, which details controls the government will require
in 2005 and is expected to influence controls to be used by other governments and business
(csre.nist.gov/publications/drafts.html). Security controls are the management, operational, and
technical safeguards and countermeasures prescribed for a computer system that, taken together,
adequately protect the confidentiality, integrity, and availability of a system and its information.
Management safeguards range from risk assessment to security planning, operational safeguards
include factors such as personnel security and hardware and software maintenance, and technical
safeguards include audit trails and communications protection.

e The Federal Information Security Management Act contains guidelines about establishing
security standards and requirements for information and information systems, including business
process improvement and states “Federal agencies should follow NIST guidelines, if applicable
and whenever feasible.”

e [SO/IEC 15026:1997, System and Software Integrity Levels, was used by the Harmonization
Team as a basis for harmonizing terminology and concepts between the safety and security
communities. 1SO/IEC JTC1/SC7 WG9 is the international working group that produced this
standard and includes members of both communities. WG9 has recently redefined its terms of
reference to include development of standards and technical reports for system and software
assurance. System and software assurance addresses management of risk and assurance of
safety, security, and dependability within the context of system and software life cycles. WG9 is
also in the process of revising 15026 and will continue to collaborate in the development and
evolution of this application area.
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o Useful discussions have taken place with the U.K. Ministry of Defence (MoD) and Praxis Critical
Systems regarding the SafSec Project, a research study on Integrating Safety and Security for
Integrated Modular Avionics, funded by the U.K. MoD. The synergy with the SafSec project
lies in the similar aims of combining safety and security for improved effectiveness.

How does the safety and security application area relate to industry-specific regulatory guidance?
Standards and laws that provide more detailed industry-specific guidance for safety and security
would be addressed via the application practice AP 01.09 Determine Regulatory Requirements,
Laws and Standards. For example, RTCA DO-178B “Software Considerations in Airborne Systems
and Equipment Certification,” would be required for avionics systems and software.
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AA 01:. Safety and Security

Application Area Summary

Purpose

The purpose of the Safety and Security application area is to establish and maintain a safety and
security capability, define and manage requirements based on risks attributable to threats, hazards,
and vulnerabilities, and assure that products and services are safe and secure throughout their life
cycle.

Major points addressed

The Safety and Security application area involves establishing and maintaining an infrastructure that
ensures appropriate safety and security awareness, guidance, and competency, and that provides a
safe and secure work environment. It addresses ensuring that required safety and security
information is identified, retained, and protected. Operations and the environment are monitored,
safety and security incidents and operational anomalies are analyzed and reported, and corrective
actions are initiated. Plans are in place to ensure business continuity.

This application area involves the management of risks attributable to vulnerabilities, security
threats, and safety hazards. These risks are identified, analyzed, and managed to achieve acceptable
levels of risk. Safety and security requirements are determined, including regulatory requirements,
laws, standards, policies, and required safety and security levels and methods. Safety and security
levels are assigned to components and used to guide design decisions and rigor of evaluation.
Products and services are developed, deployed, operated and sustained to satisfy safety and security
needs and requirements. Throughout the life cycle, safety and security assurance arguments and
supporting evidence are created, updated, and retained.

This application area also addresses safety and security management so that safety and security
activities are planned and tracked, with independent reporting of safety and security status and
issues. Acquired products and services are selected and managed using safety and security criteria.
Safety and security activities are measured and monitored, products are controlled, and processes are
improved.

Goals and application practices (APs)

Goal 1. An infrastructure for safety and security is established and maintained.

AP 01.01 Ensure Safety and Security Competency
Ensure safety and security awareness, guidance and competency.

AP 01.02 Establish Qualified Work Environment
Establish and maintain a qualified work environment that meets safety and security
needs.

AP 01.03 Ensure Integrity of Safety and Security Information
Establish and maintain storage, protection and access and distribution control to
ensure the integrity of safety and security information.

AP 01.04 Monitor Operations and Report Incidents
Monitor operations and environmental changes, report and analyze safety and
security incidents and anomalies, and initiate corrective actions.
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AP 01.05 Ensure Business Continuity
Establish and maintain plans to ensure continuity of business processes and
protection of assets.

Goal 2. Safety and security risks are identified and managed.

AP 01.06 Identify Safety and Security Risks
Identify risks and sources of risks attributable to vulnerabilities, security threats, and
safety hazards.

AP 01.07 Analyze and Prioritize Risks
For each risk associated with safety or security, determine the causal factors, estimate
the consequence and likelihood of an occurrence, and determine relative priority.

AP 01.08 Determine, Implement, and Monitor Risk Mitigation Plan
Determine, implement, and monitor the risk mitigation plan to achieve an acceptable
level of risk.

Goal 3. Safety and security requirements are satisfied.

AP 01.09 Determine Regulatory Requirements, Laws, and Standards
Determine applicable regulatory requirements, laws, standards, and policies and
define levels of safety and security.

AP 01.10 Develop and Deploy Safe and Secure Products and Services
Develop and deploy products and services that meet safety and security needs, and
operate and dispose of them safely and securely.

AP 01.11 Objectively Evaluate Products
Obijectively verify and validate the work products and delivered products and services
to assure safety and security requirements have been achieved and services fulfill
intended use.

AP 01.12 Establish Safety and Security Assurance Arguments
Establish and maintain safety and security assurance arguments and supporting
evidence throughout the life cycle.

Goal 4. Activities and products are managed to achieve safety and security requirements and
objectives.
AP 01.13 Establish Independent Safety and Security Reporting
Establish and maintain independent reporting of safety and security status and issues.
AP 01.14 Establish a Safety and Security Plan
Establish and maintain a plan to achieve safety and security requirements and
objectives.
AP 01.15 Select and Manage Suppliers, Products, and Services
Select and manage products and suppliers using safety and security criteria.
AP 01.16 Monitor and Control Activities and Products
Measure, monitor, and review safety and security activities against plans, control
products, take corrective action, and improve processes.

Notes
The Safety and Security application area addresses safety and security in several contexts:
e Strategically, to support enterprise-wide safety and security work;

Safety and Security Extensions September 2004 page 14



AA 01: Safety and Security Application Area

e Ata program-level, for any program or organization that deals with safety and security of
products and services across the life cycle;

e In the work environment, for ensuring people have tools and facilities needed for safe and
secure development, operation, maintenance, and support of products and services; and

e By acquisition programs, for evaluating the capability of suppliers to deliver safe and secure
products and services

The safety and security application practices are harmonized in this application area since so many
activities are common to both safety and security. However, the practices can be implemented in the
context chosen by the organization, which may be security or safety or both safety and security.

When considering the practices, there may be different parts of the organization responsible for
different aspects of safety and security, such as physical, personnel, organizational, environmental,
or information security. Successful implementation of the practices may require appropriate
coordination and information exchange.

Further information on each practice can be obtained by reviewing the sources that are mapped to
each practice, as indicated in the mapping table appendix. The mapping tables show the source
standards that were used for deriving each practice and also indicate where safety and security
application area users can find more detail and additional guidance regarding each practice.

Relationships between this application area and the reference models
This application area is to be used in conjunction with the Capability Maturity Model Integration
v1.1 (CMMI) or the FAA integrated Capability Maturity Model v2.0 (iCMM).

Process Areas: This application area draws on implementing practices from the following process
areas (PAs) for use with either the iCMM or CMMI. Where indicated, material from the iCMM PAs
would be adopted for use in CMMI to provide the necessary practices for implementation of
practices of the safety and security source standards. The particular implementing practices from
these PAs are indicated along with the discussion of each application practice.

iCMM PAs CMMI PAs (including extensions from iCMM)
PA 22 Training Organizational Training
PA 19 Work Environment* Work Environment*
PA 17 Information Management PA 17 Information Management (from iCMM)
PA 10 Operation and Support PA 10 Operation and Support (from iCMM)
PA 13 Risk Management Risk Management
PA 00 Integrated Enterprise Management PA 00 Integrated Enterprise Management (from iCMM)

Organizational Environment for Integration
Organizational Innovation and Deployment

PA 01 Needs Requirements Development
PA 02 Requirements Requirements Management
PA 03 Design Technical Solution
PA 06 Design Implementation Product Integration
PA 07 Integration
PA 08 Evaluation Verification
Validation
PA 15 Quality Assurance & Management Process and Product Quality Assurance

* Work Environment is a new Process Area for iCMM and proposed for CMMI

Safety and Security Extensions September 2004 page 15



AA 01: Safety and Security Application Area

iCMM PAs

CMMI PAs (including extensions from iCMM)

PA 11 Project Management

Project Planning

Project Monitoring and Control
Integrated Project Management
Quantitative Project Management

PA 16 Configuration Management

Configuration Management

PA 18 Measurement and Analysis

Measurement and Analysis

PA 05 Outsourcing
PA 12 Supplier Agreement Management
PA 09 Deployment, Transition, & Disposal

Supplier Agreement Management
Integrated Supplier Management
PA 09 Deployment, Transition, & Disposal (from iCMM)

PA 21 Process Improvement

Organizational Process Focus

Generic Practices: As with process areas in the CMMI and the iCMM, generic practices are applied
to an application area to guide process improvement and to support appraisal of capabilities. The

generic practices of the iICMM and the CMMI are depicted below:

iCMM Generic Practices CMMI Generic Practices

Capability | 1.1 Identify the Work Scope 1.1 Perform Base Practices
Level 1 1.2 Perform the Process
Capability | 2.1 Establish Organizational Policy 2.1 Establish an Organizational Policy
Level 2 2.2 Document the Process 2.2 Plan the Process

2.3 Plan the Process 2.3 Provide Resources

2.4 Provide Adequate Resources 2.4 Assign Responsibility

2.5 Assign Responsibility 2.5 Train People

2.6 Ensure Skill and Knowledge 2.6 Manage Configurations

2.7 Establish Work Product Requirements 2.7 ldentify and Involve Relevant

2.8 Consistently Use and Manage the Process Stakeholders

2.9 Manage Work Products 2.8 Monitor and Control the Process

2.10 Objectively Assess Process Compliance 2.9 Objectively Evaluate Adherence

2.11 Objectively Verify Work Products 2.10 Review Status with Higher Level

2.12 Measure Process Performance Management

2.13 Review Performance with Higher-level

Management

2.14 Take Corrective Action

2.15 Coordinate With Participants & Stakeholders
Capability | 3.1 Standardize the Process 3.1 Establish a Defined Process
Level 3 3.2 Establish and Use a Defined Process 3.2 Collect Improvement Information

3.3 Improve Processes
Capability | 4.1 Stabilize Process Performance 4.1 Establish Quantitative Objectives for
Level 4 Process

4.2 Stabilize Subprocess Performance
Capability | 5.1 Pursue Process Optimization 5.1 Ensure Continuous Process
Level 5 Improvement
5.2 Correct Root Causes of Problems
Glossary

A glossary is attached at the end this application area (see pages 58 and 59).
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AP 01.01 Ensure Safety and Security Competency

Ensure safety and security awareness, guidance, and competency.

Description

Ensure all persons involved in any safety and security activity, including management activities,
have the appropriate training, technical knowledge, experience, and qualifications relevant to the
specific duties they have to perform. Determine and assess appropriate training, technical
knowledge, experience, and qualifications in relation to the attributes of the particular safety and
security application.

Identify needed improvements in safety and security skill and knowledge throughout the
organization using the projects’ needs, organizational strategic plan, and existing employee skills as
guidance. Train personnel to have the skills and knowledge needed to perform their assigned roles.
Assess the effectiveness of the training to meet the identified training needs. Manage safety and
security awareness, training, and education programs.

Provide safety and security related guidance to other groups to enable informed decisions about
architecture, design, and implementation choices. Provide safety and security related guidance to
operational system users and administrators so they know what must be done to install, configure,
operate, maintain, and decommission the system in a safe and secure manner. Provide safety and
security related guidance to the organization.

Implementing Practices
This application practice is implemented by performing the following practices in such a way as to
ensure safety and security awareness, guidance, and competency.

iCMM Implementing Practices

CMMI Implementing Practices

PA 22 Training

BP 22.01 Identify training needs for the
organization, projects, teams, and support groups.
BP 22.02 Establish and maintain a training plan.
BP 22.03 Establish and maintain training
capability and delivery mechanisms to address
identified training needs.

BP 22.04 Train individuals to have the skills and
knowledge needed to perform their assigned roles.
BP 22.05 Establish and maintain records of
training and experience.

BP 22.06 Assess the effectiveness of training to
meet identified training needs.

BP 22.07 Establish and maintain an environment
that encourages learning.

PA 19 Work Environment

BP 19.05 Ensure that personnel have the required
competencies and qualifications to access, use, and
maintain the work environment.

Organizational Training (OT)

OT SP 1.1-1 Establish and maintain the strategic training
needs of the organization.

OT SP 1.2-1 Determine which training needs are the
responsibility of the organization and which will be left to
the individual project or support group.

OT SP 1.3-1 Establish and maintain an organizational
training tactical plan.

OT SP 1.4-1 Establish and maintain training capability to
address organizational training needs.

OT SP 2.1-1 Deliver the training following the
organizational training tactical plan.

OT SP 2.2-1 Establish and maintain records of the
organizational training.

OT SP 2.3-1 Assess the effectiveness of the organization’s
training program.

Work Environment (WE)

WE SP 1.5 Ensure that personnel have the required
competencies and qualifications to access, use, and maintain
the work environment.
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iCMM Implementing Practices CMMI Implementing Practices

Project Planning (PP)
PP SP 2.5 Plan for knowledge and skills needed to perform
the project

Typical Work Products

Notes

human capital plan

training plans

safety or security certificates
skills assessment
competency assessment

Consider the following factors when assessing the competence of persons to carry out their duties.
These factors pertain to those engaged in safety and security activities including, for example,
acquirers, developers, suppliers, maintainers, operators, and managers.

engineering knowledge appropriate to the application

engineering knowledge appropriate to the technology (for example electrical, electronic,
programmable electronic, software engineering, accident investigation, human factors)
knowledge of the legal and regulatory frameworks and applicable industry guidelines

the consequences in the event of failure of safety and security related systems - the greater
the consequences the more rigorous should be the specification and assessment of
competence

the safety and/or security levels - the higher the levels the more rigorous should be the
specification and assessment of competence

the novelty of the design, design procedures, or application - the newer or more untried the
designs, design procedures, or application the more rigorous should be the specification and
assessment of competence should be

previous experience and its relevance to the specific duties to be performed and the
technology being employed - the greater the required competence levels, the closer the fit
should be between the competencies developed from previous experience and those required
for the specific duties to be undertaken

relevance of qualifications to specific duties to be performed

awareness of safety and security implications associated with supply chains contributing to
products or services used or delivered

The training, experience and qualifications of all persons involved in safety and security activities
should be documented.

If safety and security expertise does not exist within the organization, appropriate expertise should
be acquired (see AP01.15).
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AP 01.02 Establish Qualified Work Environment

Establish and maintain a qualified work environment that meets safety and security needs.

Description

The work environment is a critical component of the design, development, evaluation, operation,
and maintenance of safety and security related systems. An appropriate work environment
(including the set of integrated tools, techniques, services, measures, and standards) needs to be
selected, applied, available, and qualified to satisfy the required safety and security level across the
life cycle.

Perform calibrations of equipment and tools against, or traceable to, appropriate standards or vendor
specifications. Maintain the work environment to continuously support the organizations and
projects that depend on it. Identify new product technologies or enabling infrastructure that will
help the organization acquire, develop, and apply technology for competitive advantage. Maintain
awareness of the technologies that support the organization’s safety and security goals and insert
new technologies into the work environment based on the organization’s business goals and the
project’s needs.

Establish, maintain, and monitor written agreements with third parties who access an organization’s
assets (i.e., information, facilities, and systems). Establish an authorization process for new
information processing facilities (such as hardware and software). Establish, operate, and maintain
the work environment including: facilities, information systems, information technology, safety and
security personnel, physical safety and security, and personnel safety and security.

Implementing Practices
This application practice is implemented by performing the following practices in such a way as to
establish and maintain a qualified work environment that meets safety and security needs.

iCMM Implementing Practices

PA 19 Work Environment (NEW)

BP 19.01 Establish and maintain the needs and
requirements to implement, operate, and sustain work
environments.

BP 19.02 Establish and maintain a description of work
environment standards and tailoring guidelines that
meet identified needs and requirements.

CMMI Implementing Practices

Work Environment (WE) (NEW)

WE SP 1.1 Establish and maintain the needs and
requirements to implement, operate, and sustain work
environments.

WE SP 1.2 Establish and maintain a description of work
environment standards and tailoring guidelines that
meet identified needs and requirements.

BP 19.03 Establish and maintain a work environment,
tailored from the work environment standards, to meet
the specific needs.

BP 19.04 Maintain the required qualification of work
environment components.

BP 19.05 Ensure that personnel have the required
competencies and qualifications to access, use, and
maintain the work environment.

BP 19.06 Monitor, evaluate, and insert, as appropriate,
new technology for improving the work environment.
BP 19.07 Plan and provide for continuity of the work
environment.

WE SP 1.3 Establish and maintain a work environment,
tailored from the work environment standards, to meet
the specific needs.

WE SP 1.4 Maintain the required qualification of work
environment components.

WE SP 1.5 Ensure that personnel have the required
competencies and qualifications to access, use, and
maintain the work environment.

WE SP 1.6 Monitor, evaluate, and insert, as appropriate,
new technology for improving the work environment.
WE SP 1.7 Plan and provide for continuity of the work
environment.
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Typical Work Products
e equipment and tools needed to develop, maintain, and operate products and services at
required safety and security levels
safety and security procedures for use in the work environment
safe and secure style guides
qualified work environment components
authorized, qualified personnel accessing the work environment
a safe and secure work environment that complies with stakeholder needs and requirements
agreements with external organizations
process for authorizing facilities

Notes
Address special challenges created by a mobile workforce, or by facilities that are outsourced, to
assure that these environments are safe and secure.

Address safety and security needs and requirements for the work environments at both the site and
for specific programs, such as product development or maintenance programs. Collaboration is
needed between those responsible for these environments.

The work environment should be included as part of any functional safety and security assessment
of the system (see AP 01.11).

Safety and security regulations and standards pertaining to the work environment may be determined
in AP 01.09.

Requirements for the work environment, e.g., requirements on specific tools, services, the level of
automation, procedures, health and safety, etc., are determined when performing the implementing
practices.
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AP 01.03 Ensure Integrity of Safety and Security Information

Identify required safety and security information and maintain storage, protection, and access and
distribution control for it.

Description

Identify required safety and security documents and information. Manage and control required
information, including documentation, data, and assurance evidence, to ensure its integrity. Ensure
that artifacts related to safety and security assurance monitoring and evaluation are suitably
protected and distributed to authorized stakeholders.

Implementing Practices

This application practice is implemented by performing the following practices in such a way as to
identify required safety and security information and maintain storage, protection, and access and
distribution control for it.

iCMM Implementing Practices CMMI Implementing Practices (from iCMM)

PA 17 Information Management PA 17 Information Management (from iCMM)

BP 17.01 Establish and maintain a strategy and BP 17.01 Establish and maintain a strategy and
requirements for information management. requirements for information management.

BP 17.02 Establish an infrastructure for information BP 17.02 Establish an infrastructure for information
management including repository, tools, equipment, management including repository, tools, equipment, and
and procedures. procedures.

BP 17.03 Collect, receive, and store information BP 17.03 Collect, receive, and store information
according to established strategy and procedures. according to established strategy and procedures.
BP 17.04 Disseminate or provide timely access to BP 17.04 Disseminate or provide timely access to
information to those that need it. information to those that need it.

BP 17.05 Protect information from loss, damage, or BP 17.05 Protect information from loss, damage, or
unwarranted access. unwarranted access.

BP 17.06 Establish requirements and standards for BP 17.06 Establish requirements and standards for
content and format of selected information items. content and format of selected information items.

Include requirements for safety and security information when implementing BP 17.01 and BP
17.06.

Typical Work Products
e strategy for management of safety and security information
list of required safety and security information to be placed in information repository
information access and security requirements
information repository
information capture, storage, protection, and access procedures
privacy requirements and controls
list of authorized users, which may include customers, certifiers, signatory authorities, and
other users
e requirements and standards for content and format of safety and security information

Notes
The safety and security assurance evidence repository could take various forms, e.g., a database,
engineering notebook, test results, or evidence log.
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Assure transmission/dissemination (verbal, written, or electronic) of safety and security information
among all authorized stakeholders, including persons and equipment involved in the acquisition,
development, operation, and maintenance of the product or service, as appropriate. An example is to
allow users to check whether a product has been subject to a safety recall.

Different safety and security standards may require different documents and information to be
retained in safety and security records and assurance arguments.

See AP 01.12 for further information regarding typical safety and security assurance information to
be stored, protected, and controlled.
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AP 01.04 Monitor Operations and Report Incidents

Monitor operations and environmental changes, report and analyze safety and security incidents and
anomalies, and initiate corrective actions.

Description

Detect, collect, analyze, and report safety and security related incidents that arise throughout the life
cycle. Initiate timely corrective actions on all incidents that may have an impact on safety and
security. Ensure all breaches of, attempted breaches of, or mistakes that could potentially lead to a
breach of safety and security are identified and reported.

Monitor changes in threats, hazards, vulnerabilities, impacts, risks, and the environment. Monitor
operations and the performance and functional effectiveness of safety and security safeguards.
Monitoring performance includes detection of early warning signals and assuring awareness of
potential problems. This may include identification and analysis of new trends regarding threats and
hazards.

Review the safety and security posture of the product or service and report anomalies or conditions
that require corrective action.

Implementing Practices

This application practice is implemented by performing the following practices in such a way as to
monitor operations and environmental changes, report and analyze safety and security incidents and
anomalies, and initiate corrective actions.

iCMM Implementing Practices CMMI Implementing Practices (from iCMM)

PA 10 Operation and Support PA 10 Operation and Support (from iCMM)

BP 10.02 Monitor and evaluate capacity, service, and | BP 10.02 Monitor and evaluate capacity, service, and
performance of the system, product, or service. performance of the system, product, or service.

BP 10.05 Perform failure identification actions when a | BP 10.05 Perform failure identification actions when a
non-compliance has occurred in the product or non-compliance has occurred in the product or
delivered service. delivered service.

BP 10.06 Take corrective action when appropriate BP 10.06 Take corrective action when appropriate
(e.g., defective part, human error), or initiate (e.g., defective part, human error), or initiate corrective
corrective action for product or service modification. action for product or service modification.

BP 10.07 Establish a service to answer customer and BP 10.07 Establish a service to answer customer and
user questions and help resolve problems they user questions and help resolve problems they
encounter. encounter.

Ensure that safety and security incidents are included when implementing BP 10.02, and that failure
analysis is performed when implementing BP 10.05.

Typical Work Products
e updated threat/hazard analyses and logs
e updated assurance argument
e reports of changes in the environment that may affect safety and security
e incident reports, including source of incident, any damage, response taken, and further action
required
e periodic incident summaries
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e failure analysis reports
e change requests
e operational problem reports

Notes

This practice includes reporting and analyzing incidents and monitoring changes that occur in the
work environment used for product or service development, as well as in the environment where
those products or services are operating. Both the internal and external environments are included.

Various tools, methods, and technologies may assist in detection and analysis including intrusion
detection systems, incident analysis hardware and software, automated detection capabilities, and
centralized logging systems. Problem reports from users are another detection mechanism.
Incidents include anomalies reported when product or service behavior differs from expected
behavior in the eyes of the operator.

Use analysis data to identify systematic weaknesses, insecure or unsafe features, and components
with high incident rates. Perform causal analysis to find errors contributing to poor implementation
and/or poor operation. Examine historical incident records (including compositions of log records)
for relevant safety and security information to help determine cause of the incident, how it
proceeded, and likely future events. Collect the conclusions to inform maintenance decisions for
redesign and/or reimplementation. Assure that incidents and their analyses are recorded in logs and
event records to assist future analyses.

Analysis may result in preventive recommendations to minimize the probability of an initial
occurrence, as well as corrective recommendations to minimize probability of a repeat occurrence.

Incidents may cause initiation of risk mitigation planned actions (see AP 01.08) or of more detailed
investigations. Environmental changes may initiate re-evaluations (see AP 01.11).
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AP 01.05 Ensure Business Continuity

Establish and maintain plans to ensure continuity of business processes and protection of assets.

Description

Maintain plans to protect business processes and assets and counteract potential disruptions to
business processes and activities from internal and external adverse conditions, failures, and threats.
Maintain protection and continuity plans for the infrastructure, operational, and development
environments. Use appropriate risk management practices to identify business continuity risks and
to develop continuity plans. Test and evaluate business continuity plans with appropriate frequency
to ensure they are up to date and effective in protecting assets and restoring business operations
within needed time scales following interruptions or failures.

Implementing Practices
This application practice is implemented by performing the following practices in such a way as to
maintain plans that ensure continuity of business processes.

iCMM Implementing Practices

CMMI Implementing Practices

PA 19 Work Environment
BP 19.07 Plan and provide for continuity of
the work environment.

PA 13 Risk Management

BP 13.01 Establish and maintain an approach
for managing risk that is the basis for
identifying, assessing, mitigating, and
monitoring risks for the life of the project.
BP 13.02 Identify project risks by examining
objectives, alternatives, and constraints in the
context of established sources of risk.

BP 13.03 Assess risks to determine their
likelihood of occurrence and the
consequences if they occur.

BP 13.04 Develop risk mitigation plans for
risks that meet risk action criteria defined by
the risk management approach.

BP 13.05 Implement, monitor, and control
risk mitigation activities in accordance with
risk mitigation plans.

PA 00 Integrated Enterprise Management
BP 00.03 Establish and maintain the
enterprise strategic plans that identify
business objectives to be achieved, areas of
business to be pursued and their
interrelationships, and the significant goals to
be accomplished.

Work Environment (WE)
WE SP 1.7 Plan and provide for continuity of the
work environment.

Risk Management (RSKM)

RSKM SP 1.1-1 Determine risk sources and
categories.

RSKM SP 1.2-1 Define the parameters used to
analyze and categorize risks, and the parameters
used to control the risk management effort.

RSKM SP 1.3-1 Establish and maintain the
strategy to be used for risk management.

RSKM SP 2.1-1 Identify and document the risks.
RSKM SP 2.2-1 Evaluate and categorize each
identified risk using the defined risk categories and
parameters, and determine its relative priority.
RSKM SP 3.1-1 Develop a risk mitigation plan for
the most important risks to the project, as defined
by the risk management strategy.

RSKM SP 3.2-1 Monitor the status of each risk
periodically and implement the risk mitigation plan
as appropriate.

PA 00 Integrated Enterprise Management (from
iCMM)

BP 00.03 Establish and maintain the enterprise
strategic plans that identify business objectives to
be achieved, areas of business to be pursued and
their interrelationships, and the significant goals to
be accomplished.

Note: This application practice depends on using risk management practices at either the enterprise
level or project level.
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Typical Work Products
e business continuity plan
business impact analysis
information technology contingency plan
business contingency plan
business continuity test plan
business continuity Training exercises
business continuity test results

Notes

This application practice is a specific instance of risk management applied to ensuring continuity of
the business. Business continuity plans should be developed for programs that accept high safety or
security risk, as well as cases where the cost of business continuity activities would be reasonable
with respect to the risk of loss. Considerations for business continuity planning include: analysis of
threats (natural and human) and vulnerabilities, hazards, tampering, hardware failures, software
bugs, operator error (accidental deletions), and loss of key personnel/skills. Business continuity
plans may be called: security contingency plans, safety contingency plans, emergency plans, or other
names. Plans should address alternate facilities and equipment, regular backups, offsite storage, and
testing of business continuity plans and procedures. A comprehensive discussion on planning for
business continuity related to security can be found in ISO/IEC 17799:2000-12-01.

Infrastructure for which continuity is to be planned includes facilities, tools, equipment, computing
resources, communications systems, techniques, standards, work space, laboratories, procedures,
office equipment and supplies. Protection and continuity for the operations and development
environment should address workers, organization and enterprise management, customers, and other
stakeholders, including the general public.

Business vulnerabilities are varied, including: insecure communications links, document disposal,
access procedures, and lack of encryption for security. For safety they may include: geographic
location (sites at low elevations or in coastal areas, tornado zones, etc), hazardous materials used in
products or production, and inherently unsafe design features. Threats include any entity with
potential for causing harm (malicious or not, human or not), such as foreign or domestic agents,
other governments, hackers, hurricanes and floods, or solar storms.
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AP 01.06 Identify Safety and Security Risks
Identify risks and sources of risks attributable to vulnerabilities, security threats, and safety hazards.

Description

Identify all credible security threats or safety hazards. Identify known safety or security controls.
Identify vulnerabilities, faults, and failures that could be exercised by potential threat or hazard
sources arising from natural sources, as well as man-made sources, both accidental and deliberate.
Maintain a list of risks and their sources resulting from vulnerabilities, security threats, and safety
hazards.

Implementing Practices
This application practice is implemented by performing the following practices, in such a way to
identify risks and sources of risk attributable to vulnerabilities, threats, and hazards.

iCMM Implementing Practices CMMI Implementing Practices

PA 13 Risk Management Risk Management (RSKM)

BP 13.02 Identify project risks by examining RSKM SP 1.1-1 Determine risk sources and categories
objectives, alternatives, and constraints in the context | RSKM SP 1.2-1 Define risk parameters

of established sources of risk. RSKM SP 2.1-1 Identify and document the risks.

Typical Work Products
e accident list
hazard or threat source lists (external and internal)
hazard or threat log
hazard or threat category lists
system environment and boundary definition
hazard or threat analysis scope definition
system functional model
hazard or threat model
hazard and operability analysis
o functional failure analysis (FFA) tables
e preliminary hazard or threat list
e threat and vulnerability matrix

Notes
Identify risks and their potential sources, including sources pertaining to potential lack of
management, operational, and technical controls, during all life cycle phases.

Monitor changes to security threats and safety hazards, which could result from changes in the
environment, such as new requirements or insertion of new technology (see also AP 01.04).

For safety:

In determining hazards, a detailed description of the product or service, including the boundary,
physical equipment, operating environment, and interfaces (physical, functional, and logical) is
useful, as well as a high level functional model of the product or service in its environment. This
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model includes the current product or service design and provides detail on the target functionality
to allow a systematic hazard analysis. An understanding of the required control functions and its
physical environment is essential. Define the physical equipment to be included in the scope of the
hazard and risk analysis.

The types of hazard sources or accident-initiating events to consider include component failures,
procedural faults, human error, and energy sources. The review of safety experiences on similar
systems, including incident hazard tracking logs, lessons-learned, checklists, and history, provides a
good foundation for the hazard identification process. The hazards and hazardous events of the
system are determined based on credible circumstances. This includes all relevant human factors
issues, giving particular attention to abnormal or infrequent modes of operation. Consider hazards
due to interaction with other equipment sited in physical proximity, including interaction with
equipment that is not under safety control. Information about the determined hazards is obtained
(for example, toxicity, electromagnetic interference, explosive conditions, corrosiveness, reactivity,
and flammability). Document all hazards identified. Cross-reference each hazard to any related
safety requirements and record logs.

For security:

It is important to identify product and service assets, including personnel, equipment, and
information assets, and categorize them based on their value to operational, business, or mission
requirements. Reviewing similar products and services provides a good foundation for identifying
vulnerabilities that could be exercised or exploited by known threat sources. A preliminary threat-
vulnerability matrix should be developed, which contains threat source and its definition, potential
vulnerability(ies) that could be exercised, and current security controls. The matrix will be updated
in AP 01.07 to document the analysis of the likelihood and impact of a security threat if vulnerability
is successfully exercised.
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AP 01.07 Analyze and Prioritize Risks

For each risk associated with safety or security, determine the causal factors, estimate the
consequence and likelihood of an occurrence, and determine relative priority.

Description

For each threat or hazard, determine the causal factors associated with the product or service
environment, including hardware, software, human, and environmental factors. Develop a list of
causal factors that are both accidental and deliberate in nature. For all potential consequences,
assess the severity and likelihood of an occurrence. The severity and likelihood are combined to
obtain an estimate of risk for each threat or hazard. Aggregate risk may also be determined based on
a combination of threats or hazards. Determine the adverse impact resulting from a hazard or threat.
Select the most appropriate quantitative or qualitative methods to determine relative priority. Risks
are prioritized by likelihood and adverse impact, including the capability to protect critical assets.

Implementing Practices

This application practice is implemented by performing the following practices in such a way to
determine the causal factors, estimate the consequence and likelihood of an occurrence, and
determine the relative priority for each risk.

iCMM Implementing Practices CMMI Implementing Practices

PA 13 Risk Management Risk Management (RSKM)

BP 13.02 Identify project risks by examining RSKM SP 2.1-1 Identify and document the risks.
objectives, alternatives, and constraints in the context | RSKM SP 2.2-1 Evaluate and categorize each identified
of established sources of risk. risk using the defined risk categories and parameters,
BP 13.03 Assess risks to determine their likelihood of | and determine its relative priority.

occurrence and the consequences if they occur.

Typical Work Products
e failure modes and effects analysis reports
failure modes effects and criticality analysis reports
event tree analysis reports
fault tree analysis reports
risk assessment report
risk indices
risk hazard index
threat analysis report
safety criteria report
system threat analysis report
threat log
feasible controls list
cost-benefit analysis
security requirements checklist
causal factors list
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Notes

For Safety:
To determine the conditions and sequences of events that lead to hazards, consider the types of
accident-initiating events. The types of accident-initiating events include:
e system, subsystem, or component failure or malfunction (hardware and software)
environmental conditions
design inadequacies
procedural deficiencies (faults)
accidental and deliberate human error
dependent failure mechanisms that can cause accident sequences to occur

Document causal factors, ensuring traceability is maintained between the causal factors, hazards,
and accidents.

Severity may be assessed qualitatively (e.g., catastrophic, major, or minor) or quantitatively (e.g., 10
fatalities, 1 fatality, 1 severe injury). Likelihood may be assessed qualitatively (e.g., frequent, rare,
or extremely rare) or quantitatively (e.g., 1 occurrence in 10 years, 1 occurrence every 10,000
operations, 1 occurrence every 100 missions). A quantitative measure of the likelihood of a
potential accident is based on the analysis of the hazards for which that accident is a possible
consequence. The likelihood and source of each individual event may be drawn from
manufacturer’s specifications or historical data from previous accidents.

Where systematic failures are seen as contributing to the likelihood of an accident, a quantitative
analysis may be an inappropriate method to assign system failure rates. Instead, the process is
reversed to set safety targets for system failure rates. Different standards use different terms, such as
safety integrity levels, claim limits, or levels of trust, for this concept of assigning qualitative
indicators to the required level of protection against systematic failures. Varying levels of methods,
techniques, rules, and standards should be associated with the different levels of required protection.

For Security:

To determine an overall likelihood rating, consider the probability that a potential vulnerability will
be exercised within the construct of the target environment. Consider three governing factors:
threat-source motivation and capability, nature of the vulnerability, and existence and effectiveness
of existing security controls. The likelihood and severity is qualified, e.g., as high, medium, or low.
Then conduct an impact analysis resulting from a threat-exploiting system vulnerability.

Before an impact analysis can be conducted, understand system mission, system and data criticality
(value to an organization), and system and data sensitivity. The system or information owner is the
principal source of this information. If the documentation does not exist, the system and data
sensitivity can be determined based on the level of protection required to maintain the system and
data’s availability, integrity, and confidentially.

Some impacts are measured quantitatively, such as cost of repairing the system. Other impacts (e.g.,
loss of public confidence) are not measured in specific units, but in terms of high, medium, and low
impact. Before conducting the impact analysis, consideration should be given to advantages and
disadvantages of quantitative versus qualitative assessments. The assessment measurement used
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allows the determination of the magnitude of the impact and its relative priority to the other
identified risks. The results of the assessment are documented in a risk assessment report.
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AP 01.08 Determine, Implement, and Monitor Risk Mitigation Plan
Determine, implement, and monitor the risk mitigation plan to achieve an acceptable level of risk.

Description

Compare risk presented by each hazard or threat with the acceptable levels of safety and security.
The feasibility and effectiveness of the recommended control options are analyzed. Select the most
appropriate and cost-effective control(s) or countermeasure(s) to reduce risk to an acceptable level,
with minimal adverse impact on resources and mission. After risk mitigations are determined,
repeat the risk analysis (see AP 01.07) to determine how recommended mitigations may affect the
risks associated with safety and security, paying particular attention to mitigations that may have
added new risks or increased existing risks. Develop a risk mitigation plan that documents the
approach and associated activities to ensure that objectives are implemented. Execute the risk
mitigation plan. Monitor risk mitigation activities to ensure the needed results are obtained.

Implementing Practices
This application practice is implemented by performing the following practices in such a way as to
determine, implement and monitor the risk mitigation plan to achieve an acceptable level of risk.

iCMM Implementing Practices CMMI Implementing Practices

PA 13 Risk Management Risk Management (RSKM)

BP 13.04 Develop risk mitigation plans for risks that RSKM SP 3.1-1 Develop a risk mitigation plan for the
meet risk action criteria defined by the risk most important risks to the project, as defined by the
management approach. risk management strategy.

BP 13.05 Implement, monitor, and control risk RSKM SP 3.2-1 Monitor the status of each risk
mitigation activities in accordance with risk mitigation | periodically and implement the risk mitigation plan as
plans. appropriate.

Typical Work Products
e probability targets
risk log
recommended safety and security requirements
risk mitigation plan
hazard record/report
safety action record
security incident log
hazard database

Notes

Identifying the appropriate risk mitigation measures requires a good understanding of the causal
factors contributing to the occurrence of a threat or hazard, since mechanisms may have to modify
one or more of these factors to be effective in reducing risk.

Essential mitigation measures, which are necessary for the product and/or service to meet the safety
or security criteria, are referred to as safety or security requirements. These are integrated with other
product and/or service requirements (see AP 01.10). Development of the product and/or service
should not proceed until all these requirements are agreed upon and the risk mitigation plan is
accepted by stakeholders and approving authorities. As the product and/or service proceeds through
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implementation, particular attention is paid, when evaluating the results of performance monitoring,
to verifying that mitigation measures are working as intended. The objective is to identify risks that
are not fully addressed and determine whether additional control(s) or measure(s) are needed. After
the appropriate controls are in place for risks, the approving authority signs a statement accepting the
residual risk and authorizing the operation of the product and/or service (see also AP 01.12).

The earlier in the life cycle that threats or hazards are identified, the easier it is to change the design
if necessary. As product and/or service development nears implementation, changing the design
becomes more difficult and costly and may result in reducing the available mitigation options to
address hazards or threats that are not identified until a later stage of development. When new
threats or hazards are discovered throughout the life cycle, examine closely whether implementing
the associated mitigation measures might introduce new hazards or threats and then evaluate the
acceptability of the risk with the proposed mitigation measures in place.

If the risk does not meet the acceptability criteria (see AP 01.10), an attempt must be made to reduce
it to a level that is acceptable. Risk mitigation activities should address reducing the probability of
occurrence and the severity of the consequences. To mitigate risks, consider technical, management,
and operational safety and security controls, or a combination of these, to maximize their
effectiveness in an operating environment. Achieving the desired level of risk reduction may require
implementing more than one mitigation measure.

Possible approaches to risk mitigation include:
e assumption of risk by the appropriate stakeholders
risk avoidance, by eliminating causal factors or consequences
risk limitation, by implementing safeguards and controls
risk transference, such as buying insurance
reducing vulnerabilities or hazards through system, product, or service design, or design
revision
e modification of operational procedures
e changes to staffing arrangements
e training of personnel to deal with the hazard or threat

The implemented controls may lower the risk level but still not eliminate the risk. The remaining
risk after the implementation of new or enhanced control is known as residual risk. The risk
reduction strategy must address how residual risk will be handled.
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AP 01.09 Determine Regulatory Requirements, Laws, and Standards

Determine applicable regulatory requirements, laws, standards, and policies and define levels of
safety and security.

Description

Gather external influences that affect safety and security including laws, mandates, regulatory
requirements, standards, and policies. Determine which are applicable and resolve conflicts if they
arise. Establish and maintain criteria that reflect levels of safety and security. Select the standards,
methods, techniques, rules, and tools required to address safety and security during each phase of the
life cycle in accordance with the defined levels of safety and security. Establish organizational
policy, including rules, directives, and practices required for safety and security at various levels of
detail, as appropriate.

Implementing Practices

This application practice is implemented by performing the following practices in such a way as to
determine applicable regulatory requirements, laws, standards, and policies and define levels of
safety and security.

iCMM Implementing Practices

CMMI Implementing Practices

PA 02 Requirements

BP 02.02 Identify requirements and constraints
pertaining to processes used in providing the required
product or service, and pertaining to the context or
intended operational environment.

PA 00 Integrated Enterprise Management

BP 00.01 Establish, maintain, and communicate a
strategic vision that identifies long-term goals, values,
performance expectations, and core activities.

BP 00.07 Address the impacts on society of planned
activities, products, services, and operations,
considering regulatory and legal requirements and
risks associated with products, services, and
operations.

Requirements Development (RD)

NEW RD PRACTICE PROPOSED:

RD SP 3.25-1 Determine applicable standards:
Determine regulatory and legal requirements, policies,
and standards that will be applied to the product and its
development, manufacturing, operation and support
processes.

PA 00 Integrated Enterprise Management (from iCMM)
BP 00.01 Establish, maintain, and communicate a
strategic vision that identifies long-term goals, values,
performance expectations, and core activities.

BP 00.07 Address the impacts on society of planned
activities, products, services, and operations,
considering regulatory and legal requirements and risks
associated with products, services, and operations.

When implementing BP 02.02, note that nonfunctional requirements and constraints may include
regulations, laws, mandates, standards, organizational policy, practices, or principles that are
required to be applied in developing or providing a product or service at any or all phases of the life
cycle. A new CMMI practice to address this topic is proposed, as indicated above.

Typical Work Products
e list of regulatory and legal requirements, selected application standards, and external policies
e organizational policies
e criteria reflecting levels of safety and security
e safety and security principles and constraints
e standards, methods, tools, rules, techniques, and process requirements appropriate to each
safety or security level, for use during the life cycle
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e justification for selection of standards
Notes
Identify and select standards and laws that provide more detailed industry-specific guidance for
safety and security, as applicable. Regulatory requirements, legal requirements, and standards may
either be directly applicable to the domain, e.g., avionics, or tailored to the domain. In general, it is
preferable to use the framework of a single standard. If multiple standards are used, consideration
needs to be given to the compatibility of the standards.

When there are choices among standards and regulatory frameworks, identify selection criteria and
justify the decisions made. Conflicts may occur between laws and regulations that are applicable in
different countries or different types of business. Some countries may place a legal obligation on
suppliers of safety or security related equipment or services irrespective of contractual requirements
(or lack thereof). There may be potential conflicts among global and local policies, or among
relevant standards. When these occur, such conflicts should, at a minimum, be identified and
resolved if possible.

Safety and security levels denote an expression of trust that a product or service will perform as
expected. Each level designates a range of values indicating the extent to which the safety or
security risks associated with a product or service have been contained. Levels are usually derived
from policies set by government, regulatory bodies, customers, or internally within the organization.
Criteria may involve levels for accidents that are classified as catastrophic or critical, or levels for
fatalities caused by the product or service, or both. The types of harm to consider may include harm
to people (fatalities and/or injuries), damage to the environment, loss of functionality, and loss of
assets.

Determine appropriate tools, techniques, and methods (e.g., regarding project management,
documentation, formal methods, evaluation methods, risk analysis, detection tools, coding standards,
and degree of independence) depending on safety and security levels and other factors such as
application sector and its accepted good practices and legal and regulatory requirements.

Policy is likely to be at several levels of detail including, for example, broad organizational policy
and policies on specific safety and security topics. Policy states management’s commitment to safety
and security and typically includes the organization’s approach to safety and security management.
Organizational policy may address topics such as overall safety and security objectives, reporting of
safety and security incidents, what needs to be protected, training and education requirements,
consequences of policy violations, and business continuity management. Detailed implementation
policy may address topics such as access control, patch management, incident response, evidence
retention, etc.
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AP 01.10 Develop and Deploy Safe and Secure Products and Services

Develop and deploy products and services that meet safety and security needs and requirements and
operate and dispose of them safely and securely.

Description

Integrate safety and security into all phases of product and service life cycles, including needs,
requirements, design, integration, evaluation, implementation, deployment, production, operation,
and disposal. Employ established methods to build and operate safe and secure products to assure
that needed levels of safety and security are defined and met. This includes the application of laws,
standards and regulations and methods such as risk management and independent review,
evaluation, and reporting, in concert with the assignment of appropriate responsibility and
accountability.

In developing the needs and requirements, determine the acceptable levels of safety and security and
use the results of hazard, vulnerability, threat, and risk analyses to specify and maintain the
requirements and features for safe and secure products throughout the life cycle. Integrate and
harmonize the safety and security requirements with the mission, production, operation, disposal,
and other requirements to develop a complete set of product and service requirements. Allocate
levels of safety and security and their requirements to derived requirements, design levels, and
components in an iterative fashion, as the design evolves. Trace the requirements through the
derived requirements, design levels, and components and evaluate the traceability and the
components to ensure that the established levels of safety and security are preserved. Design and
implement appropriate equipment, training, and procedures for safely and securely developing,
deploying, operating, maintaining, and disposing of products and services. Employ established
design guidelines and methods that enhance the safety and security of products and services.
Transition, deploy, operate, maintain, and dispose of products and services according to the
established needs, requirements, and plans.

Implementing Practices

This application practice is implemented by performing the following practices in such a way as to
develop and deploy products and services that meet safety and security needs and requirements and
operate and dispose of them safely and securely.

iCMM Implementing Practices CMMI Implementing Practices

PA 01 Needs Requirements Development (RD)

BP 01.01 Identify customers and stakeholders. RD SP 1.1-2. Elicit stakeholder needs, expectations,

BP 01.02 Elicit customer and other stakeholders’ needs, constraints, and interfaces for all phases of the product

expectations, and measures of effectiveness. life cycle.

BP 01.03 Analyze needs and expectations in the context | RD SP 1.2-1 Transform stakeholder needs,

of the intended operational environment. expectations, constraints, and interfaces into customer

BP 01.04 Establish and maintain a statement of customer | requirements.

and other stakeholder needs and expectations that is RD SP 2.1-1 Establish and maintain product and

understood and agreed upon by the customer and other product-component requirements, which are based on

stakeholders. the customer requirements.

BP 01.05 Communicate and interact with customers and | RD SP 2.2-1 Allocate the requirements for each

other stakeholders throughout the life cycle to assure a product component.

common understanding of the status and disposition of RD SP 2.3-1 Identify interface requirements.

needs, expectations, and measures of effectiveness. RD SP 3.1-1. Establish and maintain operational
concepts and associated scenarios.
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iCMM Implementing Practices

CMMI Implementing Practices

PA 02 Requirements

BP 02.01 Identify functional and performance
requirements, and required product or service attributes,
including any requirements pertaining to safety, security,
human factors, or other specialized areas.

BP 02.02 Identify requirements and constraints pertaining
to processes used in providing the required product or
service, and pertaining to the context or intended
operational environment.

BP 02.03 Identify key requirements that have a strong
influence on cost, schedule, functionality, risk, or
performance, or that are critical to customers and other
stakeholders.

BP 02.04 Derive requirements that may be identified as
necessary implications of stated functional,
nonfunctional, interface, or other derived requirements.
BP 02.05 Identify the requirements associated with
external interfaces to the system, product, or service.

BP 02.06 Analyze requirements to ensure that they
satisfy established quality criteria including unambiguity,
completeness, traceability, feasibility, and verifiability.
BP 02.07 Record, approve, baseline, and place

under change control all requirements, derived
requirements, derivation rationale, traceability, and
requirements status.

BP 02.09 Maintain traceability among requirements and
between requirements and plans, work products, and
activities, initiating corrective action if inconsistencies
are identified.

PA 03 Design

BP 03.01 Establish and use a mechanism to capture,
prioritize, and resolve product and service design issues.
BP 03.02 Evaluate alternatives against established criteria
to select the architecture, structure, and elements for the
product or service design.

BP 03.03 Develop interface specifications for the selected
product and service elements.

BP 03.04 Allocate product and derived requirements to
the design elements and interfaces, and to personnel or
processes where appropriate.

BP 03.05 Define the dynamic interactions and operational
sequences among design elements.

BP 03.06 Establish design specifications for each element
of the product or service.

BP 03.07 Establish and use a strategy for managing
issues relating to the use of non-developmental item
(NDI) product and service elements.

BP 03.08 Establish and maintain a complete description
of the product and service design.

PA 06 Design Implementation

BP 06.01 Establish the methods, standards, and tools to
be used to implement the solution component(s) strategy.
BP 06.02 Formulate solution components according to

RD SP 3.2-1. Establish and maintain a definition of
required functionality.

RD SP 3.4-3 Analyze requirements to balance
stakeholder needs and constraints.

RD SP 3.5-2 Validate requirements to ensure the
resulting product will perform as intended in the user's
environment using multiple techniques as appropriate.
NEW RD PRACTICE PROPOSED:

RD SP 3.25-1 Determine applicable standards:
Determine regulatory and legal requirements, policies,
and standards that will be applied to the product and its
development, manufacturing, operation and support
processes.

Requirements Management (RM)

RM SP 1.1-1 Develop an understanding with the
requirements providers on the meaning of the
requirements.

RM SP 1.2-2 Obtain commitment to the requirements
from the project participants.

RM SP 1.3-1 Manage changes to the requirements as
they evolve during the project.

RM SP 1.4-2 Maintain bidirectional traceability among
the requirements and the project plans and work
products.

RM SP 1.5-1 Identify inconsistencies between the
project plans and work products and the requirements.

Technical Solution (TS)

TS SP 1.1-2 Develop detailed alternative solutions and
selection criteria.

TS SP 1.2-2 Evolve the operational concept, scenarios,
and environments to describe the conditions, operating
modes, and operating states specific to each product
component.

TS SP 1.3-1 Select the product-component solutions
that best satisfy the criteria established.

TS SP 2.1-1 Develop a design for the product or
product component.

TS SP 2.2-3 Establish and maintain a technical data
package.

TS SP 2.3-3 Design comprehensive product-
component interfaces in terms of established and
maintained criteria.

TS SP 2.4-3 Evaluate whether the product components
should be developed, purchased, or reused based on
established criteria.

TS SP 3.1-1 Implement the designs of the product
components.

TS SP 3.2-1 Develop and maintain the end-use
documentation.

Product Integration (PI)
P1 SP 3.2-1 Assemble product components according
to the product integration sequence and available
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iCMM Implementing Practices CMMI Implementing Practices
the specifications. procedures.
BP 06.03 Develop and maintain the documentation that
will be used to operate and maintain the product or PA 09 Deployment, Transition, and Disposal (from
service components. iCMM)
BP 09.01 Develop a strategy for deployment,
PA 07 Integration transition, and disposal and perform activities in
BP 07.04 Assemble or integrate product and service accordance with the strategy.
elements in accordance with the integration strategy. BP 09.02 Establish the facility and infrastructure
environment to receive and operate the product or
PA 09 Deployment, Transition, and Disposal service.
BP 09.01 Develop a strategy for deployment, transition, BP 09.03 Verify fielded configuration items reflect the
and disposal and perform activities in accordance with product or service baseline and manage change control.
the strategy. BP 09.04 Demonstrate the ability of the customer/
BP 09.02 Establish the facility and infrastructure stakeholder support organization to maintain, modify
environment to receive and operate the product or and support the product or service.
service. BP 09.05 Transfer the product or service to the
BP 09.03 Verify fielded configuration items reflect the customer/ stakeholder operation and support
product or service baseline and manage change control. organizations.
BP 09.04 Demonstrate the ability of the customer/ BP 09.06 Deactivate and dispose of the replaced

stakeholder support organization to maintain, modify and | product and/or dispense with replaced service.
support the product or service.
BP 09.05 Transfer the product or service to the customer/ | PA 10 Operation and Support (from iCMM)

stakeholder operation and support organizations. BP 10.01 Operate the system, product, or service in its

BP 09.06 Deactivate and dispose of the replaced product | intended environment and in the specified way.

and/or dispense with replaced service. BP 10.03 Confirm availability of required resources
(personnel and parts) to ensure service levels can be

PA 10 Operation and Support sustained.

BP 10.01 Operate the system, product, or service in its BP 10.04 Perform preventive maintenance by replacing

intended environment and in the specified way. or servicing products/system elements prior to failure.

BP 10.03 Confirm availability of required resources BP 10.06 Take corrective action when appropriate

(personnel and parts) to ensure service levels can be (e.9., defective part, human error), or initiate corrective

sustained. action for product or service modification.

BP 10.04 Perform preventive maintenance by replacing BP 10.07 Establish a service to answer customer and

or servicing products/system elements prior to failure. user questions and help resolve problems they

BP 10.06 Take corrective action when appropriate encounter.

(e.g., defective part, human error), or initiate corrective
action for product or service modification.

BP 10.07 Establish a service to answer customer and user
questions and help resolve problems they encounter.

Typical Work Products
e safety and security requirements
e requirements specification that includes safety and security requirements
e system requirements specifications (with safety and security annotations)
traceability of needs, requirements, design, components, and evaluations through all levels
of requirements and design
interface requirements
required levels of safety and security
product design documents that meet safety and security requirements
criteria for design methods
design checklists for safety and security
safe and secure style guides
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e technical data package that addresses safety and security

e operating, maintenance, deactivation, and disposal procedures

e system architecture documents

e requirements and design for transition, deployment, deactivation, and disposal
Notes

Risk analysis and management activities and evaluations of work products and the environment are
key inputs to the safe and secure product and service development-through-disposal life cycle. Risk
analyses relating to hazards, vulnerabilities, threats, technology, environment, and component
characteristics drive the requirements and design to achieve the required level of safety and security
(see AP 01.08). Levels are established in accordance with selected criteria as described in AP 01.009.
These levels determine the methods, standards, tools, and level of rigor to be used during product
and service development and evaluation. The required level of safety and security, along with
supporting data, provide a sound basis for requirements, design, and subsequent life cycle phases.

Stakeholder needs (mission and safety/security) are elicited, reviewed, and agreed on. Selected
references, standards and checklists of possible hazards, vulnerabilities, and threats are valuable in
developing a complete and valid set of requirements. Requirements associated with the safety and
security functions are reviewed to ensure they are necessary and sufficient with respect to mitigating
the targeted hazards and vulnerabilities and that they do not inadvertently introduce unintended or
unrecognized hazards or vulnerabilities. Requirements should also be reviewed against quality
criteria (e.g., precise, unequivocal, unambiguous, verifiable, up/down traceability among derived
requirements, design levels, and implementation). Requirements and controls should reflect
mitigation of the risk of harm to individuals, government, society, and tangible assets, as well as
damage to business or national security information assets that might result from failures of safety or
security. (See AP 01.11 for more information on reviews and evaluation relating to safety and
security.)

Safety and security functions and their requirements should be identified separately from functions
and requirements that are unrelated to safety and security. In cases where functions include both
safety and security related functionality and non-safety and security related functionality and
requirements, the method of achieving independence and its justification should be documented.
Additional guidelines and methods are available for developing designs that incorporate fault
tolerance and fault avoidance; such methods include simplicity, isolation, sneak circuit analysis, and
failure mode effects analysis. An appropriate level of rigor should be applied to the review and
configuration control of interfaces to other functions to ensure that access and use of non-safety and
security functionality poses no risk to safety and security. The same considerations should be
applied to functions of different safety/security levels that are to be implemented in the same design.

All the functions, components, and their related requirements necessary to achieve the required
safety and security level should be documented. Documentation should include states and modes for
which each requirement applies, allocated safety and security levels, throughput and response times,
operator interfaces, system interfaces, worst case analyses, start up and shut down sequences, and
constraints such as environmental extremes and the electromagnetic environment/limits.

The practices of AP 01.04 should be employed during operation to detect the need for changes and
corrective actions. Corrective actions, including component modifications, should only be performed
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when authorization for the action or change has been issued based on an action or modification

request that addresses affected hazards and/or vulnerabilities, proposed change, reason for change,
and impact analysis.

New requirements or design changes include those resulting from risk mitigation activities
throughout the life cycle.

Deactivation and disposal considerations should include appropriate disposal of hazardous materials,
reassignment of displaced staff, and destruction or protection of sensitive information.
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AP 01.11 Objectively Evaluate Products
Objectively evaluate products and services to ensure safety and security requirements have been
achieved and products and services fulfill their intended use.

Description

Objectively determine whether products or services exhibit the required level of safety and security.
Ensure the needed level of objectivity by appropriate means such as the use of independent
evaluators. Collect the body of evidence needed to support safety and security claims. Evaluate
safety and security claims to determine whether they are warranted based on the demonstrated
satisfaction of safety and security requirements.

Define the strategy, procedures, and level of rigor for verifying and validating requirements, designs,
products, services, and components, including the depth and breadth of coverage, pass/fail criteria,
conditions, and operating modes. Evaluate products, services, requirements, derived requirements,
designs, intermediate levels of design, and components to demonstrate compliance with
requirements and operational needs, including standards, regulations, and laws, throughout the life
cycle. Analyze the results of evaluations and provide recommendations regarding the acceptability
of the product or service evaluated. Conduct re-evaluation and update documentation, including
assurance cases, when products, services, or the environment changes. Confirm the evaluation
environment and tools and calibrations to ensure they meet needed levels of safety and security and
are adequate for evaluating products and services.

Implementing Practices

This application practice is implemented by performing the following practices in such a way as to
objectively evaluate products and services to ensure safety and security requirements have been
achieved and products and services fulfill their intended use.

iCMM Implementing Practices
PA 08 Evaluation

CMMI Implementing Practices
Verification (VER)

BP 08.01 Establish and maintain a comprehensive
strategy and requirements for evaluating products and
services throughout their life cycle.

BP 08.02 Develop the detailed procedures, methods,
and processes to be used in evaluating products and
services.

BP 08.03 Establish and maintain the tools, facilities,
personnel, documentation, and environment needed to
perform planned evaluations.

BP 08.04 Evaluate incremental work products and
services.

BP 08.05 Evaluate end-products and services against
specified requirements.

BP 08.06 Evaluate the capability of end-products and
services to fulfill their intended use in representative
operational environments.

BP 08.07 Analyze results of evaluations and compare
them to the needs and requirements to identify and
quantify deficiencies, and recommend corrective and
preventive actions.

VER SP 1.1-1 Select the work products to be verified
and the verification methods that will be used for each.
VER SP 1.2-2 Establish and maintain the environment
needed to support verification.

VER SP 1.3-3 Establish and maintain verification
procedures and criteria for the selected work products.
VER SP 2.1-1 Prepare for peer reviews of selected
work products.

VER SP 2.2-1 Conduct peer reviews on selected work
products and identify issues resulting from the peer
review.

VER SP 2.3-2 Analyze data about preparation, conduct,
and results of the peer reviews.

VER SP 3.1-1 Perform verification on the selected
work products.

VER SP 3.2-2 Analyze the results of all verification
activities and identify corrective action.

Validation (VAL)
VAL SP 1.1-1 Select products and product components
to be validated and the validation methods that will be
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iCMM Implementing Practices CMMI Implementing Practices
used for each.
PA 19 Work Environment VAL SP 1.2-2 Establish and maintain the environment
BP 19.04 Maintain the required qualification of work needed to support validation.
environment components. VAL SP 1.3-3 Establish and maintain procedures and

criteria for validation.

VAL SP 2.1-1 Perform validation on the selected
products and product components.

VAL SP 2.2-1 Analyze the results of the validation
activities and identify issues.

Work Environment (WE)
WE SP1.4 Maintain the required qualification of work
environment components.

Typical Work Products
e safety or security evaluation strategy
safety or security evaluation procedures
safety or security evaluation report
traceability from requirements to evaluation work products
independent assessment report
security test and evaluation plan
security test and evaluation report
safety test and evaluation plan
safety test and evaluation report
independent verification and validation test
safety or security peer review results
reports from auto-code checkers or compilers that use criteria from safe and secure style
guides

Notes

Safety and security evaluations are performed in two different contexts. At the overall product or
service level, objective evaluations (often by independent agents) are conducted to ascertain the
safety and/or security level and/or posture (e.g., residual faults, hazards or vulnerabilities) of a
product or service. Such evaluations are sometimes referred to as safety audits, security reviews,
safety or security assessments, etc. Safety and security evaluations are also conducted throughout
the life cycle to ensure that products and services, development work products, and components
meet their safety and security requirements and needs for the intended operational use. The latter
parallels classical verification and validation activities for any type of product or service.

Safety and security evaluations are carried out using methods appropriate to the safety and security
level of the products and services being evaluated (see AP 01.09 and AP 01.10). When evaluating
suppliers and supplier products, the same evaluations, requirements, and standards as for in-house
development should be used. If this is not feasible, the level of residual risk should be determined
and managed.

Safety and security evaluations should be planned concurrently with development and conducted by
personnel and/or organizations with the needed competency and objectivity. “Objectivity” in
conducting assurance evaluations means that the evaluations are conducted by persons not involved
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in developing the solutions and who do not have a personal interest (absence of conflict of interest)
in the outcome. Independent evaluators should perform evaluations when the required level of safety
and security warrants. Selected standards (see AP 01.09) provide guidance on the recommended
degree of independence under various conditions. Evaluators should not be pressured to acquiesce
on safety or security issues. Outside or independent evaluators are often able to consider the design
from a different perspective and identify problems that are not spotted by those involved in the
design.

Work products that should undergo safety and security evaluations include requirements, designs,
components, interfaces, assemblies, products, services, operating procedures, and assurance claims,
as well as their supporting analyses and evidence. Evaluation pass/fail criteria should address input
signals, sequences and their values; expected output signals, sequences and their values; and other
acceptance criteria, such as memory usage, timing, and tolerances.

Documentation should be established and maintained for evaluation plans, strategy, procedures,
failure resolution policies and procedures, and the results of evaluations, including evaluation
activities; configurations; environment; functions evaluated; and tools and equipment, including
calibration data, versions of requirements, specifications and procedures, discrepancies between
expected and actual results, analysis of evaluation results, and recommendations for acceptance,
qualified acceptance, or rejection.

The evaluation program should include appropriate levels of integration testing and ensure that, in
addition to satisfactory performance of intended functions, no unintended functions are performed.
Induced or simulated failures should be considered to demonstrate the acceptable safety and security
performance of the equipment and software. It may be possible to reduce costs for safety and
security testing through the use of engineering analyses, analogy, laboratory tests, functional
mockups, or models and simulations. Where applicable, automatic testing tools and integrated
development tools should be used.
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AP 01.12 Establish Safety and Security Assurance Arguments

Establish and maintain safety and security assurance arguments and supporting evidence throughout
the life cycle.

Description

An assurance argument is a set of structured assurance claims, supported by evidence and reasoning,
that demonstrates how assurance needs have been satisfied. The documentation shows compliance
with assurance objectives and provides an argument for the safety and security of the product or
service. 