



NCP Title:

Casefile Number:

CNSRM Review Report

Name of Originator(s):

Originating Organization(s):

Anticipated Implementation Date of Proposed Change:

Date Received by ATO-S: Assigned to:

Date Received by CSSI/Adsystech:

YES/NO/N.A. 1-Isthe CNSRM clearly titled?

YES/NO/N.A. 2 —Isthe CNSRM dated?

YES/NO/N.A. 3 - Is the originator identified?

YES/NO/N.A. 4 —Is the proposed change a NAS-wide change?

YES/NO/N.A. 5-Did the appropriate individuals Approve the document?

YES/NO/N.A. 6 — Is this a change to a separation standard or periodicity of maintenance?

Comments:

YES/NO/N.A. 7 — Does the document provide a clear description of the proposed change?

YES/NO/N.A. 8 — Are relevant assumptions clearly defined and documented?

Comments:

YES/NO/N.A. 9 — Were stakeholders appropriately involved/consulted?

Comments:

YES/NO/N.A. 10— Is the need for any further required Safety Analysis appropriately identified?

YES/NO/N.A. 11 — Does the document provide a clear justification / rationale for the SRM decision?

Comments:

YES/NO/N.A. 12 — Does the document indicate an SRMD will be available prior to CCB and does it
include a plan for the SRMD?

Comments:

Additional Comments

Date CSSI/Adystech Comments sent to ATO-S:

Notes:

Follow-up Actions:

Checklist version dated 06/21/07







SRMD Review Report

SRMD Title: [Not identified]

SRMD Identifier: [Not identified]

Name of Originator: [Not identified]

Originating Organization: [Not identified]
Date Received by ATO-S: [Not identified]

Date Received by CSSI: [Not identified]

Assigned to: [Not identified]

Requirement
. Source (from
No. Ref. Question SMS M:Emual, Comment
Version 1.1)
1 Did the appropriate | Appendix D []Yes [ INo LIN/A
individuals review
the document?
2 Did the appropriate Sections 5.6 []Yes [ I No LIN/A
individuals approve through 5.11
the document?
3 Did the appropriate Section 4.59 []Yes [ I No LIN/A
individuals accept the | through 4.61
risk(s) outlined in the
document?
4 Is AOV approval Sections 5.6 [ ]Yes [ ] No [ IN/A
required? and 5.7
5 Does the document [ ]Yes [ ] No [ IN/A
provide a clear .
description of the Section 5.3
proposed change?
6 Was (the potential Section 4.26 [ ]Yes [ ] No [ ] N/A
impact of) the
proposed change
appropriately
bounded?
7 Were stakeholders Sections 428 | [] Yes [ ] No [ IN/A
appropriately and 4.55
involved / consulted? | through 4.57
8 Were any relevant Section 5.12 [ ]Yes [ ] No L IN/A
assumptions clearly
defined and
documented?
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No.

Ref.

Question

Requirement
Source (from
SMS Manual,
Version 1.1)

Comment

Does the system
description provide a
description of the
system/procedure, its
operational
environment, the
people
involved/affected by
the change/procedure,
the equipment
required to
accommodate the
change/procedure,
etc.?

Sections 4.26,
4,27, and 5..3

[ ]Yes

[ ] No

LIN/A

10

Were the identified
hazards clearly
documented?

Sections 4.29
through 4.37
and 5.3

[ ]Yes

[ ] No

LIN/A

11

Were the
corresponding causes
of the identified
hazards clearly
documented?

Section 4.33

[ ]Yes

[ ] No

LIN/A

12

Were different
system states
considered in the
evaluation of the
identified hazards?

Section 4.34

[ ]Yes

[ ] No

[JTN/A

13

Were the severities of
the identified hazards
determined and was
supporting rationale
provided?

Section 4.39

[ ]Yes

[ ] No

CIN/A

14

Were the likelihoods
of outcomes of the
identified hazards
determined and was
supporting rationale
provided?

Section 4.40

[ ]Yes

[ ] No

LIN/A

15

Were any relevant
existing controls and
mitigations clearly
documented?

Sections 4.38
and 5.3

[ ]Yes

[ ] No

LIN/A

16

Were any relevant
recommended safety
requirements clearly
documented?

Section 4.43
through 4.62
and 5.3

[ ]Yes

[ ] No

LIN/A
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No.

Ref.

Question

Requirement
Source (from
SMS Manual,
Version 1.1)

Comment

17

Were the residual
risks of the identified
hazards clearly
documented?

Sections 4.41,
4,42, and 4.44

[ ]Yes

[ ] No

LIN/A

18

Were the risks
associated with the
identified hazards
appropriately
categorized as high,
medium, or low?

Sections 4.41,
442, and 5.3

[ ]Yes

LIN/A

19

Was an
implementation plan
included in the
document?

Section 5.3

[ ]Yes

LIN/A

20

Was a description of
a method for tracking
hazards, verifying
effectiveness of
mitigation controls,
and monitoring
operations data
included in the
document?

Sections 4.54
and 5.3

[ ]Yes

LIN/A

Editorial Review

21

Is the document
clearly titled?

[ ]Yes

[ ] No

CIN/A

22

Is the document
appropriately dated?

[ ]Yes

[ ] No

LIN/A

23

Is the originator
appropriately
identified?

[ ]Yes

[ ] No

CIN/A

24

Is the proposed
change a NAS-wide
change?

[]Yes

[ ] No

CIN/A

25

Does the executive
summary include
justification of the
proposed change, a
summary of the
hazards and the
corresponding initial
and residual risks?

[ ]Yes

[ ] No

CIN/A
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No.

Ref.

Question

Requirement
Source (from
SMS Manual,
Version 1.1)

Comment

26

Does the document
provide a
reasoning/motivation
for the proposed
change?

[ ]Yes

[ ] No

LIN/A

27

Are appendices for
references
appropriately
included?

[ ]Yes

[ ] No

[JTN/A

28

Are the any
additional (general)
comments?

[ ]Yes

[ ] No

[JTN/A

Date CSSI Comments sent to ATO-S: [Not identified]

Notes:

Follow-up Actions: [Not identified]

Checklist version dated 07/13/07
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SRMDs Reviewed by ATOS

e Over 40 reviewed.
« Performance Metrics for 37

* Subject Areas
— 7 Associated with NCPs
— 13 Associated with Waivers to ATC Procedures
— 6 Involved with Airspace Changes
— 2 Tower Citing or Airport Construction
— 9 Miscellaneous

\*\ Federal Aviation
o Administration
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SRMD REVIEW CHECKLIST

 Purpose

— Standardization of Reviews-Based on Operational
Template distributed in SMS/SRM Practitioner
Training & SMS Manual Guidance

— Consistency among diverse reviewers
— Foundation for Performance Metrics Database
— Aids in Comprehensive Reviews

\*\ Federal Aviation
o Administration
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WHAT DO WE LOOK FOR?

 TITLE & SIGNATURE PAGE (References)

Is the document clearly titled?
Is the document appropriately dated and version controlled?
|s the originator appropriately identified?

Did the appropriate individuals review & approve the
document? (SMS Manual Section 5.6-5.11)

Did the appropriate individual accept the risk? (SMS Manual
Section 4.59-4.61)

Is AOV approval required? If so, does it have signature line for
AOV? (SMS Manual Section 5.6-5.7)

SRM in WebCM
September 20, 2007
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Performance Metrics for Title and
Signature Page

Appropriate | Appropriate | Appropriate

individu individ individu

37 Total als uals als
SRMD i igi ide approv accept

S , . 'd? p : al? Risks?

Yes 28 31 30 8 20 10 12 23
\[e} 5 2 3 24 8 19 18 9
NA 0] 0] 0 0] 0 2 1 0]

Unkno
wn 0 0 0 0 3 1 1 0
Blank 4 4 4 5 6 5 5 5

.“""4»,
(N> Federal Aviation 6
-\l /:/ Administration
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Title Page and Signature Page
Focus Areas:

« Areas Needing Improvement:

SRMD does not show several revisions and date of final
version.

Signature page has facilitators/authors reviewing their own
document.

All lines of business affected are not on signature page

SRMDs with high risk or New Waivers do not have AOV
approvals included

Persons who should be approving SRMD or accepting risk are
signing as reviewers and visa versa or are not included at all

Signatory level is not appropriate to the change

SRM in WebCM
September 20, 2007
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Executive Summary and Introduction

« What do we look for?

— Does the Executive Summary include a
justification of the proposed change, a
summary of the hazards and the
corresponding initial and residual risks?

— Does the document provide a brief reasoning
or motivation for the change?

SRM in WebCM
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Performance Metrics on Executive
Summary & Introduction

Summary include Provide
justification, hazards, reason/motivation for
37 Total SRMDs risks? change?
Yes
No 13 1
NA 0 1
Unknown 1 o)
Blank 5 6

L Ay
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Executive Summary and Justification
Focus Areas

« The executive summary
should tell the whole story

Good rule of thumb, have
one sentence summarizing
each section of SRMD.

What is the change?

Why do you need the
change?

What risks are involved and
what are doing to fix them?

« The summary of initial and
residual risks do not match
with the PHA at end of the
document

Include a table

summarizing the hazards
and, as a minimum, the

initial risk:

Hazard Initial Risk
Unavailability of Primary Low
RADAR
Non-transponder equipped Low
aircraft requesting to land at
Aspen Airport.

Transponder equipped arrival Low
aircraft looses transponder.

SRM in WebCM
September 20, 2007

Federal Aviation

') Administration
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Section 1 & 2:
Current System & Proposed Change Description

« What do we look for?

— Does the document provide enough information
about the present system to assess the impact of
the change?

— Does the document provide a clear description of
the proposed change? (SMS Manual 5.3)

— Was the potential impact of the proposed change
appropriately bounded? (SMS Manual 4.26)

SRM in WebCM

NG Federal Aviation 1
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Performance Metrics on Current
System and Change Description

Provide clear

description of proposed Potential impact
37 Total SRMDs change? appropriately bounded?
Yes
No 11 12
NA 0) 4
Unknown 0 0
Blank 5 6

SRMin WebCM S @\:\ Federal Aviation 12
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Current System and Change Description

Focus Areas

The SRMD doesn’t give enough information in the current

system description for the reader to understand the impact of

the change

 Good Example: “Wind coverage, or the amount of time that crosswind
components are within acceptable levels, is: 97.6 percent at 12 miles per
hour and 99 percent at 15 miles per hour. Ninety-nine percent of all
dep&r}ures are to the north, while 85 to 90 percent of arrivals are to the
sou

The SRMD should state all things that were considered and
those things that seemed to be irrelevant and were bounded out
 Good Example: “The SRMP identified the system as the waiver request

to provide separation criteria of 2.5 nm within 20 nm of the landing

runway at xxxx airport. This was further bound to only affect the final
approach course within 20 miles of ORD”

The SRM Panel bounded out some factors that could be affected
by the change but didn’t provide an explanation why some
factors were dismissed

SRM in WebCM
September 20, 2007
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Section 3- Safety Risk Management Planning
and Impacted Organizations

« What do we look for?

— Were the stakeholders appropriately involved/consulted?
(SMS Manual 4.28 and 4.55-4.57)

* Were representatives from the affected parties, i.e., pilots,
technicians, controllers participants or interviewed by the
panel?

e Performance Metrics-

Stakeholders consulted/involved?

Yes 15

NO 14

N/A O

Unknown 2
Blank 6

SRM in WebCM
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Section 4 & 5-Assumptions & System

Description

« What do we look for?

— Were any relevant assumptions clearly defined and documented?
(SMS Manual 5.12)

« Examples:
— All preliminary testing will be completed prior to deployment.
— All controllers will be trained on the new procedure
— This operation will be conducted only in VFR Operations

— Does the system description provide a description of the system
procedure, its operational environment, the people
Involved/affected by the change/ procedure, the equipment
required to accommodate the change procedure, etc.? (SMS 4.26,
4.27,5.3)

* The description should include enough information that someone from the

same discipline but not same facility/area/program can understand the
change

« The system description should include the conditions that the change will
take place-What Runways will be affected? what weather conditions will be
considered? IFR, VFR, heavy traffic, light traffic? What components of the
system will be affected?

SRM in WebCM

\*\ Federal Aviation 15
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Performance Metrics on Assumptions
and System Description

37 Total SRMDs
Yes
No
NA

Unknown

Blank

Any relevant assumptions
clearly documented?

System description provide
system/procedure, op
environment?

10

SRM in WebCM
September 20, 2007
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Section 6-ldentified Hazards

« What do we look for?

— Were the identified hazards clearly documented?
(SMS Manual 4.29-4.37 & 5.3)

— Were the corresponding causes of the identified
hazards clearly documented? (SMS Manual 4.33)

— Were the different system states considered in the
evaluation of the identified hazards? (SMS Manual
4.34)

SRM in WebCM

o««?}LM‘q’}
S&\>\ Federal Aviation 17
September 20, 2007

;e:cs Administration
‘NigTRN






Performance Metrics
ldentified Hazards

Corresponding

causes of Different System
37 Total Hazards clearly hazards States
SRMDs documented? documented? considered?
Yes
No 12 8 9
NA 0) 0) 1
Unknown 0) 0) 1
Blank 6 6 7
SRM in WebCM % Federal Aviation
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ldentified Hazards-Focus Areas

 Hazard, Cause and Effect are frequency
confused. Good Example:

Hazard

Causes

System State

Possible Effect

Controller failed to
maintain situational
awareness/failed to
comply with
procedure

Distraction, e.g.,-
Visitors in tower
cab- Shift change-
Equipment failures-
Coordination-
Change in runway
assignment-
Misidentified
aircraft- Time of
aircraft in position
and hold - Failed to
properly scan entire
runway- Failed to
interpret data
correctly-

Same Runway Full
length VMC/IMC
Day/Night

Reduction in
separation defined
by high severity
operational error
(OE)

SRM in WebCM
September 20, 2007
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Section 7: Risk Analysis and Risk

Assessment

 What do we look for?

— Were the severities of the identified hazards determined and
was supporting rationale provided? (SMS Manual 4.39)

« Example:
— HAZARDOUS
— Rationale:
— Analysis of RIs 1998-2006: Total: 27
— Involved: 27, Incidental: O
— Highest severity: Category A
— Were the likelihoods of outcomes of the identified hazards
determined and was supporting rationale provided? (SMS

4.40)
« Example:
— EXTREMELY REMOTE
— Rationale: 27 Rls
— 27 involved, 0 incidental OE events out of %2 total traffic count from
1998-2006 (245,903,031);
— Involved = 1.0 x 10-7
SRM in WebCM

September 20, 2007
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Section 7 Risk Analysis and Risk
Assessment (Continued)

— Were any relevant existing controls and mitigations clearly
documented? (SMS Manual 4.38 & 5.3)

« Example:
— AMASS/ASDE*
— Tower Radar Display*
— 7110.65 Scanning, team responsibilities, traffic advisories, runway use
— 7210.3 team responsibilities, facility situational awareness
— Facility SOPs
— Runway Incursion Device (RIDS)*
— Memory Aids
— SMGCS*
— Pilot awareness
— LOAs
— Flight data information
— Position relief briefings
— ATIS
— Supervisor, CIC, Cab coordinator
— ATTE/CRM
— Training

SRM in WebCM
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Section 7 Risk Analysis and Risk
Assessment (Continued)

— Were the residual risks of the identified hazards
clearly documented? (SMS Manual 4.41, 4.42, &
4.44)

— Were the risks associated with the identified hazards
appropriately categorized as high, medium or low?
(SMS 4.41, 4.42, 5.3)

SRM in WebCM
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Performance Metrics: Risks Analysis

Documente
d relevant
Determined | Determined recommend Categorized
Severities of | likelihoods | Documented ations, risks
hazards and | of outcomes existing safety Documented | appropriatel
37 Total provide with controls, requirement residual y high med
SRMDs rationale? support? mitigations? s? risks? low?
Yes
No 12 13 12 14 4 )
NA 0 0) 0) 3 0 0
Unkno
wn 0 0) o) o) 0 0
Blank 6 6 6 7 7 7

SRM in WebCM
September 20, 2007
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Section 8-Treatment of Risks/Mitigations of
Hazards

What do we look for?
— Were any relevant recommended safety requirements clearly
documented? (SMS Manual 4.43-4.62 & 5.3)

« Example: Testing will be conducted-what kind of testing, when, how many
times?

Does the document contain draft LOAs, LOPs, SOPs or NOTAMS if cited
as a mitigation of risk? (SMS Manual 4.44)

« Example-We will develop a parking plan that will minimize the restriction
to visibility of Runway xxx. Show a draft of the parking plan or an
explanation as to how that will minimize the restriction to visibility

— If risk was transferred to another party, is their acceptance of that risk

documented? (SMS Manual 4.47)
« Example: xxx will assume responsibility for monitoring the navaids. Have
that LOB as participant in panel and manager a signatory to the SRMD.
As a minimum, included a statement in SRMD stating that the

organization is assuming the risk.

Federal Aviation 24
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Section 9 Tracking and Monitoring of
Hazards

 What Do We Look For?

— Was an implementation plan included in the
document? (SMS Manual 5.3)

« Many SRMDs have the implementation plan confused with
the monitoring plan.

— Was a description of a method for tracking hazards
verifying the effectiveness of mitigation controls, and
monitoring operation data included in the document?
(SMS Manual 4.54 & 5.3)

SRM in WebCM
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Sample Implementation and
Monitoring Plan

Frequency

Implementation of Controls

The recommended mitigation  Individual, division, or The date by which the The state of
that was designed for the organization required to responsible party must have the task
change render account concerning completed the identified task

the identified task
Example: Safety device X will ~ Example: ZDC Technicians = Example: December 5, 2010  Example:
be installed in Equipment Z. Open*
Monitoring
A function to be performed; an Individual, division, or The frequency that the task The state of
objective organization required to will be performed the task

render account concerning
the identified task

Example: Internal audit of the  Example: Quality Assurance Example: Monthly, quarterly,  Example:
maintenance records Office etc. Ongoing*,
Closed

SRM in WebCM
September 20, 2007
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Performance Metrics
Section 8, 9 & Miscellaneous

Included Included Included
Implementation Monitoring appendices for

37 Total SRMDs Plan? Plan? references?
Yes 9 10 21
No 20 16 6
NA 1 4 2
Unknown 0) 0) 0
Blank 7 7 8

SRM in WebCM Federal Aviation
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(TITLE)
SAFETY RISK MANAGEMENT DOCUMENT

(DATE)

< proposed change name >
Safety Risk Management Document
(SRMD)

<Suggestion: Insert screen-shot from modeling software or otherwise graphical
depiction of proposed change, submitted for approval.>

NOTE 1: This generic SRMD provides guidance with
regards to required information for an SRMD,
though it should be tailored to the specific
proposed change and the corresponding
documentation needs.

Lesson 15 Handout 1: Generic SRMD Page 1 of 26





Version 1.1

Last Updated: October 6, 2003 Page 2





SRMD Change Page

< A table will list changes made to the latest SRMD, the date and the version number >
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Signature Page

Title: “< proposed change name > Safety Risk Management Document (SRMD).”

Initiator:
Initiator’s Organization:
Initiator’s Phone Number:

Submission Date:

SRMD #:

SRMD Revision Number:
SRMD Revision Date:

SRMD Approval Signature(s):
< Table 5.1 in FAA SMS Manual, Version 1.1, provides guidance regarding who is to
approve the SRMD. >

Signature Name & Organization Date

Signature Name & Organization Date

Risk Acceptance Signature(s):
< Table 4.5 in FAA SMS Manual, Version 1.1, provides guidance regarding risk
acceptance requirements. >

Signature Name & Organization Date

Signature Name & Organization Date

Proposal Rejection:
< If a proposed change is considered unsafe for implementation, such a decision should
be recorded in the SRMD, with accompanying motivation. >

Signature Name & Organization Date

Signature Name & Organization Date

Lesson 15 Handout 1: Generic SRMD Page 4 of 26





Summary

< Provide a general descriptive summary of the proposed change/procedure, including a
list of the dominant hazards and their corresponding predicted residual risk.

Summarize how the SRMD was developed and what process/method was used to move
through the SRM process. E.g. whether it was the SRM process (as outlined in the SMS
Manual) itself or that a proven process/method has been modified to make sure all SMS
requirements are met. >
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List of Tables

< List of all tables (table # and name) presented in this document and their reference
page. >
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List of Figures

< List of all figures (figure # and name) presented in this document and their reference
page. >
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Introduction

< Provide a brief reasoning/motivation for the change/procedure initiative. The scope of
the change, i.e., whether it concerns a local or a NAS wide proposed change, will affect
the specific reasons for proposing a change. E.g. increased airport capacity through
operational efficiency; reduction in airborne and ground delays; reduction in fuel costs
due to procedure efficiency. The originator should be identified in this section. >

Lesson 15 Handout 1: Generic SRMD Page 9 of 26





Section 1 — Current System (System Baseline)

< Provide a description of the current system or existing procedures, as well as
corresponding (operational) system states. If the proposal entails a procedural change,
describe the current procedure and its operational environment. If the current system or
procedure is unique and has challenges associated with its unigue situation, be sure to
point these out (E.g. Nation’s capital — P56). It is also essential to address any planned
future configuration, system or procedural changes that might affect the proposed
change/procedure. >

Lesson 15 Handout 1: Generic SRMD Page 10 of 26





Section 2 — Proposed Change

< Describe the proposed change/procedure, identifying which critical safety parameters
are involved (E.g. prohibited/restricted airspace; noise abatement area; operational
limitation; etc). Briefly introduce the types of verifications that will be performed
throughout the development process to review whether the finalized proposed change will
be safe, operational, and effective once implemented. Evaluation can consist of
simulator modeling, live testing, or a combination thereof. If possible, provide a
depiction of the proposed change/procedure. Be sure to also address the monitoring
methods that will be used to verify system performance post-implementation. >

Lesson 15 Handout 1: Generic SRMD Page 11 of 26





Section 3 — Safety Risk Management Planning and Impacted
Organizations

< Before the SRM Process can begin, SRM planning is necessary. It is essential to select
the appropriate SRM participants, schedule milestones, and assign tasks and
responsibilities, etc. This will provide insight into how the SRM Process will be worked
through as a team. If there is an existing process, which has been successfully used to
develop and implement earlier systems, procedures, or changes, then please provide
insight into how this process relates to the SRM and, if necessary, how this process was
modified to ensure all SRM requirements were met.

With regards to the organizations that are impacted by the change, please describe the
method used for collaboration during the identification, mitigation, tracking, and
monitoring of hazards. While during the development of the change/procedure
something might have seemed obvious to those involved, it might not be such an obvious
decision choice to those reviewing the procedure at a (much) later time. Given this,
describe how you have/will document the changes during procedure development phase.

Note: This section could reference one of the appendices, which would outline in more
detail the current existing process, as well as any tools/methods/techniques/etc. used
during initial change/procedure development. >
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Section 4 — Assumptions

< If in the process of modifying an existing system or developing a procedure any
assumptions are made in order to make the evaluation of the change more manageable,
they are to be clearly defined and documented.

Moreover, if during the development process modeling tools are used, it is important to
not only identify those tools, but also identify their limitations. E.g. If software is used,
the software itself might have limitations. >
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Section 5 — Phase 1: System Description

< The ‘system description’ should provide a description of the system/procedure, its
operational environment, the people involved/affected by the change/procedure, the
equipment required to accommodate the change/procedure, etc.

The 5M model, as described in the FAA SMS Manual, can be used as a reference to assist
in ensuring that all necessary and relevant information is captured in the system
description.

When describing the system, gathering any relevant available data with regards to the
identified system elements and/or operational environment is necessary as it will help in
analyzing the likelihood of risk occurrence (see Section7). >
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Section 6 — Phase 2: ldentified Hazards

< Hazard identification is accomplished as a collaborative effort by core participants in
the SRM process, although core participants are encouraged to consult with their
colleagues throughout the hazard identification phase. In this section, you should
identify and discuss the tool(s) and technique(s) used to identify hazards, listing at the top
the hazards that turned out to be those of greatest concern, but not discounting the lesser
hazards.

The ‘FAA SMS Manual, Version 1.1, Appendix B’ provides a variety examples. It is not
uncommon that a variety of tools/methods/techniques/etc. be used concurrently.

Some general sources of hazards (from which specific hazards could be identified) could
be as follows:

= Equipment (Hardware/Software)

= Operating environment

= Human operator

* Human machine interface

= Operational and maintenance procedures
= External services

= External service failures

In summary, in the identify hazards section the identified hazards are to be documented,
as well as their corresponding causes, the corresponding system states considered and
the consequent potential outcome. It is important to realize that while identification of
the “worst credible outcome” and “worst credible system state” is required, less severe
outcomes and system states cannot be ignored. If it is known what time a system is in a
certain system state, then this valuable data would assist in the understanding of the
likelihood of risk occurrence (see Section 7). >
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Section 7 — Phase 3 & 4: Risks Analysis & Risks Assessed

< Describe the process used to analyze the risks associated with the Section 6 — Phase 2
identified hazards, referencing the Severity Definitions in Table 7.1 (which row(s)
was/were used?) and what types of quantitative data (e.g. data extracted from records or
data based on calculated prediction) or qualitative data (e.g. expert judgment) were used
to determine likelihood of risk occurrence.

When categorizing the severity of possible effect(s) of the respective hazards (using Table
7.1 — Severity Definitions), one should not consider the likelihood of that/those effect(s)
occurring. Though, existing controls or requirement that would reduce the possibility of
such an effect from occurring or reduce the likelihood of the hazard(s), are to be taken
into account when determining the likelihood(s) of the effect(s). The likelihood is
determined/estimated using Table 7.2 — Likelihood Definition (what column(s) was/were
used?).

The estimated initial/ current risk can then be listed, as well as plotted in Figure 7.1 -

Risk Matrix. The Risk Matrix will then provide an illustration of the predicted
initial/current risk(s) associated with the identified hazards. >

Table 7.1 - Severity Definitions

Effect Hazard Severity Classification
o)l No Safety Effect Minor Major Hazardous Catastrophic
5 4 3 2 1
Slight increase in | Slight reduction | Reduction in Reduction in Collision with
_ ATC workload in ATC separation as separation as defined | other aircraft,
2 capability, or defined by a by a high severity obstacles, or
§ significant low/moderate operational error (as terrain
o increase in ATC | severity operational | defined in FAA
= workload error (as defined in | Order 7210.56), or a
'S FAA Order total loss of ATC
= 7210.56), or Capability (ATC
I significant Zero)
reduction in ATC
capability
- No effect on - Slight increase | - Significant - Large reduction in Outcome
flight crew in flight crew increase in flight safety margin or would result
. - Has no effect on workload crew workload functional in:
10 safety - Slight reduction | - Significant capabilities - Hull loss
= - Inconvenience in safety reduction in - Serious or fatal - Multiple
%) margin or safety margin or injury to small fatalities
; functional functional number of
T capabilities capability occupants or cabin
- Physical - Physical distress crew
discomfort of possibly - Physical distress/
occupants including injuries excessive workload

! For more information regarding these definitions, refer to FAA Advisory Circular 25.1309-1A, System
Design Analysis, 06-21-88.
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Table 7.2 - Likelihood Definitions

NAS System Hazards

Quantitative!

Probability of
occurrence per
operation/operational
hour is equal to or
greater than 1x107°

Probability of
occurrence per
2 70]ox:1o] I Operation/operational
B hour is less than
1x10°, but equal to
or greater than 1x10°

Frequent
A

Probability of
occurrence per
operation/operational
hour is less than
1x10” but equal to or
greater than 1x10”

Remote
C

Probability of
occurrence per
operation/operational
hour is less than
1x107 but equal to or
greater than 1x107

Extremely
Remote
D

Probability of
Extremely occurrence per
Nlo]ge]oE1o] Y Operation/operational
E hour is less than
1x10°°

Qualitative
. ATC Service/
Individual
Item/System P Lee]

Expected to
occur frequently
for an item

Expected to
occur several
times in the life
of an item

Expected to
occur sometime
in the life cycle

of an item

Unlikely but
possible to
occur in an

item’s life cycle

So unlikely, it
can be assumed
that it will not
occur in an
item’s life cycle

System?

Continuously
experienced in
the system

Expected to
occur
frequently in
the system

Expected to
occur several
times in system
life cycle

Unlikely but
can reasonably
be expected to

occur in the

system life
cycle

Unlikely to
occur, but
possible in
system life
cycle

Flight
Procedures
Hazards

Probability of
occurrence per
operation/
operational hour is
equal to or greater
than 1x10°

Probability of
occurrence per
operation/
operational hour is
less than 1x107 but
equal to or greater
than 1x10°’

Probability of
occurrence per
operation/
operational hour is
less than 1x10™ but
equal to or greater
than 1x10°

Probability of
occurrence per
operation/
operational hour is
less than 1x107

Operational
Hazards

Per
Facility?

Expected to
occur more
than once
per week
O

Expected to

occur about

once every
month

Expected to

occur about

once every 1
-10 years

Expected to
occur about
once every

10-100 years

Expected to
occur less
than once
every 100

years

NAS-wide*

Expected to
occur every
1-2 days

Expected to
occur
several
times per
month

Expected to
occur about
once every
few months

Expected to

occur about

once every
3 years

Expected to
occur less
than once
every 30

years

Notes: 1.

Assumes operation 24x7x365 or approximately 8000 hrs/year for a single item/system

2. Assumes NAS-Wide occurrence is an order of magnitude greater than an individual

item/system

3. Oceanic Center, TRACON, ARTCC or Tower

4.

Assumes the hazard is 3 times as likely to occur in the NAS than in a single facility
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Severity | No Safety Minor Major Hazardous | Catastrophic
Effect

Likelihood 5 4 3 2 1

Frequent
A

Probable
B

Remote
c

Extremely
Remote
D

Extremely
Improbable
E

* Unacceptable with Single
High Risk Point and/or Common

Medium Risk Cause Failures

Figure 7.1 - Risk Matrix
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Section 8 — Phase 5: Treatment of Risks / Mitigation of Hazards

< In some instances the existing controls and mitigations are sufficient in reducing the
risk(s) associated with the identified hazards to an acceptable level. However, should
they not be adequate then additional recommended safety requirements should be
identified in this section. It should reflect how the recommended safety requirements are
expected to reduce the initial/current risk to and acceptable predicted residual risk level.
Low risk hazards might still warrant recommended safety requirements.

Section is to show what steps have been taken to reduce the estimated likelihood of the
possible effect(s) from occurring, thus reducing the predicted residual risk. In identifying
risk mitigations, it is important to identify who will be required to implement the
mitigation. Meanwhile, this will provide a means to ensure that the authority responsible
for implementation is aware of this requirement and was/is involved in the SRM process.
Moreover, should a mitigation require approval, then it is important to state this, as well
as who would be the approving authority. Note: Risk mitigations must be validated and
verified prior to seeking SRMD approval.

Keeping the ‘Safety Order of Precedence’ in mind during this phase is useful. >
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Table 8.1 - Safety Order of Precedence

Description | Priority Definition Example
Design for 1 Design the system (e.g., operation, 1. If a collision hazard exists because
minimum procedure, or equipment) to eliminate of a transition to a higher Minimum
risk risks. If the identified risk cannot be En route Altitude at a crossing point,
eliminated, reduce it to an acceptable level moving the crossing point to another
through selection of alternatives. location would eliminate the risk
2. If “loss of power” is a hazard to a
system, adding a second
independent power source reduces
the likelihood of the “loss of power”
hazard
Incorporate 2 If identified risks cannot be eliminated 1. An automatic “low altitude”
safety through alternative selection, reduce the detector in a surveillance system
devices risk via the use of fixed, automatic, or 2. Ground circuit in refueling nozzle
other safety features or devices, and make | 3. Automatic engine restart logic
provisions for periodic functional checks
of safety devices.
Provide 3 When neither alternatives nor safety 1. A warning in an operators manual
warning devices can effectively eliminate or 2. “Engine Failure” light in a
adequately reduce risk, warning devices or helicopter
procedures are used to detect the condition | 3. Flashing warning on a radar screen
and to produce an adequate warning. The
warning must be provided in time to avert
the hazard effects. Warnings and their
application are designed to minimize the
likelihood of inappropriate human reaction
and response.
Develop 4 Where it is impractical to eliminate risks 1. A missed approach procedure
procedures through alternative selection, safety 2. Training in stall/spin recovery
and training features, and warning devices: procedures | 3. Procedure to vector an aircraft
and training are used. However, above a Minimum Safe Altitude on
concurrence of management authority is a VHF Omni-directional Range
required when procedures and training are (VOR) airway
solely applied to reduce risks of 4. Procedures for loss of
catastrophic or hazardous severity. communications
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Section 9 — Tracking and Monitoring of Hazards

< Once a new change/procedure has been approved and implemented, it is essential to
make sure the change/procedure does, in fact, function in the way for which it had been
designed, and that the estimated risk(s) maintain reflective in the real-life environment.
In this section, the methodology for tracking hazards and verifying effectiveness of

mitigation controls throughout the lifecycle of the system or change should be outlined.

Note: Hazard tracking is an essential element of SRM, which can be accomplished
through the use of an automated system, as described in Chapter 4, Section 4.54 of the

FAA SMS Manual, Version 1.1. Also note that the hazard tracking system must be linked
to operational metrics to verify that the risk mitigation strategies are effective in

controlling the hazard. In this respect, it is often useful to develop safety performance

indicators and targets. >

mitigation that was
designed for the change

or organization
required to render
account concerning
Phe identified task

[responsible party must
have completed the
lidentified task

Task Responsible [Due Date/ Status
Frequency

Implementation of Controls

The recommended Individual, division, [The date by which the [The state

of the task

Example: Safety device [Example: ZDC Example: December 5, [Example:
X will be installed in  [Technicians 2010 Open*
Equipment Z.
[Monitoring
A function to be Individual, division, [The frequency that the [The state
performed; an or organization task will be performed |of the task
objective required to render

account concerning

Phe identified task
Example: Internal Example: Quality Example: Monthly, Example:
audit of the Assurance Office quarterly, etc. Ongoing*,
maintenance records Closed
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APPENDICES
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Appendix A — FAA Documents Related to the <proposed change name>
SRMD

The following list of documents (orders, directives, regulations, handbooks, and manuals)
addresses NAS safety management that relates to <proposed change name> and has
been consulted in the development of the <proposed change name> and the SRM
Process. In some cases the document listed below may have been updated since this list
was compiled. Please refer to the office of primary interest for the most recent version of
the document.

For Example:

Required Navigation Performance:

* Roadmap for Performance — Based Navigation, Evolution for Area Navigation (RNAV)
and Required Navigation Performance (RNP) Capabilities, 2003-2020.

* Notice 8000.287, Airworthiness and Operational Approval for Special Required
Navigation Performance (RNP) Procedures with Special Aircraft and Aircrew
Authorization Required (SAAAR).

Airports:
Air Traffic Control:

= Order 7100.9, Standard Terminal Arrival (STAR)
= Order 7930.2, Notices to Airmen (NOTAMS)

Facilities & Equipment:

Flight Procedures:

* Order 8260.3B CHG 19, United States Standard for Terminal Instrument Procedures
(TERPS)

= Order 8260.19C CHG 3, Flight Procedures and Airspace

* Order 8260.43A, Flight Procedures Management Program

= Order 8260.44, Civil Utilization of Area Navigation (RNAV) Departure Procedures

= Order 8260.46, Departure Procedures (DP) Program

Safety Risk Management:
= Order 8040.4, Safety Risk Management
= FAA SMS Manual — Version 1.1
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Appendix X — Hazard Identification Tools

<Description/information on the different tool(s)/method(s)/technique(s) used during the
SRM process. >
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Appendix XX — Hazard Analysis and Risk Matrix

< Depending on the analyses necessary, there might be one or more appendices with
analyses; a Risk Matrix reflecting the predicted residual risks is also to be included. >
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Glossary

< Insert any acronyms listed in this document and provide definitions for any relevant
terms. >
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Notice N JO 1800.2 Requirements

« FAA Form 1800-2 in conjunction with a
sighed Casefile/NCP Safety Risk
Management (CNSRM) Checklist or Safety
Risk Management Decision Memo (SRMDM)
and, of required, an approved Safety Risk
Management Document (SRMD)

— The signed CNSRM checklist is an alternative for a
SRMDM

— An SRMD must be prepared when the CNSRM
checklist determines that safety risk management is
required
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CNSRM Checklist Contents

* Per Section 7 of Notice N JO 1800.2:
— Casefile number associated with CNSRM checklist
— Caseflle title associated with CNSRM checklist
— Description of proposed system or change
— Assumptions
— |Is further safety analysis required (Yes or NoO)

— If Yes checked — attach plan for SRMD completion
or approved SRMD

— If No checked — include justification
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CNSRM Checklist Review Criteria

 All CNSRMs (or SRMDMs) were reviewed
using the following checklist [Note:
SMRDs, if available, were reviewed using
additional criteria, as discussed later]:

1.

21 g B

Is the CNSRM clearly titled? (Ref. N JO 1800.2,
Section 7)

Is the CNSRM appropriately dated?
Is the originator appropriately identified?
Is the proposed change a NAS-wide change?

Did the appropriate individuals approve the
document? (Ref. SMS Manual, Sections 5.6-5.11)
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CNSRM Checklist Review Criteria

6. Is this a change to a separation standard or
periodicity of maintenance? (Ref. SMS Manual,
Sections 5.6-5.7)

/. Does the document provide a clear description of
the proposed change? (Ref. N JO 1800.2,
Section 7)

8. Are relevant assumptions clearly defined and
documented? (Ref. N JO 1800.2, Section 7)

9. Were stakeholders appropriately involved or
consulted? (Ref. SMS Manual, Sections 4.28 and
4.55-4.57)
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CNSRM Checklist Review Criteria

10.Is the need for any further required Safety Analysis
appropriately identified? (Ref. N JO 1800.2,
Section 7)

11. Does the document provide a clear justification /
rationale for the SRM decision? (Ref. N JO 1800.2,
Section 7)

12. Does the document indicate an SRMD will be
available prior to CCB and does it include a plan
for the SRMD? (Ref. N JO 1800.2, Section 7)
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CNSRM Checklist Review Metrics

 For a sample of 259 NCPs reviewed by
ATO-S during January — August 2007:
— 154 were concurred without comment (59%)
— 75 were concurred with comments (29%)
— 30 were non concurred with (12%)
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CNSRM Checklist Review Metrics

ATO-E ATO-P ATO-T ATO-W
C 28 (68%) 2 (50%) 24 (51%) 100 (60%)
CWC 10 (24%) 2 (50%) 19 (40%) 44 (26%)
NC 3 (8%) 0 4 (9%) 23 (14%)
Total 41 (100%) 4 (100%) 47 (100%) 167 (100%)
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CNSRM Checklist Review Metrics

* Criterion 1 —Is the CNSRM clearly titled?

— 98% Yes (satisfactory)
— 2% No (title ambiguous or does not reflect the scope
of the proposed system or change)
* Criterion 2 —Is the CNSRM appropriately
dated?
— 98% Yes (satisfactory)

— 2% No (no date shown on the CNSRM checkilist,
SRMDM, or SRMD)
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CNSRM Checklist Review Metrics

* Criterion 3 —Is the originator appropriately
identified?
— 95% Yes (satisfactory)

— 5% No (for example, the CNSRM checklist includes
the signature but not the name and/or title of the
originator)
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CNSRM Checklist Review Metrics

* Criterion 4 —Is the proposed change a NAS-
wide change?
— 58% Yes (NAS-wide change)
— 42% No (Local change or test NCP)

[Note: this data was collected for information purposes
only.]
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CNSRM Checklist Review Metrics

* Criterion 5 - Did the appropriate individuals
approve the document?
— 92% Yes (satisfactory, i.e. the CNSRM checklist is

approved by a manager in the originator’'s
organization)

— 8% No (for example, the CNSRM checklist is not
signed, or signed by an individual who does not
appear an appropriate approver)
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CNSRM Checklist Review Metrics

* Criterion 6 — Is this a change to a separation
standard or periodicity of maintenance?

— 3% Yes (the change affected a separation standard
or periodicity of maintenance of critical/certification
parameters and required AOV approval)

— 60% No (separation standards and periodicity of
maintenance were not affected by the change; AOV
approval was not required)

— 37% Unknown (the information provided in the
casefile was insufficient to determine whether
separation standards or periodicity of maintenance
of critical performance tasks were affected)
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CNSRM Checklist Review Metrics

* Criterion 7 — Does the document provide a
clear description of the proposed change?

— 94% Yes (satisfactory)

— 6% No (the change description includes vague
statements or does not provide sufficient information
regarding the change. For example:

» “Update the current firmware version from x.x to y.y which
eliminates the out-of-sync condition.” No information is
provided regarding the actual changes in the new version
as compared to the old version and the potential effects of
the change on the system, including introduction of new
failure modes, possible errors, etc.)
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CNSRM Checklist Review Metrics

* Criterion 8 — Are relevant assumptions
clearly defined and documented?

— 83% Yes (satisfactory)

— 17% No (the list of assumptions is incomplete,
assumptions are not clearly formulated, or
Information provided does not constitute
assumptions, for example:

« “We request that the configuration control desk will assign
an NCP number to this casefile and continue with must
evaluation processing”

« “This system change requires approval by ATO-S”)
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CNSRM Checklist Review Metrics

* Criterion 9 — Were stakeholders
appropriately involved or consulted?

— 40% Yes (satisfactory)

— 9% No (for example, the SRM panel did not include
representatives of all parties effected/involved)

— 51% Unknown (no information was provided about
whether or not personnel representing the
organizations affected by the change, subject matter
experts, or potentially interested parties were
Involved)
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CNSRM Checklist Review Metrics

* Criterion 10 —Is the need for any further
Safety Analysis appropriately identified?
— 61% Yes (the need for further Safety Analysis
identified correctly, either “Yes” or “No”)

— 25% No (for example, answered “No” but an SRMD
IS provided or planned)

— 14% Unknown (the information provided in the
casefile was insufficient to determine whether the
decision not to perform further Safety Analysis was
substantiated)
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CNSRM Checklist Review Metrics

* Criterion 11 — Does the document provide a
clear justification / rationale for the SRM
decision?

— 71% Yes (satisfactory)
— 29% No (inadequate or insufficient justification, for
example:

* The rationale for the SRM decision states that the change
does not affect safety but does not provide sufficient
Information to substantiate the case;

* “Not applicable,” “Safety analysis processing has not yet
been completed; either an SRMD or SRMDM will be
provided prior to CCB”)
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CNSRM Checklist Review Metrics

* Criterion 12 — Does the document indicate
an SRMD will be available prior to CCB and
does it include a plan for the SRMD?

— 39% Yes (satisfactory)

— 22% No (a plan for SRMD, when required, is not
Included and/or the CNSRM checklist does not
Indicate that an SRMD will be available prior to
CCB)

— 39% N/A (Not applicable because an SRMD is not
required)
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SRM in WebCM - the Future

« Software modifications to allow the SRM
process to be built-in the WebCM (use of
SRMD and SRMDM templates in WebCM)
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Conclusions

* All service units are doing a better now, as
compared to when we started this process;
* Areas for improvement were identified,
Including:
— Providing better rationale/justification for the SRM
decision;
— Listing all appropriate assumptions;

— Making sure that the documents are approved by
authorized individuals and names/titles are
identified; and

— Providing appropriate plans for SRMD development.
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Contact Information

* For additional information, please contact
Joe Keifer at ATO-S:

— Phone: (202) 385-4849
— E-mall: joe.kelfer@faa.gov

* Also, please visit
http://atoexperience.faa.qov/safety/
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Why We Are Here

 Review the documentation process
currently required for the SRM in WebCM

 |dentify and discuss the opportunities for
Improvement

\*\ Federal Aviation
o Administration

SRM in WebCM
September 19, 2007






NCP Process

* Notice N JO 1800.2 dated 9/28/06, NAS
Change Proposal Process Support of the
Safety Management System:

— Addresses changes to the NCP process in support
of the SMS, as described in the SMS Manual

— Requires FAA Form 1800-2, NAS Change Proposal,
In conjunction with a signed Casefile/NCP Safety
Risk Management (CNSRM) Checklist or Safety
Risk Management Decision Memo (SRMDM) and, if
required, an approved Safety Risk Management
Document (SRMD) or plan for SRMD completion
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L essons Learned

* The CNSRM checklist and SRMDM are

redundant, no need to continue using both
In the long-term

« The CNSRM checklist is frequently misused

— ATO-S requests clarification or additional

Information, resulting in delays in the NCP
evaluation process
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Notice N JO 1800.2 — The Future

* Current Notice expires 9/28/2007

* Notice renewal proposed, eliminating the
CNSRM checklist and requiring either:
— A completed SRMDM
— A completed SRMD
— A completed detailed plan for the SRMD submission

« ATO-S may be a Must Evaluator for NCPs
associated with high risk hazards only, and
an Optional Evaluator for all other NCPs
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Further Discussions

« Two more sessions to follow, which will
address:
— CNSRM Checklist Reviews
— SRMD Reviews
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