o m—
/m\

H& 2% Federal Aviation
V@ e=%’ Administration
~———

Advanced

Techniques in
WebCM

Web CND

work flows.

N

Prepared by SETA-II September 2007






Advanced Techniques in WebCM

Training Guide

Table of Contents:

o T 1 1
INDOX. .. 5
Origination ... 10
Printing......coooieeci e e 21
Viewing Comments.......cccccoviimmimecinnimnneesscnnsennnessssnns 25
Viewing History ..o s 28
AlAaSING ..cceeiiricirrec 33
Reassignment ... 40
Review Management...........cccccoiimmmeciiimreecnninsennseennnns 47
More INFo.....ooe e ——— 62
User Maintenance ............coommmmmeeeecccninnnnin s nnneeeanns 69
Help Desk Ticket ... e e 83
Workflow Diagrams ...........cccoveeeeciinimmmcmssnnsnnnnemsssnnns 88

Prepared by SETA-II September 2007






Login

Topics:
e Login shortcut - <Tab><Enter>
e Security question

Documents:
o WebCM Login
e Forgot Password
e Personal Information

Prepared by SETA-II September 2007




Web(]\@ Step-by-Step Instructions
ek T WebCM Login

Valid WebCM users may access the WebCM application through the WebCM Portal at
http://webcm.faa.gov. Complete the following steps to log into the WebCM application:

(1) Within the WebCM Login portlet, enter your User Name.
(2) Enter your Password.
(3) Click the "Login” button.
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WebCM) Step-by-Step Instructions

s o Forgot Password?

If you have forgotten your password or your account has been locked by attempting to login
unsuccessfully three consecutive times, request a new password via the WebCM Portal.

Please know that if you have no Security Question defined the system will not allow you to request a
reset of your password electronically. If you have no security question defined, the system will prompt
you to contact your organizational CM Coordinator for further assistance.

The contact information including phone number and e-mail address is available for each
organizational CM Coordinator.

User Name: »i s S

Password:

Login
Mew Llser?

Foraot Password?

(1) From the WebCM Login portlet, enter your User Name.
(2) Click the “Forgot Password?” link.

B 23 http:/ /obicwan: TTT#)

In arder to reset the password for i1, it is neccessary for
the correct answer to be provided to the Security
Question displayed below.

Security Question: fihat is my molher's maiden name?
Security Question Answer: | .

Sk Caneel

(3) Provide your Security Question Answer.
(4) Click the "OK” button.

A temporary password will be sent to the e-mail address in the profile of your user account. The next
time you log into the WebCM application, you must reset your password to something memorable by
you.

Know that answering your security question incorrectly three consecutive times will cause your account
to lock. If this occurs, please contact one of your organizational CM Coordinators for assistance. If
your organization is configured to unlock automatically after a defined number of minutes, you may
attempt to answer your security question correctly after that amount of time has passed.
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WebCl\@ Step-by-Step Instructions

sk e Personal Information

You may view or modify your personal information at any time via the User Console or from the
Navigation Bar. To do so, complete the following steps:

(1) From the Navigation Bar, click the “Prefs” button,
(2) Select the “Personal Information” option.

H £ ﬁ’ wr
S, Beipian Repofitry  Repoits  Search  Prefs M 4
Altat Controf Center

¥ % 7 & B W)

-

Sort by: Ik Date

’@ Hipw e

i
B eamn

: @mﬂ.ﬁ‘,.ai

=

T & % 7 & 5 Wb

{ /% pona
T iipdate Personat nformetion

User Name: 0
"Leave blank to keep your current passwhrd.

0ld Password:
Hew Password: =
Retype New Password: {

Lz blank to keef your current esignature.
0 E-Signature: H

New E-Signature:
Retype Mew E-Signatuwre: |
H
First Name: [F0 ] a:
Last Mame; {fr
Titte: [Originator

Phone: h11-111-1111 Ext:

Foonndl BAdroae- b0 " T T T L ..'_g

(3) Update your information as needed. Know that a WebCM administrator must update any
organizational changes.
{4} Click the "Done™ button. You will return to your Inbox.
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Inbox

Topics:
e Refreshing the Inbox
e User Console
e Finding work items - <Ctrl/F>
e Printing the Inbox
e Sort workaround for the Actions problem
o Verify review sent to correct organization

Documents:

e Inbox Overview
o Discussion — Overview of WebCM Inbox

e Sort By
e Filter By
e Quick Details
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Step-by-Step instructions
Sort By

By default, your Inbox sorts ascending by initiation date (“Init Date”). Complete the following steps to
sort the items in your Inbox:

(1) From the Inbox, click the “Sort by” link.
(2) Select a sort option.

ATOOP-CIPT1-DRAFTCF-1 Thix is the title of the case file.

Prioeity: Kormal - Scapes National (DR}
ATOOP.CAOSI-DRAFTCF2Z A Temporary Fix is Needed

Priorityz Normal  Scope: National (i Dotads ;
i JUAR-J69 Acpess Request froo: John Smith

(R

104:30 PM EXT] Case File ATOOP-cACS -DRAFTCF-2: Reassigned to Aos, One (ATC-A)
25 PM £5T] Gase File ATOOP-cIPTI-DRAFTCE-1; Reassigred o Aos, One (ATG-4),

=4

f the case

Priority: Mormal _ Scope: Matioral  (GIREDHGR)
Access Request from John Swith Access Req.
.
! JATOOP-CAGE1 DRAFTCR-2 A Temporary Fix is Needed Orignale:
. Priority: Normal  Scope: Nationsl (R DwiaR)

PM EST] Case File ATOUP-cIPT1-DRAFTCF-1; Reassigned to has, One (4T0-4.

(3) Click the arrow next to the sort option to sort ascending or descending.
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WebCM Step-by-Step Instructions
ke Filter By

By default, there is no filter on your Inbox and all work items display. Complete the following steps to
filter the items in your Inbox:

(1) From the Inbox, click the "Filter by™ link.
(2) Select a filter option.

| ZE weblM :MicrdsafiIntoraetEsdl ot X0

TOOP-cIPT1-DRAFTCF -1

Tinis ts the tithe of the case Hag:
Priority: Hormal  Scope:
; JATOMP-cAOST DRAFTEZ A Tomporary Fix s Mot | fogutst 4)
Priority: Normal  Scope: Naomar

; JUAR.389 Kccess Request from John Smith Access Red.

{[User Consol
Logged in as
at

Kinbos items: 3

[0 P ESY] Case File ATOOP-cADS 1-DRAFTCF-2t Reassignad to Aos, One (ATC-A).
[04:29 134 EST] Case File ATOOP-cIPT1-DRAFTCF-1: Redssigned to Aas, One: (ATO-A).

4

Your Inbox will display only work items based on the selected filter option.

E T webc - MicrssoltInterfsh

4o of the .
- Priority: Mormal  Scope: National (RELDISC)
AT eACEITREFTGF2 A Temporary Fix i Needsd Onpvade
Priority: Normsl  Scape: National (CiREDSR

| [04:29 Po EST e File ATOOP-cIPT1-DRAFTCF-1: Reassigned to #os, One THT0-h).

et

Know that the User Console always displays the total number of items assigned to you regardless of the
filter in use.
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WebCM Step-by-Step Instructions
kil Quick Details

The Quick Details button displays the summary information of the associated work item.

(1) View the brief summary information of an item in your Inbox by moving the mouse over the
“Quick Details” button.

/3 Wb O - Mictasomt IRper

E titie of the case Fle.

Scope: National  (ONELDRGE)
oy Foc 1 Nosded ]
Mormal  Scope: Netional (SREDEE )

sest from John Sinith

= -

Logged inas

at 36 P EST] Case File ATQDP-cAOS H-DRAFTCR-2; Reassignad to dos, One (ATO-4)
#inbos items: 3- | [$I041Z9 P# EST] Case Fils ATODP-IPT4-DRAFTCF-1: Reassigned to Aos, Ors (ATO-A)
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Origination

Topics:
o Entering text in MS Word first — can use
spell-check, but must avoid special
characters

e CNSRM - use Recall to get case file
number to add to form

Documents:
e Originate Case File

e Inbox Overview
o Discussion — My Work Items Tab
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WebéND Step-by-Step Instructions

o e Originate Case File

The Case File/NCP prepared with FAA Form 1800-2 is used to propose changes to or establish basetines
of NAS systems/subsystems and their associated documentation. Complete the following detailed steps
to originate a Case File:

(1) Click the “Qriginate” button.
(2) Select the “Case File” option.

12132004.01:11
Priority: Normal  Scope: National  REEMRGEN)

>

For Case File origination, only blocks 1 through 22 on page one apply. Page two of form 1800-2 is read-
only. As the system collects information throughout the Case File/NCP/CCD workflow, the system
records and populates the information in the appropriate blocks on page two of the FAA form.

El

RPN
=% 7 Web( M)
=% 2 WebCM
Case File_
Casafied .z}
Case File
Originate Change * — nquired field
i [CASE FILE/NAS CHANGE PROPOSAL pagedofz
[PLEASE TYPE OR PRINT NEATLY] 3 -

4. Case File Kumbsr 2. FOR Case File Received Date NCP Issuance Date HCP Number
broor AL [anr R u
-DRAFTCF-002 USE
3. Scope of Chonge* 4. Reason For Change™

Frocad I Mational |7 Safety T~ Technical Upgrade I* systems interface

4 FTest I~ Requirements Change T~ Design Error ™ Parts Unavailability
! I~ Baseline T~ other ’
3. Priority”® 6. Justification af Time CriticalfUrgent Priority 7. Supplemental Change Form™
’ . ’ I ecrsece I".TES W5
7 Mormal Ve
X : 7a. Supplemental Change
I Time-Crd ;
L Time-cridaal | "~ - __Ino. A
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Web(]\/g Step-by-Step Instructions

sk Criginate Case File

(3) Block 1, Case File Number:
While the default value of the organization displayed in block 1 is the one in which you belong, you
are able to select from a list of all organizations in the system. Additionally, you may select from a

list of all Cls in the system.

« The first 5 alphanumeric characters identify originating organization (e.g., AL462; STLAF;
ZLAAT; TR230, etc.)

s The center group is a maximum of five characters and represents the acronym for the
subsystem the case file is affecting (for baselined systems this acronym is found in NAS-MD-
001 otherwise this will correspond to the Facility, Service and Equipment Profile (FSEP)
acronym for the subsystem, (e.g., CD, AFSS , EARTS, etc.).

e The last group of three digits denotes consecutive number assigned by the system based on
the originator’s organization for the specific subsystem identified in the center group {e.g.,
001, 002, ....., 999)

¢ Note: Numbers are assigned consecutively for the life of the system and do not
start over again at the beginning of the calendar year.

o A capital letter added at the end of a case file number denotes an amendment to that case
file (e.s. A, B, C, etc.)

Block 2, For CM Use:
Once the Case File is processed up to and through Control Desk Evaluation, the system automatically
populates the Case File Received Date, NCP Issuance Date, and the NCP Number.

{4} Block 3, Scope of Change:
Block 3 is required during Case File origination.

e A local Case File applies to one or more identified sites, as indicated in block 17, and is
dependent upon the change proposed. Approval of Local Case Files may be either at the
Headquarters or at the Regional Configuration Control Board level.

» A Test Case File applies to one or more identified sites and is approved at the Headquarters
Configuration Control Board Level for a limited duration specified in the CCD.

e A National Case File is applicable to all items of a type specified and is approved at the
Headquarters Configuration Control Board level.

(5) Block 4, Reason for Change:
Block 4 is required during Case File origination.
s Safety - correction of a deficiency that is required primarily to eliminate an unsafe
condition
e Technical Upgrade - a proposal to incorporate advanced technology into an existing system,
piece of equipment, etc, either hardware or software

« Systems Interface - a proposal dealing with system hardware and/or software and
documents that are considered the “go between” enabling different systems to interact.
This includes communications, power, etc.

+ Requirements Change - a proposal to add a new requirement or change an existing
requirement to a system, piece of equipment, etc.
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WebCI\@ Step-by-Step instructions

ks Originate (ase File

« Design Error - a condition caused directly by human engineering error or design
shortcomings. '{Do not confuse with obsolete, antiguated or non-designed items or fixes.)

e Parts Unavailability - a proposal to incorporate a new component/part into an existing
system, piece of equipment, or to replace a part no longer being manufactured.

« Baselining - documenting a specific configuration including hardware, software, firmware,
test equipment, power and facility space. This includes the documentation to define the
configuration of specifications, plans, drawings, manuals, etc.

« Other - a change that does not fit into any of the previous categories. If “Other” is
selected, provide an explanation.

{(6) Block 5, Priority:
Select the appropriate priority and provide justification as necessary in block 6:

« Normal is the classification for Case Files that do not meet criteria of urgent or time-
critical.

« Time Critical is the classification restricted to changes requiring expedited processing (for
example, need CCD by certain date to support schedule of other projects). A reason and
required date must be specified in block 6.

e Urgent is the classification for changes that will prevent a prolonged outage or catastrophic
failure to operationat systems or carrect unsafe conditions (usually to document a fix
already made for safety reasons). Include explanation under justification in block 6.

(7) Block 6, Justification of Time Critical/Urgent Priority:
If block 5 is marked Time-Critical or Urgent priority, justification must be provided.

(8) Block 7, Supplementation Change Form:
Block 7-is used to identify initiating change documentation such as Engineering Change Requests
(ECR), Engineering Change Proposats {(ECP), and Technical Employee Suggestions (TES). A copy of
the change form used to initiate the Case File must be attached. If not applicable, select “N/A™ in
this block.

e 7a: if either “ECR/ECP” or “TES” is selected then the corresponding change number must

be supplied.
s 7b: enter the date of initiation of either the ECR/ECP or TES change

The system automatically populates Block 8, Case File Originator, Block 9, Originator’s Organization,
and Block 10, Telephone Number with your user information.

(9) Block 11, Case File Initiation Date:
The current date is the default value. To select a different date, click the block and select a new
date from the calendar.

(10) Block 12, Type of Document Affected:

The system automatically populates block 12 and is dependent on the selections made in block 13.
s CPFS - is the acronym for Computer Program Functional Specification
+ SPEC - is the acronym for Specification
» MTBK - is the acronym for Maintenance Technical Handbook
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Wewa Step-by-Step Instructions

i Originate Case File

TI - is the acronym for Technical Instruction Book

DWG- is the acronym for Drawing

IRD/ICD - is the acronym for Interface Requirements Document /Interface Control
Document.

{11} Block 13, Baseline Document Number(s):'

The document number of each baseline document must be provided. Case Files to change a
configuration item cannot be processed without identified documentation.

(12) Block 14, Cl Subsystem Designator:
Block 14 is required during Case File origination.

« During the operational support phase it is intended to capture the specific model of the
designated subsystem. Examples are ARSR-4, ASDE-3, and ASR-9. The Case File number
should only reflect the generic identifier. Examples are ARSR, ASDE, and ASR. If a specific
model is not applicable, use the subsystem designator identified in the center of the Case
File number.

« During the acquisition phase, the FAA project is the Cl designator acronym (for example,
FBWTG).

e For changes that apply to the top level NAS documents, the Cl designator “NAS™ is used, as
well as the specific subsystem designators affected {for example, ITWS, WAAS, and WARP).

» The designator “BLD” is used for changes affecting ARTCC- as built facility drawings.
“ACF” is used for changes affecting both the standard and site-specific end state facility
space drawings.

{13) Block 15, FA Type:
The FA Type Number should be provided from NAS-MD-001; otherwise, “N/A” should be used.

(14) Block 16, Ci Component Designator:

When this kind of equipment or software module is affected by a proposed change, its Cl
designator should be cited in this block on the Case File exactly as it appears in NAS-MD-001.

{15) Block 17, Facility Identifier (FACID):

Block 17 is for Local and Test Case Files pertaining to hardware facilities. (Format: AABBBBBCCCC)
This is an eleven-character field (for example, WPARSR_BAM_) with the first two characters “WP”
representing the Region, the next five characters “ARSR_" representing the Facility and the last
four characters “BAM_” representing the Location per the FSEP. Each character has a place and if
there is no character for a given place, then an underscore “_" is the proper character. Enter
“N/A” for National Case Files.

{16) Block 18, Facility Code (FACCODE):

Block 18 is for Local and Test Case Files pertaining to hardware facilities. This is a five-digit code
that breaks the facility down to its lowest unit as per FAA Order 1375.4. For example, ASDE-2
would be entered 45512. Enter "N/A" for National Case Files.
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WebCNg Step-by-Step Instructions

i Criginate Case File

(17) Block 19, Cost Center Code:

The Cost Center Code is a five character alphanumeric code indicating the cost center against
which change implementation is to be charged. This should be provided for Local and Test Case
Files (for example, 12345).

{18) Block 20, System Software Version:

when making a change to software, the specific software version of the software being proposed
for change is to be provided (for example, Version 4.2).

(19) Block 21, Title:

indicate the subject of the change, being as descriptive as possible. For waivers to installation and
siting criteria, include location and runway if applicable.

(20) Block 22, Description:

You must complete information pertaining to items (a), (b), (d), (e), and {f). Provide information

pertaining to items (c}), (g}, and (h) as necessary.

{a) identification of problem - provide complete information identifying the nature of problem,
length of time it has existed, and so on.

{b) proposed change - identify proposed sclution(s) to the problem in as much detail as possible

(c) interface impact - identify any known interface impacts involved with the proposed change

(d) cost estimate - supply the estimated cost and the basis of estimate

{(e) funding source - identify the organization providing funding for change, if known

{(f) benefits/risks - state the benefits of this change or the impact of not making the change

{g} schedule - provide a schedule for the change to be implemented whenever possible

{h) other - identify the logistics and quality impacts in as much detail as possible. Additionally,
this block shall also identify by title and number all companion Case Files/NCPs associated with
this change.

(21) Worksheet 1:

Upon completion of page one, select “Worksheet 1” from the drop-down menu. You will be
presented with page one of the Case File/NCP Worksheets. The system will populate the Case File
Number and NCP Number blocks. Complete the rest of the worksheet as necessary.
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WebCI\/D Step-by-Step Instructions

o e Originate Case File

==y

Case File/H{P Worlsheet [;
g Catan Fllm Mumber NCP hNumbar Paga 1 af2
| ATONS 68051 1001 A AMEND .
- EFFECTS ON PRODUCT CONFIGLRATION DOCUMENT ATIOR, LOGISTICS, AND QFERATIONS

-3 [ppicable | Hemant CAzA FIRMICR Cosls {SavinGs;

1 e=Tre Racuring
T ERNCT 8% POMNCE CRAT] ALROVE W falina Man- Untt Cnaartity Tolal TFednl
; woincing (recurring)

Lty

T | fa Pertomare

1| [ Technical cetalruwirgy

T | 7 e Nomencisture cremge

—ij'ﬁm-. WAE iirgioied iogeiie SHpaTt (AR

] [a olLS plans

| # [b. mainterancs concap, plans & procedurs
T T 7 |E Togatios support ansvess

{22) Worksheet 2:

Select “Worksheet 2” from the drop-down menu to include all relevant information on page two of
the Case File/NCP Worksheets.

(23) Click the “Done” button to save changes and return to your Inbox.

The Case File will remain in your Inbox in the draft phase (“DRAFTCF”) until it is submitted to the next
step in its associated workflow.

Once you have submitted the Case File to the next step in its workflow, the “DRAFTCF” text will be
removed (i.e., the Case File is no longer a draft) and the system generates the real Case File number
based on the combination of the €l and the organization specified in block 1 of the Case File.

For Organizations Participating in the SRM Process

During Case File origination, if the organization selected in block 1, Case File Number, on page one of
the Case File forms is configured to implement the SRM process, upon submittal, the system will
require you to recommend a safety risk level.
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WebCI\/Q Step-by-Step Instructions

ke Originate Case File

it

Altong b

oS I & L W

R R e

""" [dentify Safety Risk Lewvel

Saluty Risk Level: I—SEﬂSC! u Flisk w_:‘l

Dascription:

(24) On the Safety Risk Level page, select a Safety Risk Level.

(25) Enter a Description as applicable.

(26) Click the “Submit” button for further processing.

PROMERGENT
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Printing

Topics:
o Setting margins — 0.25”

Documents:
e Print Case File

Prepared by SETA-II

September 2007




WebCI\@ Step-by-Step Instructions

e Print Case File

You are able to select one or more pages of the Case File/NCP/CCD forms for printing. To print a Case
File/NCP/CCD, complete the following steps:

{1y From your Inbox, select the work item.
(2) Click the “View” button.
{3) Select the “Selected Item” option.

LLaserie [ )
Cose Pl 3] o ooiiieh
Case File
B P
Read Only View * . roquired field | =
CASE FILE/NAS CHANGE PROPOSAL p
Page 1 572
[PLEASE TYPE OR PRINT NEATLY] =
1. Case File Number 2. FOR Case File Received Date NCP Issuance Date NCP Mumber
ATOOP-KAT-1051 Ch /2112006 1172152006 30000
USE
3. Scope of Chanpe™ 4. Reason For Change™
T Local W Natiopal | F safety I” Technical Upgrade I™ Systems Interface
I Test I™ Requiremsnts Change ™ pesign Error T~ Parts Unavailability
] I” Bageline ™ other
5. Priority™ 6. Justification of Ttme CriticalfUrgent Pricrity 7. Supplemental Change Form™
I~ EcrsECP ™ Tes ¥ uea
# mormal
7a, L L Ch
I~ Time-Critical N: Supplemental Changs _
T lirpant. - B

When viewing a Case File in read-only mode a “Print” button is available.

{4) Click the “Print” button.

Select which pages you would like to print:

Select Al Unselect All

Case File 1: & Case File 2: [
Wordshect 1: T Worksheet 2: [

[ N S p 2§

CR: {7 Attachment List: [

Must Evaluate Review: 7 Comment Breakdown: |
ME ROC Mhatrix: [ SRMDM: [T
SRMD; FT SRMDE Attachments: [T

SRMD Attachwents: [
In the File menu, Page Setup” option, please verify that your
margins are at the lowest possible setting and that no page
header or footer is defined.

(5) Select the checkbox of each page you want to print.
(6) Click the “Print” button.
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WebCNa Step-by-Step Instructions

sk e Print Case File

Notice that any block on the Case File/NCP/CCD farms that contains information that exceeds the
block size, thus requiring a scroll bar when viewing, witl display “see attached” in the block and all
information for that block displays on the Addendums page of the form.

LEASETYPEOR PRNT NEATIY)
2. FOR

Case Fils Receved Date NCFP [ssuance Dxte NCH Number
BE2ST008

Flechaical Upgrade I Swstams interface
[ Design Evor T~Pans Unavaiabiiey
T-tter

Priorey. 7. Supplemantal Chiangs Form
FTECRAECP [IES  PTNA

72, Suppmantal Change
He.

5. Suppiemental Change Wiiation
Data

9. Cace Fiu Dngitoor 9. Ceiginator's deganiaation 10 Telophong Humber 11, Case File indiation [ate -
;R-Emn. 2oy | ATE-R (7202201202 02/28/2005
T2. Type of Document Affected 13, Sazalioa Gooumant NETDE)

[ZSSEL-ESE, A -, R L

ceFs sPEC RTEK YEFORW

rm ows IRDACD

T4. 1 Subsysiam Deaighmior TS, FAType 15 E1 Domponant Desigrcaior

DPS HIA
{17 Facity Ramiter (FACI) 16. Faciity Codd FACCOBE) Ta" Com Cenver Coor [20. Systam Sofware versan
Anin A

T T

I IRE005. 1742
TZE. Dreccnpion: () weriioation of prabiein, npas | (1100 &N fumding soums 0|

Schedule (h) Otkar fe.g. logistics, qualty, etc )

Je5d

(7) From the Internet Explorer browser window, choose “File”.
(8} Select the “Page Setup” option.

Automatically Select

{9) On the Page Setup page, in the Margins section, set all margins to zero. Upon navigating to the
next margin setting, the browser will automatically detect the true lowest possible setting.
(10) Click the “OK” button.
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WebCl\@ Step-by-Step instructions

s e Print Case File

.\_.._‘-7_-»

{11} From the internet Explorer browser window, choose “File”.
{12) Select the “Print” option.

At this point, you will need to select the printer, indicate the number of copies needed, etc. to
complete printing.
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Viewing Comments

Topics:
e How to use filter criteria
e Displays included and excluded
comments
e How to find comments entered by a
manager while signing a review
e Finding information — <Ctrl/F>

Documents:
e View Review Comments

Prepared by SETA-II September 2007




WebCI\/Q Step-by-Step Instructions

sk View Review Comments

To view review comments of a work item complete the following steps:

(1) From your Inbox, select the work item.
(2) Click the “View” button.
(3) Select the “Selected Item” option.

2§ webti i rhirasoftlnter i) e & _:_q%

Priority; Hormal  Scopes National  (STEEDHIE

121420040973
Priority: Normal ~ Scope: Local GuekBals ;

|
OR - If the work item is not in your Inbox,
(4) From the Navigation Bar, click the “Search” button.
(5) Select the “Case File” option.
T wehCM -oticr 't;-rmamér;ﬁ_s{&;_z i e _:_g{l
(B s L% 2 4 B WM
Logged in a5
_:gj

(6) Click the ID of the Case File.
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WebCl\/D P Step-by-Step Instructions

ok i View Review Comments

From the read-only view of the work item.

(7) Click the “Comments” button.

’\E}

Webt

Casefie | nbox

- [Casefier . =3 .-

Read Only Yiew * = required field =
CASE FILE/HAS CHANGE PROPCSAL Page 1 of2 &
(PLEASE TYPE OR PRINT NEATLY] =
+. Case File Number 2. FOR Case File Received Date NCP Issuance Date NCP Mumber
ATOOE-NAT-1001 (=] 12142006 1142142006 30000
USE
3. Scope of Charpe™ 4. Reason Fer Change™
7 Local W National | ¥ Safety T Technical Upgrade 1™ Systems Interface
T Test 1™ requirements Change " Design Emor T~ Parts Unavailabiity
™ Baseline I~ Other
5. Privtity™ 6. Justiticatien of Time Critical/ Urgent Prierity 7. Supplemental Change Form™
™ gcrirce T TEs W pea
¥ Normal
I Time-Eritical :;:. Supplemental Change
I tirpant . i xi

You will be presented with the Review Comments page.

f 3 Review Comments

Review Comments

ATOOP-NA1-1G01 730000

Review Date: NJA:_ . ‘!Hﬂxﬂh[mnwr_“ er__f___r
wmwmmmrmmmr—_m[_
Bon Fluean] | vay] el

hdivicioat Reelewer {Last Name): | ] )
Drgaw‘mtimllhvieuer:% . ”-i
Region: [AnY :]“'
hesend
R

From the Review Comments page, you may view and print in progress review comments submitted by
any user for any of the review cycles.

(8) To view all available review comments (by any user), click the “Done” button. To view specific
comments, enter the criteria in the available field or fields and click the “Done” button.

The review comments display in the bottom frame of the Review Comments window. To print the
comments for the criteria entered, click the “Print” button.
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Viewing History

Topics:
e How to use filter criteria
e Finding information — <Ctrl/F>
e How to bring up the “old history” format
e When to use manual history

Documents:
e View History
e Create Manual History Item

Prepared by SETA-II September 2007




Step-by-Step Instructions
ki Yiew History

To view the history of a work item beginning from origination and up to its current status complete the
following steps:

(1) From your Inbox, select the work item.
{2) Click the “View" button.
(3) Select the “History” option.

@g

WebiC

——

undane.

Priority: Normal  Scope: National (@iREDor)
CAOSTAUIIA-ANEND  12142004:0923

Prioeity: Normal  Scope: Logal  (CRELDSER)

|

The “History of Case File” page displays to altow you to “Show All” history records or to search for
specific history records.

3 WebU™M ~Microseitinterne ERIORELD

ieve History DetalleSTOBRHAT 3000 S

History of Case File ATOGA-NA1-1007

Retion Nawe: |{-Selacta Region- 'I

Review Type: {-Selacta Review Type~ %)

Process Step: 1 MV/A ¥ t1ep [-Selecta Stop— E|
Procass Stap Rangss 1N~ 5 Stepi-GelectaStep— =
I =] step [Select nStep- =

ST
Histary Date: 1N.'A _.; mh§ Day| . Year i Catendar. |
History Date Range: ]Nc'»“_\ . Egunmh} Day Year |, i Salondar )

Revision A
Page 1 of 3

PROMERGENT



WebC@ Step-by-Step Instructions

sk flowe View History

{4} To show all history records for the work item, click the “Show All” button. To search for
specific history records, enter the criteria in the desired fields and click the “Done” button.
All search results display in the bottom frame of the page.

7 i b, Micsgaoit Internet Enplares provhte iy PAONERGENE!

:

*= wildcard character

Perfarmed By: |
Raceived By: I
Pt ke s e parkarred by Thedaveday: SR e
CF1.10 M16/2008 Aoz, Zero (ATG-A) N/t Assigned Case File number ATOOA-NAT-
12:00 aM EST 001,
CF1.10 1/16/2006  Aos, Zero [ATO-A) hos, Zers (ATO-4) Originated Case File ATOOA-NAT-DRAFTCH-
12:00 AW EST 1

The history records are displayed in groups of 25. To navigate to the next or previous page click
the “Next” or “Previous” links respecively.

Clicking the “Last” link will navigate to the oldest group of 25 records. For example, if the records
displaying are a result of clicking the “Show All” button, clicking the “Last” link will navigate to
the first 25 history entries ever recorded for the work item.

Clicking the “First” link will navigate to the most recent group of 25 records. For example, if the
records displaying are a result of clicking the “Show All” button, clicking the “First” link will
navigate to the newest 25 history entries recorded for the work item.

(5) To view the details of the history including extended process information, click the “View
History Details” link.
{6) Click the “Inbox” tab to return to the Inbox.

Complete the following steps to view the history of a Case File/NCP/CCD from the read-only view:

(7) From your Inbox, select the work item.

(8) Click the “View” button.

{9) Click the “Selected Item” button.

(10)in the Read Only View, click the “History” button.
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Step-by-Step Instructions
Yiew History

Read Only View
[CASE FILERAS CHANGE PROPOSAL iwmz
LERSE TYSEOA FRIT NEATIY
T, Care Fia Fumber Z. FOR Tape File Recaived Dace WCF Traumos Date NCP Tomoar
ATOBS-CA0S1-1001 A-ANEND =]
USE
T Soupe af Change [3- Fiewson For Change
Fiscal £ Hationst 1 Satery T Techinical Upgrade [ Systems tartate
Tt | Reqursmanis Chonge 7~ Design Bror [~ Fats Unavailabiity
| Daseine T Ober . ;!
5 Priorzy 8. Justifion of Tane Cribicaliigent Priorty 7. Supplememmal Change Form
T ECRIECE e e
§7Homzi
T Tims-Coitical
T Uhient.
6. Case Fie Ongnator ﬂ: Driginato's Dvgamicamion 10 Tedephoaie Numnber 11. Cz5e Fila initiation Date
Frega, Kisten ORG-SWO 1 315414 8885 120142006
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WebCNI) Step-by-Step instructions

ik Create Manual History item

At any step in the process, you have the ability to create a manual history entry. History entries
entered manually display in the history of the work item and will always be available for reference.
Complete the following steps to create a manual history entry for a particular work item:

(1} From your Inbox, select the work item.
(2} Click the "Actions” button.
(3} Select the "Create Manual History Item” option.

Priority: Normal _ Scope: Mational _Euiklmimts:
1132004 81:11
Priority: Normal  Seope: Hational EREKDWEE)

ST ety T

Enter Mantal History

History Entry:

(5) Click the "Done” button o save changes and return to your Inbox.
When returned to your Inbox, notice the manual entry displays in the system messages.
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Aliasing

Topics:
o Why use aliasing?
e How to set up and use aliasing
e Can you alias to an alias?

Documents:
e Quick Alias
e Assume User to Alias
o Stop Aliasing

Prepared by SETA-II
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WebC@

swork lows

Step-by-Step instructions

Quick Alias

At any time, you may grant alias privileges to another WebCM user to access your Inbox. To do so,

complete the following steps:

(1) From the Navigation Bar, click the “Prefs” button.
(2) Select the "Alias Control Center” option.

f ) et - MicrosoMntoinet Tl

T WebUM)

—_

Your inbox tas no ftems

The Alias Control Center page displays all aliasing information and statuses.

(3) Click the "Quick Alias™ link.

Aliaz

™ - Micrasol} Interadt Bt it

tnhax

e S R e

Altas Control Center

i

The Quick Alias page allows you to select one more WebCM users to grant privileges 1o access your

Inbox.

PEOMERGENT
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Step-by-Step Instructions
Quick Alias

Quick Alias

}L::sINume :] Keyword: |5
Choose: From List:

Rems Selectad:

Comments:

To search for users:

{4) Select an option in the drop-down menu.

(5) Enter your search criteria in the “Keyword” field.
{(6) Click the "Search” button.

I§ WeheM - Micessalt Inbermey Sl

Quick Afias

ILastNeme 7} Keywors: fipt
Choose From Lists

Comments:

|

Clicking the "Search” button with no value in the “Keyword” field will prompt you to confirm that you
wish to return all objects in the system.

(7) Select at least one user from the “Choose From List”.
(8) Enter Comments.
(9) Click the “Done” button.
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WebC)

worrk fhown

Step-by-Step Instructions

Quick Alias

You will return to the Alias Control Center page. All selected users display in the "Users that Can Act
on My Behalf” section. They will remain in this section until you revoke their privileges to access your

inbox.

Aliag | frbax

Froposs B Gutak Mg 0 L

Alias Control Center

PROMERGENT
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WebCI\/@ Step-by-Step instructions

sk s Assume User to Alias

All users in which you have privileges to access their WebCM Inbox are available to you via the Alias
Control Center. Complete the following steps to access another user’s WebCM Inbox:

{1) From the Navigation Bar, click the "Prefs” button.
(2) Select the “Alias Control Center” option.

Web( ?v’i)

-

Your inbox has na ksms

g Submie

“Usar Coesle- | [3
Lagged in 35
B

Do iteme B

el
it

On the Alias Control Center page, all users in which you have the ability to access their Inbox display in
the "Assume User to Alias” section.

s,

(Propose Aliss

Hawe
1ot Eght [ORG-WTE2]

NVDm: Assigred

(3) To access another user’s Inbox, click the “Assume” button.
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WebCﬁ@ Step-by-Step Instructions

e Assume User to Alias

Immediately, you are presented with the associated user’s Inbox. Notice the User Console displays the
user you are aliasing and the “Prefs” button in the Navigation Bar is inactive.

’*& Wﬁw - Your inbox has na ftems
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WebC@ Step-by-Step Instructions

s Stop Aliasing

Yau may stop aliasing another user at any time. To do so, complete the following steps:

(1) From the Inbox, within the User Console, click the "Stop Aliasing” link.

2} WebChM - Mickdselb Internet TRk G e ]

Your tbex bas v items

Immediately, you will return to your own Inbox.

Revision -
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Reassignment

Topics:
e Two step process
e When to use Reassign — user vs.
organization, specific role issue
e Cannot reassign ME organization review
to another organization

Documents:
e Request Reassignment
e Respond to Reassignment Request
e View a Reassignment Request Response

Prepared by SETA-II September 2007
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WebC@ Step-by-Step Instructions

ik T Reguest Reassignment

You have the ability to submit a request to assign the current work item to another user. Complete the
following steps to request reassignment of a work item:

(1} From your Inbox, select the work item.
{2) Click the “Reassign” button.
(3) Select the “Request Reassignment” option.

Onca & Draf Caca Fila 1 duleted it cannat be
undona.
Priority: Mormal  Scope: National  (SEKDS=R)

124 2004:0923

Priurity: Momal _ Scopai Logpl B0y

From the Reassign Selected item to Another User page, all users of the same role as you are available
for selection. Remember that this is dependent on the status of the work item. Additionatly, during
the review process, only users playing the same role within the applicable organization are available
for selection. For example, if you have a work item assigned to you as a CM Coordinator for
organization “X”, the system will allow you to reassign only to those users that are also a CM
Coordinator for organization “X”.

CE ) WebC)

. ekt

RS e

Reassign Selected item to Ancther User

ot %] Keyword: 7777200 Gee

Propased Reassignment To: &

KessapnifComments:

*Any pending requests for this Work ftem will be cancelied.
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WebCND Step-by-Step Instructions

it Request Reassignment

(4) Select a user to Propose Reassignment To via the Keyword search function.

(5} Enter a Message/Comments.

(6) Click the “Done” button to save changes, process the request, and return to the Inbox. The
system will send an e-mail to notify the selected user of the request.

Note that if you have a pending request, selecting another user will cancel the original request.

Revision B
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WebCl\@ Step-by-Step Instructions

ek o Respond to a Reassignment Reguest

When a user requests reassignment of a work item to you, you will receive an e-mail to notify you of
the request. Additionally, in your Inbox, there will be a "Reassign” tab to indicate the request.
Complete the following steps to provide your response to the reassignment request from another user:

{1) From your Inbox, click the "Reassign” tab.

'f’ii

The Items Awaiting Reassignment displays all reassignment requests made to you. If needed, you may
click the ID link to view the work item to which the request applies.

(2) Click the “Respond” button.
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WebCl\@ Step-by-Step Instructions

o Respond to a Reassignment Reguest

The Reassighment Details page displays the request information including the requesting user and the
reason for the request. If you need to return to the ltems Awaiting Reassignment page, click the "View
ltems Awaiting Reassignment” link.

: (Mo Org)
= 1271572004

: messagefcomments

: §TODS eathT- 1001 A AMEND

To accept to the request:

(3) Select the “Accept” checkbox.

(4) Click the "Done™ button to save changes. The work item will now be available to you in your
inbox.
If you had only one request, clicking the “Done” button will return you to your Inbox.
If you have additional requests, clicking the "Done” button will return you to the Items
Awaiting Reassignment page.

To deny the request:

{5) Select the "Deny” checkbox.

(6) Enter Comments.

{(7) Click the "Done” button to save changes and return to your Inbox.
If you had only one request, clicking the “Done” button will return you to your Inbox.
If you have additional requests, clicking the "Done” button will return you to the ltems
Awaiting Reassignment page.

After responding, the request will no longer display and the system will send an e-mail to the
requesting user to notify him/her of the response.
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WebCM) Step-by-Step Instructions

ke View a Reassignment Request Response

Once you have received a response to your request for reassignment, you will receive an e-mail to
notify you of the respanse. Additionally, the work item will be marked with the "View Response of
Reassignment Request” symbol. Complete the following steps to view the response to your request for
reassignment:

(1) From your Inbox, click the “View Response of Reassignment Request” symbol.

5, S
-

7 & B WeiCM)

Priocity: Normal  Seope: Mationat () ﬁ
ATODS-CAOST- 10 A-AMEND 1721420040923 Onignate
Priority: Normal  Scopss Local G et 3 €y

Loggesd it a5
g
Finbox tems: 2

The Response to Reassignment Request page contains the detailed information regarding the response
to your request for reassignment. Note that you will only receive a response for your reassignment
request if the user denies the request.

2§ wiek €85 MicroselCIREEREE R0

Response to Reassignment Request

Proposed Reassignment To: {No Crg}
Date Requested: 1271572034
Reguests message/commants
D ATO05-cAOS1-1T81A-AEND
Response: Denied
Comments: | will be on vacation when this i due.
Hesponse Date: 12/15/2004

Mtk Itew as Read T R

Revision -
Page 1 of 2




Webth@ Step-by-Step Instructions

ko View a Reassignment Request Response

(2) To acknowledge the response and then be allowed to submit the work item for further
processing, you must select the “Mark Item as Read” checkbox and then click the "Done”

button to save changes. To leave the response unread, just click the “Done” button to return
to the Inbox.

Also nate, that from your Inbox, you may also view the response by selecting the work item, clicking
the "Reassign” button and selecting the "View Response” option.

Once 4 Draft Case File i ded
undene.
Priority: Normal  Scope: Nationsl
12142004:0923
Priority: Normal

@g%

Scape: Local  (EREDHED
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Review Management

Topics:
e Return to Control Desk action for CCB
CM Lead
When do you use Submit?
Why won’t the Include box stay checked?
Scrolling without the bar
What do | do if | send a review to the
wrong organization?
e How do I get a case file/NCP back to the
originator to replace an attachment?

e Manager review dispositions
o Approve
o Disapprove (beware!)
o Defer

HQ CMO Review — intended for the
originator’s CMO, has option for rework

Documents:
e Manage Reviews
o Attach and View Files
o Approve/Disapprove
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WebCNg Step-by-Step Instructions

e Manage Reviews

WebCM users belonging to one or more of the following roles within WebCM have the ability to manage
at least one review type (e.g., Facility/SMO Review, Regional Review, Must Evaluate Review, etc.):
AOS CM Coordinator

CCB CM Lead

Facility/SMO CM Coordinator

Qrganizational CM Coordinator

Organizational Safety Manager

e Regional CM Coordinator

e Safety Specialist

Complete the following steps to manage (or coordinate) a review:
{1) From the inbox, select the work item.
(2) Click the “Actions” button.
(3) Select the “Manage Reviews” option.

f 3 wehoM - Mictosoit Tacemet Fxml

From the Manage Reviews page, you may view the status of all reviewers and perform actions for one
or more reviewers. Additionally, you may view the details of the case file including attachments and
the history log. s
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WebC@ Step-by-Step Instructions

work Thins Manage Reviews

S T . e Lssirses Tipteaes
R GEG Eight  Pending WA & (a5} 17:00:00
. 1,
ATO-p: (pT- 100 . - 11/21/2006  11/21/2006
R ORG Thirty-  Pending € = @9 12:60:00

Four

ATO-P: IPT- - o 01708/2007 0L/06/2007
oRGL Pending - N/A = o 12:00:00
ATO-P: IPT- : 01/06/2007 01/05/2007
ORGL Pending /A (1) 12:90:00

The Manage Reviews page lists all WebCM users distributed to for review. During review distribution, a
reviewer must be categorized as an “Organizational Review” or an “Individual Reviewer”. Each
reviewer then displays in their respective sections on the Manage Reviews page.

The “Review Type” column displays either the letter “R” or the letter “0” where “R” stands for
Required and “O” stands for Optional. Meaning that in addition to identifying a category for each
reviewer during distribution, a reviewer must be identified as a required or optional reviewer.

[n the “Organizational Reviews” section:

s The “Organization” column lists the organization that is assigned to review the work item.
Upon clicking the name of the organization, the Review Details page opens presenting the
details of the review being conducted by the organization (e.g., the organizational disposition
and sub-level reviewers).

e The “POC” column lists the point-of-contact for the organization conducting the sub-level
review.

In the “Individual Reviews” section:

e The “Reviewer” column lists the individual person that is assigned to review the work item.
Upon clicking the name of the reviewer, the Review Details page opens presenting the details
of the review being conducted by the individual (e.g., review disposition and comments).

« The “Organization” column lists the organization to which the individual reviewer belongs.

The “Status” column displays the specific status for each reviewer. The possible values are as follows:
Pending = the reviewer has not yet submitted comments

Responded = the reviewer has submitted comments

ROC = the comments have been assigned for resclution

Approve ROC = the original reviewer has been assigned to accept/reject the resolution

ROC Complete = the original reviewer has accepted the resolution of comments
Auto-Submitted = the review was auto-submitted before the comment cycle was complete

* o 9 * &
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WebCNQ Step-by-Step Instructions

T thanage Reviews

The “Disposition” column displays the position that each reviewer is taking regarding the work item.
The possible values are as follows:
e N/A = Not Applicable; “N/A” displays for a reviewer with the Status of “Pending”
C = Concur
NC = Non-Concur
CwC = Concur with Comment
NR = No Response; “NR” displays for a reviewer that was auto-submitted by the review
coordinator

The “Needs Resolution” column displays whether or not the reviewer has asked for their review
comments to be resolved. While the Status of the reviewer is “Pending” or “Auto-Submitted” the
checkbox remains read-only. Once the reviewer responds, if the reviewer does indeed want resolution,
upon receipt of their comments the “Needs Resolution” checkbox will be selected. However, the
review coordinator has the ability to override the selection while the Status of the reviewer is
“Responded”. The checkbox returns to being read-only for the Status of “ROC”, “Approve ROC”, and
“ROC Complete”.

The “Due Date” column displays the date chosen by the review coordinator during review distribution
for the reviewer to return their comments. A number shown in parenthesis and in red text denotes the
number of days the comments are late.

The “Status Date” column displays the date of which the last action was taken for that reviewer. For
example, if a reviewer responded yesterday, yesterday’s date displays as the Status Date. If the
review coordinator then sends the comments for resolution today, the “Status Date” column updates to
today’s date.

Once a reviewer submits their response, the “Include” column displays a selected checkbox. Only
review comments that are specifically marked to be included are available on the change package
forms. The review coordinate may include or exclude a reviewer’s comments at any time.

The “Actions” drop-down menu provides options for the reviewer coordinator to perform on one or
more reviewers. To invoke an action click the “Go” button. The available actions are as follows:

Add Reviewers
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Step-by-Step Instructions
fhanage Reviews

F o

ATORPHE B0 £ 30080

Add Reviewers for Must Evaluation Review

Enter Rewiew Due Date:

wontt [T Day DB vear 007 i Stenest. ]

i

teims Selected:

o L b

(1) Enter a Review Due Date: the due date assigned applies only to the new reviewers
being added.

{2) Additional individual/organizations can be selected to review the work item as long as
they have not already been selected. The new reviewers will be listed in their
respective sections (“Organizational Reviews” or “Individual Reviews”) on the Manage
Reviews page.

(3) Click the “Add Reviewers” button to immediately send a copy of the work item to the
selected users for review and return to the Manage Reviews page.

Alter Due Date

B webi M- Micrasof TntémeEExplore)

©ATOOPHER S IR S 38808

Add Reviewers for Must Evaluation Review

Enter Rewiew Due Date:

oot [T Day 8 vour 007 GLER Calensar )

Grganizations 1o Review

iLnsl Name _ﬂ Keyword: ;
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WebCM) Step-by-Step Instructions

T Manage Reviews

(1) Select the “Alter Due Date” checkbox for the reviewers of which you want to change
the review due date. Only reviewers with the Status of Pending, ROC, or Approve ROC
are available for selection.

(2) Enter a New Due Date.

(3) Click the “Done” button. The new due date displays in the “Due Date” column on the
Manage Reviews page.

Assign RGC

T AT AT RO 7R

Assign Reseiver of Comments

“Onty revi who i marked as needing resslution are avaitable for sclection.
Use Same ROC for all Resporses T~

[Lastheme 7§ xeywora: [£

ROC: [ipt Zero (ATO-P) ;

ﬁ.nStName :j Keyword: i~

Ipt, Thirty-Four (ATO-P) ROC: [PLZor0 (ATO-P), w3 (et )

(1) Select the “Needs Resolution™ checkbox for at least one responded reviewer.

(2) From the “Actions” menu, select the “Assign ROC” option and click the “Go” button.

(3) On the Assign Resolver of Comments page, you may select the “Use Same ROC for all
Responses” checkbox to send all review comments (marked as needing resolution) to
the same person for resolution. Otherwise, you must select a user separately for each
review comments.

(4) Click the “Done” button to immediately send the review comments for resolution and
return to the Manage Reviews page. This action cannot be reversed. For each review
comments sent for resolution, the “Status” column on the Manage Reviews page
updates to the value “ROC”.

Auto-Submit
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WebCND Step-by-Step Instructions

ko Manage Reviews

BT IR AE

Auto-Submit

*Ondy reviewsrs with the $tatus of Pending, ROC, or Approve ROC are svailabie for selection.

ATG-P1IPT- 01408/2007

R Int, Eighty Pending N7i Ko 01082007 r

CORG1

ATQ-P: 1PT- e1/08/2007

o " "
Ipt, Eighty-Six ORGH Pending N/t Ko 7082007 -y r

Only reviewers with the Status of Pending, ROC, or Approve ROC are available for
selection. Auto-submitting a reviewer will remove the work item from their Inbox. This
action cannaot be reversed. Once a reviewer is auto-submitted they will never be available
1o review the work item during the same review. Complete the following steps to auto-
submit one or maore reviewers:

(1) On the Auto-Submit page, select the “Auto-Submit” checkbox for the reviewer(s) that
no longer need to review the work item.

(2) Click the “Done” button to immediately remove the work item from their inbox and
return to the Manage Reviews page where the Status value is updated to “Auto-Submit”
and the Disposition value is updated to “NR”.

Cancel

Revision -
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Step-by-Step Instructions
Manage Reviews

STCIPRRT- T £ DR

Cancel Review

*Onty reviewers with the $tatus of Pending are aveilabls for selection.

ATO-R: IPT- 1172172006

R one Ipt, Eight Pending N/ No 1442972006 vy r

00:00

ATO-P: IPT- 01/0872007

R o Eighty o Pending N/A Ko LT vl o
y ATO-P: BT DUBIAIT
0 tot, Elghty-Ske (o Pending NFA No ooy o

Canceling a reviewer will remove the work item from their Inbox.
cancelled, the reviewer may be re-distributed to at any time via the “Add Reviewers”

action. Only reviewers with the Status of “Pending” are available for selection. Complete
the following steps to cancel cne or more reviewers:

If a reviewer is

(1) On the Cancel Review page, select the “Cancel” checkbox for the reviewer(s) you wish

(2) Click the “Done” button to remove the work item from the selected reviewer(s} and

Send Warning

R TROPINATSIBRE JIBRRE. T

Send Warning

“Only rexicwers with the Status of Peading, ROC, or Approve ROC are available for soloction.

R ATO-P T Bght  Pending N/A No Tzt RN o

Dite:
ATO-P: IPT- . 01408/2007
R Ipt, Eighty DRGT Panding NJA Mo 0140872007 10000
. . ATO-P: IPT. " 014682607
a Ipt, Eighty-Stx ORE1 Pending K/k N5 0170872007 2008 I

return to the Manage Reviews page where the reviewer(s) will no longer be listed.

Revision -
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Step-by-Step Instructions
#anage Reviews

Sending a warning to a reviewer will request the system to automatically send an e-mail
notification to the reviewer to remind them of the review and the review due date. Only
reviewers with the Status of Pending, ROC, or Approve ROC are available for selection.
Complete the following steps to send a warning to one or more reviewers:

(1) On the Send Warning page, select the “Send Warning” checkbox for the desired
reviewer(s).

(2) Click the “Done” button to immediately send an auto-generated e-mail notification
from the system and return to the Manage Reviews page. The reviewer(s) Status and
Disposition remain the same.

Organizational Reviewer

(B LB 87 & B WO

o

M)

Review Due Date: 010872007

Assigned By: Ipt, Seventy-Five (ATO-P: IPT-ORG1)
Assigned To: ATO-P: IPT-ORG1
Review Coordinatar: [pt, Seventy-Four [ATO-P: IPT-ORG1)

Actions; |SelectAcion.. ] 604

wie “Qrganizatio; e Date: & T
It Bifte: ATO-P: IPT- ; . g1 /0es2007 | D1/05/2007
& e Rl P:ﬂqu. L I @ preybetupips
Int, Fiftys ATO-P: TPT- ‘; . 01/09/2007 | D1/05/2007
R Teng ORG1 Pending: /A FE o] ©02:36:53

P

When receiving a work item as a point of contact for an organizational review, the Manage Reviews
page contains the following information:

Review Due Date - the due date assigned by the review coordinator upon
distribution to the organization

Assigned By - the name and organization that distributed for review

Assigned To - the ATO Affiliation/Organizational Code and the name of the
organization conducting the review

Review Coordinator - the name and organization currently coordinating the review.
Meaning that when the organization completes their review, submittal will return
the comments to the current review coordinator.

Enter Org Response

Entering a response for the organization conducting the review is required prior to submitting for
manager(s) approval. Complete the following steps to enter an organizational response:

Revision -
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WebCM Step-by-Step instructions

ok Manage Reviews

(1) On the Manage Reviews page, click the “Enter Org Response” button.

ATCOPHATIEET S 0LH0

Orgenizational Response ATO-P: IPT-ORG1
Dispositiont §Cnn:urw,‘n(:ummem -,]

Comments:

™ Reguires Resotrtion

= Does Not Require Resoltion

{2) On the Organizational Response page, select a Disposition.
{3} Enter Comments as applicable. If the Disposition is:
a. “Concur w/o Comment”, Comments are not required
b. “Concur w/ Comment”, Comments are required
c. “Non-Concur w/ Comment”, Comments are required
(4) Setect whether or not the comments need resolution.
(5) Attach one or more files to the work item via the “Attach” button.
(6) Click the “Done” button to save changes and return to the Manage Reviews page.

Review comments submitted by an organization will be viewed by the manager(s) for approval or
disapproval before the work item is further processed.

Revision -
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WebCM Step-by-Step Instructions
N Attach and View Files

You have the ability to attach any number of files to any work item as well as view any existing
attachments.

Complete steps {1) through (9) to attach and view files from the Inbox.
Complete steps (10) through (15) to view files from the read-only Case File/NCP/CCD view.

{1) From your Inbox, setect the work item.
(2) Click the "Attach” button.

ATOOS-CAOST-DRAFTEF-35  Dnce a Draft Cave File is deleted it cannot be

undone.
Priority: Mormal ~ Scope: National (L) ﬂ

ATODS-CAOST- 1001 A-ANEND 121470840973 Ongrate

“Niseir Gonsotes
| oggeti 1 as
kmfrign
Finbox tem: 3 [

"y

You will be presented with the Attach and View Files page where you can view all existing files and
attach additional files.

WOV

RO R PO

Attech and View Files

Attach a Mew Fila

Filke Path: |
File Description:

Thers are no files atlached to this item

*nly the sttaching user may remowe un sttached file.
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WebCl\fa Step-by-Step Instructions

e Attach and View Files

(3) Click the "Browse” butten to locate the file.

(4) Enter a File Description.

(5) Click the "Attach” button to attach the file to the work item and remain on the page to attach
additional files.

(6) Click the "Done” button to attach the file to the work item, save changes, and return to your
Inbox.

When returned to your Inbox, notice the “View Attachments” symbol displaying on the work item. This
symbaol will only appear if there are existing attachments on the work item.

{7) From the Inbox, to view existing attachments, click the "View Attachments” symbol.

R webl™M - Mool TnternetEnin

-DRAFTCF-35  Once 4 Draft Case File is dedeted it cannot be

undane.
Priority: Normel  Scope: National [emyetr ] ’

ATODS-AGST-1DMA-AMEND  11147004:0923 Originate
: Priority: Normal  Scope:locel  (WeLOwas) N

bogged in as
ermtres
: Ainbox et 1

[24:35 P4 £5T] Case File ATOGS-0AOS1- 10014-AMEND: Attached rhe fied.txt,

Note that you may also click the *Attach” button at any time to view all existing attachments.

/2] Attachrogntiis

Seleit Attachment to View

file3.txt Frega, Kristen (ATC- 12/14/2004 09:35:55 Fiie Description

.—%Si
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Step-by-Step instructions
Attach and View Files

(8) Click the file name to view the attachment(s).
{(9) Click the "Close” button to return to the Inbox.

To view attachments from the read-onty Case File/NCP/CCD view, complete the following steps:

{10) From the Inbox, select the Case File/NCP/CCD.

{11) Click the “View” button.

(12) Select the "Selected item” option. The read-only view of the Case File/NCP/CCD forms will
display.

{13) From the Read-Only View, click the "Attachments” button.

& & Web(M)

Tt Y
e %

Repofty  Serch  Prels

Gcommens 1L Y gy ) oy

CaseFite | tnbox
iCaseFiet =]
Case File

o

8, Case Fia Onginatar
Frega. Kisten

Date

7. supplomersal Changa Innimon

0_ Ovigsator's Drgan Fanian 12, Tedaphone Number
ORG-5M01 314445055

1. Case Fic Iition Date
12142004

Read Only View =
CASE FILEMAS CHANGE PROPOSAL rage 1012
PAENGE TYRR O BAINT NEATLY
T. Casa Fik FRRBar 2. FOR e Fla Raoswed Date HEP Gaushon Dot TICP Niabar
| |ATOOS-CACST-1001A-AMEND o™
E
3. Scope of Change 4. Raazen For Change -
frlocal T Haticnat [+ Sataty [Techaical Upgrade 1 Sysmames Imerface
Test I Requimibonts Crange. |~ Disign Eror I~ Parts Unavailabiiey
] I Baseine [~ Cthar .
| JE oy 6 Jost Tieaton of Tane Cribcal/lirgant Prioaey 7. Sapplernontal Change Forth
[ RCRECE riEs EA
TFMosmat
~Tana-Citical 7a. Supptemarcas Change
T Urgert e

b4

The list of attachments will open in a pop-up window for your viewing,.

(14) Click the file name to view the attachment.
(15) Click the “Close” button to return to the Read Only View of the Case File/NCP/CCD forms.
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Step-by-Step instructions
Approve/Disapprove

To approve a work item for further processing or to disapprove a work item and either return it to a
previous step in the workflow or close it, you must complete the “Approve/Disapprove” action. To so,
complete the following steps:

{1) From your Inbox, select the work item.
(2) Click the "Actions” button.
(3) Select the “Approve/Disapprove” option.

Mictosalt Inbermet ki

7 Weht™

12112004.10:09
Priority: Mormal  Scupe: hational 1Dk (relzis 1
" {ATOGT A0S DRAFTCR 7 12127004.05:11 prmnery
Priority: Hormal  Scope: hational  (REEDRW

e JATOOT GRS 100

i_?m:-lm’a ».;

A IEE pERP
“JC reate fanual History |
Moty Caise FileMNCP and
Workshests
[ wtthoena Case Fiin

bagged i s
i2

rinb vterms:

L

On the Approve or Disapprove page, you are required to select a Disposition. If you are disapproving
the work item, Comments are required. Comments are optional for approval. You are also required to
enter your E-Signature.

g@
d

- ¥
o e 7
Smarch Prefs PR

ACDIONS fmhga

A PR R SERET

. /% Done
Approve of Dapprove

[spasition: ¢ approve ¢ Disapprove
Commentsz

E-Stgnature; i
Note: Phapprare will return the Case File 1o the originator.
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WebCM} Step-by-Step instructions

s e Approve/Disapprove

{(4) Select a “Disposition™.

(5) Enter "Comments” if applicable.

{6) Enter your "E-Signature”.

(7) Click the “Done” button to save changes and return to your Inbox.

(8) From the Inbox, click the “Submit” button to forward the work item for further processing.

Revision -
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More Info

Topics:
e How to use More Info — puts item on
“hold”, must mark response as “Read”
e Use for draft review

e Use to send informational review
comments to originator

o Use when multiple comments elevated
for ROC

Documents:
e Request More Info
e Respond to a More Info Request
e View a More Info Request Response
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WebCNb Step-by-Step instructions

ik o Reguest More info

You have the ability to direct a request for more information regarding a particular work item to one or
more users. To do so, complete the following steps:

(1) From your Inbox, select the work item.
(2) Click the "More info” button.
(3) Select the "Request More info” option.

Priority; Normal  Scope: Natlonal [umeni )
ATO0S-CAQST-IDNA-AMEND 111420040923
Prioeity: Normal  Scope; Local  (EEEDE)

Logged in a5
lorfreen
Hisbax items: 2

A Wbt - MicrasoR Tnternet Bpiorer.

Mereinle | imbox

i Perding Renugsts 1 dlew Rspanses | View et Swating (obr Basporss. TSR eR0s 1 meE

Bequest More Info

!LastName _‘3 Kaywaord: iE=
Chense From List:

e

Information to Request:

P

(4) On the Request More Info page, select at least one user in which you need additional
information.
{5) Enter the Information to Request.
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WebCM) Step-by-Step Instructions
e Reguest More Info

{6) Click the “Done” button to save changes and process the request. Each selected user will
receive an e-mail to notify him or her of the request. You will be presented with the list of all
pending requests you have for the selected work item.

(7) Click the "Inbox” tab to return to your Inbox.

Revision A
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WebCM Step-by-Step instructions

sk i Respond to a More Info Request

When a user requests additionat information from you regarding a particular work item you will receive
an e-mail to notify you of the request. Additionally, in your Inhox, there will be a "More Info” tab to

indicate the request. Complete the following steps to provide your response to the more information
request from ancther user:

{1) From your Inbox, click the "More Info” tab.

Sl
i
oo e o
bon | MRS
Stop Title: Hone._ %/ j
Yaurinbax has no tems '
i
o

The Items Awaiting Your Response page lists all requests made to you

. If needed, you may click the ID
link to view the work item to which the request applies.

(2) Click the "Respond” butten.

m%; iy e . \f’v}b{\fl}
i -

items Awalting Your Response
Eregn, Kristen [ATO-S) &

. ATH 1o VI AR NI Please provide adit... 12/14/2004 %
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WebCM) Step-by-Step Instructions

ki Respond to a More Info Request

The Respond to More Info Request page displays the details of the request including the information
needed and the requesting user. If you need to return to the ltems Awaiting Your Response page, click
the "View ltems Awaiting Your Response™ link.

Hore ke inhox

[t frems Faaiting Your Beabor

Respond te More Info Reguest

Case File,

Respomc:

To provide more information:

(3) Enter a detailed Response.

{(4) Click the *Done” button to save changes.
if you had only one request, clicking the “"Done” button will return you to your Inbox.
If you have additional requests, clicking the “Done” button will return you to the Items
Awaiting Your Response page.

After responding, the request will no longer display and the system will send an e-mail to the
requesting user to notify him/her of the response.
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WebCI\/b Step-by-Step Instructions

View a More Info Reguest Response

ek B,

Once you have received a response to your request for more information, you will receive an e-mail to
notify you of the response. Additionally, the work item will be marked with the “View Response to
More Info Request” symbol. Complete the following steps to view the response to your request for

more information:

(1) From your Inbox, click the *View Response to More Info Request” symbol.

Gnce a Draft Cuse File b deleted it cannot be

[
Priveity: Normal  Scope: Nationel  (GueEDHae)

ATOOS-CAREI-1001A-ANEND  12142004:0923
Privrity: Normal  Scope: Locsl  (GSRkDefale)

g

Bttt i ot | iese peding Rty 1 ale kit fuliing Toue Respottre {1 i

View Responses

hos, Eight AT00S 0T AMEND Dlease provide sddit... 1201472004
fos, One ATOBS-eAGST- TN A-AAERD Pleass provide addit... 127147204 %@m
————— - )

{2) Click the "Response™ button for the desired user.

The Response to More Info Request page displays the details of the response provided.
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WebCND Step-by-Step Instructions

sk e View a More Info Request Response

Response {o More info Request

Requesting User: Frega, Xristen {3T0-5)
Information Requested: Please provide additional information regarding this
Case File.
e :

+ has, One (AT
Reaponse Date: 1201472004
Ropwues resporse 3.

dack e as Read r‘%

(3) To acknowledge the response and then be allowed to submit the work item for further
processing, you must select the “Mark Item as Read” checkbox and then click the "Done”

button to save changes. To leave the response unread, just click the “"Done” button to return
to the View Responses page.

Also note, that from your Inbox, you may also view the response by selecting the work item, clicking
the "More Info” button and selecting the “View Responses™ option.

deleted it cannnd ha

undone.
Priority: Hormal  So0pa; National  GGERTRGE) &

ATOUS-CAQSTABHAAMED 12 M A92]
Princity: Normat

R

Scapa: Local
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User Maintenance

Topics:
e Personnel controls
o New accounts
o Reactivating accounts

o Retiring accounts
o Security privilege modification

e WebCM User Access Form — box 1
e Roles by User report

Documents:

o Web Configuration Management
(WEBCM) Rules of Behavior

e WebCM User Access Form
e Reports

Prepared by SETA-II September 2007




WebCM Information System Security Plan

APPENDIX A

Federal Aviation
y Administration

Web Configuration Management
(WEBCM)

Rules of Behavior

May 31, 2007
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WebCM Information System Security Plan

Rules of behavior are rules by which all FAA Personnel must abide
when accessing WebCM

They clearly delineate the responsibility and behavior expected of all individuals accessing the
system. The rules also state consequences of behavior inconsistent with the rules, or actual non-
compliance. Adherence to the guidelines protects the user and the FAA from Viruses, and
Unauthorized personnel attempting to the infiltrate the FAA’s network system. Failure to
comply with these Rules of Behavior could result in disciplinary action against the non-compliant
user and have adverse consequences to the FAA as a whole.

Policies and Procedures

The rules are not to be used in place of existing policy, rather they are intended to enhance and
further define the specific rules each user must follow when accessing WebCM. The rules are
consistent with the policy and procedures described in the

Following directives:

e Public Law 100-2335, “Computer Security Act of 1987”

Office of Management and Budget (OMB) Circular A-130, “Management of Federal
Information Resources,” Appendix I1I, “Security of Federal Automated Information
Resources” updated in 1996

FAA Order 1600.1D, “Personnel Security Program”

FAA Order 1600.6, “Physical Security Management Program”

FAA Order 1600.66, “Telecommunications and Information Systems Security Policy”
FAA Order 1370.82, “Information systems Security Program”

FAA Order 1370.92, “Password and Pin Management”

FAA Order 1370.81A, “Electronic Mail”

FAA Order 1370.79A, “Internet Use Policy”

* & & & & & @
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WebCM Information System Security Plan

Comply With Your Access Privileges
Access to WebCM is given to you by the CM administrator and approved by ATO CM.

® & & & & & B B & 5 8 9 »

Access to specific functions and data within WebCM is on a need-to-know basis.
All those who are contractor support for the FAA requesting access to WebCM must
Have an approved FAA 85P.

Limiting user access only to data and system functions they need to do their job is
Called least privilege access.

Only the system and network administrators have global access to WebCM data,
Functions, and to the raw data files.

If your responsibilities change and you and your manager determine that the

nature of your access to WebCM should change, you must notify the WebCM system
administrator and ATO CM through the mechanism built for submitting requests for
New accounts or updating existing accounts.

Attempts to access any part of WebCM to which you have not been granted access,
Could cause result in loss your WebCM access entirely.




WebCM Information System Security Plan

Follow Approved Password Procedures
Access to WebCM is password protected.

Your password must be:
o at least eight characters long
o acombination of alphanumeric and special characters, including @#$%*!.
You must change your password at least every 180 days.
You cannot use the same or a recently used password when you change your password
within the last five change cycles.
When choosing a password:
avoid using your name, birth date, social security number, or any string of characters that
could be associated with you personally (e.g., a hobby).
You should also avoid words commonly found in the dictionary.
Special characters should not be used in an obvious fashion, e.g., “thru&thru™. Ideally, your
password should appear as a random string of characters.

Do Not Disclose Your Password To Anyone!

Regardless of reason, do not share your password with anyone.

Sharing your password with another person allows that person to utilize WebCM using
your User Name.

You are responsible and held accountable for all transactions associated with your User
Name.

If you believe your password has been compromised, inform the WebCM Help Desk or
ATO CM and change your password immediately.

Memorize Your Password

Do not write your password or User Name on anything (i.e. a Rolodex); they can be easily
found and used.

Any documentation containing your initial logon password should be shredded and
discarded.

Don’t assume that you have a “secret” place to keep written passwords; it’s not.

If you forget your password, either use the "Forgot Password?" functionality from the
WebCM Communications Portal or call the WebCM Help Desk.

If your password is compromised, tell your CM administrator immediately and change your
password. Tell the administrator the circumstances under which the password was
compromised. This will help you and the administrator prevent the compromise from
happening again and may prevent damage to WebCM.

A4



WebCM Information System Security Plan

Never Leave WebCM Active On An Unattended Workstation

When you leave your workstation, no matter how briefly, logoff the system or lock it.
This prevents unauthorized access both to WebCM and any data on your machine.
Logging off will also clear memory in your workstation, and drop connections to the
WebCM LAN that could be compromised.

Consider installing a screen saver with password access

set to no more than five minutes.

Participate In Required Security Training

These rules of behavior serve as the initial orientation about information systems security
and the LAN. The Office of Information Security (AIS) sponsors the Security Awareness
Virtual Initiative (SAVI), a web-based tool that resides on the FAA Intranet. Users can
download and complete the awareness activities on their workstations or via an Internet
browser. All federal employees and contractors on an annual basis must complete this
training.

Such courses will keep you up to date about new threats to FAA data, or changes to FAA
systems such as WebCM that have been implemented to protect FAA data and networks,
and about which you should be familiar to properly do your job.

Failure to attend refresher training may cause you to lose access to WebCM.

Behave In A Manner That Justifies Trust And Confidence

Although WebCM does not contain classified data, you must still exercise the proper
precautions with this information to ensure the continual safe and efficient operations of the
NAS.

Casually downloading information from the internet to your computer is strongly cautioned
against. This kind of activity could:

Cause your workstation configuration to become unstable; and

Introduce viruses, Trojans, and other hacker tools.

Behavior that compromises NAS data integrity, security, or availability will result in the
loss of access to WebCM.

Understand our Individual Security Responsibilities

You should be familiar with, and practice, these rules of behavior.

You should know who to report actual or suspected violations to, and what constitutes
suspicious activity.

You should also know how to keep up to date with FAA security directives and WebCM
security implementations.
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WebCM Information System Security Plan

Do Not Connect Any Unauthorized Piece Of Hardware To The
Workstation Used To Access WebCM

Doing so may enable unauthorized access to WebCM (e.g., through a modem).

Scan all disks or CDs with Anti-virus software before inserting into your Workstation
Disks or CDs from unidentified sources may be infected with a virus that could be
transmitted to the FAA Network. If you do not have Anti-virus software on your machine,
contact your LAN administrator.

Protect WebCM Data

You are responsible for any WebCM data you print, transmit, or record.

Do not leave printed WebCM data available for pickup. Print it and retrieve it quickly, or at
least make sure it is printed in an access-controlled room and is protected from
unauthorized disclosure.

Information left unattended in your office should be locked in a desk drawer, or your office
that is kept locked.

If the report is being delivered or sent to another person, make sure it is wrapped in such a
way that information will not be lost or disclosed.

Other forms of data transmission (e.g., tapes and removable drives) must also be
safeguarded. Mark any such removable devices as “For Office Use Only.”

Do not leave it out where it could be stolen

Do Not Provide WebCM Data To Unidentified People Over The
Phone

People may try to gain unauthorized access to the WebCM system or data by posing as
security officials or FAA employees. They may even pretend to know you by mentioning
your name.

Remember, though—your name is easy to find through phone books, from passersby, or
from stolen e-mail lists. Just because somebody calls you by name over the phone does not
mean they really DO know you and should be given access to WebCM data.

Don’t be intimidated by somebody you do not recognize, or threatened by some form of
punishment because “I’'m too busy and I want it now!”

Ask a caller you do not recognize for their full name, position, office, and phone number,
and tell them that you will get back to them shortly. Then verify their identify and access
authorization.

Do not discuss WebCM data or the WebCM security rules with anyone but authorized
WebCM users



WebCM Information System Security Plan

Report Incidents

As a trusted user of WebCM it is your responsibility to report anything unusual
to the WebCMAdministrator through the WebCM Help Desk at

o 1-866-66WEBCM.
When you believe there has been an attempt to break into WebCM or any suspicious
activity like unauthorized access to WebCM, please report the incident to the
WebCMAdministrator through the WebCM Help Desk at

o 1-866-66WEBCM.
Make note of when and where the possible incident occurred. And keep note of the
location, and be prepared to describe how you detected the incident.
Computer Security Incident Response (CSIRC) contact info: 1-866-580-1852 or e-mail 9-
AWA-CSIRC@faa.gov
FAA IT Service Center contact info: 1-202-385-8020 or e-mail 3-AWA-ATOA-IT-

HelpDesk(@faa.gov

WebCM Security Certification and Authorization Package (SCAP)
Personnel Controls

For an FAA employee or contractor to participate in the NAS configuration management,
the user will require access to the WebCM system. The required procedures for maintaining
user accounts must comply with security requirements.

The following describes the processes by which a user will obtain a WebCM account and
the user account management process.

This process provides for the following WebCM user account options:

New Account

Reactivate Account (inactive account)

Retired Account

Re-certification of Accounts Requiring CM Administration Privileges
Security Privileges Modification
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New Account:

1.

The preferred mechanism to obtain access to WebCM is for the user to complete an on-line
request form available on the WebCM Communications Portal, hitp://webcm.faa.gov.
Clicking "Request Access to WebCM" will provide the user with an electronic form to
complete and submit into an electronic workflow process.

The appropriate FAA Management electronically approves and forwards the request form via
the workflow to the appropriate CM Coordinator/Lead for that organization who will complete
the user account setup and configuration.

Once the WebCM user account has been configured, the user will be notified via e-mail and
provided with their temporary password.

If for any reason the electronic process cannot be utilized, the WebCM Help Desk should be
contacted at 1-866-66WEBCM.

If a user’s organization does not exist in WebCM, then the user must request access using the
WebCM User Access Form, which is available via the WebCM web page,
http://webcm.faa.gov.

The user submits the form to FAA Management for approval and then forwards the approved
form to the appropriate CM Admimstrator.

If the user does not have a CM Administrator, then the FAA Management request should be
forwarded to the WebCM Help Desk at FAX # 315.414.9856 or http://webcm.faa.gov.
Upon creation of the account, an e-mail notification will be sent to the requesting user,
applicable FAA Manager, and to ATO CM for auditing purposes.

The WebCM User Access Form will be archived to provide an audit trail for ATO CM.

Reactivate Account (inactive account)

If a user’s WebCM account has been previously deactivated and the user wishes to have the
account reactivated, then the user must request reactivation using the WebCM User Access Form,
which is available via the WebCM Communications Portal, http://webem.faa.gov.

The user submits the form to FAA Management for approval and then forwards the approved
form to the appropriate CM Administrator.

If the user does not have a CM Administrator, then the FAA Management request should be
forwarded to the WebCM Help Desk at FAX # 315.414.9856 or http://webcm.faa.gov.

Upon reactivation of the account, an e-mail notification will be sent to the requesting user,
applicable FAA Manager, and to ATO CM for auditing purposes.

The WebCM User Access Form will be archived to provide an audit trail for ATO CM.
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Retire Account

When a user retires or no longer requires access to WebCM, FAA Management will initiate
a change request, via the WebCM User Access Form, to the appropriate CM Administrator
for that organization.
Also, WebCM reports are run biannually and identify users who have not logged into
WebCM in a year. The CM Administrator contacts the user and the user’s supervisor via e-
mail regarding status.
If the user has retired or no longer requires access to WebCM, a CM Administrator will:

o Verify that the user’s inbox is empty;

o If the WebCM inbox contains Case file/NCP/CCDs, investigate and reassign

o the work to the appropriate personnel; and

o Submit a change request to the user’s supervisor for account change approval.
The CM Administrator will deactivate the user account. The CM Administrator will
provide a copy of the completed change request to FAA Management and ATO CM for
auditing purposes.
In the absence of a CM Administrator, the FAA Management will forward the request form
to the WebCM Help Desk. The WebCM Help Desk will deactivate the user account and
will forward the completed change request to FAA Management and ATO CM for auditing

purposes.
The change request will be archived and provide a user account audit trail.

Re-certification of accounts requiring CM Administration privileges

ATO CM requires yearly account re-certification of users having WebCM CM
Administrator privileges.

ATO CM will notify FAA Management of each user and request recertification approval.
FAA Management will reconfirm certification to ATO CM.

Or, FAA Management will initiate either the security privilege modification or retire
account process.

A-9
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Security Privilege Modification

If a user’s WebCM account requires changes to the security privileges, then the user

must request modification using the WebCM User Access Form, which is available via the
WebCM Communications Portal, hitp://webcm.faa.gov.

Note that a user may not be assigned WebCM CM Administration security privileges
without first attending an ATO CM approved training course.

The user submits the form to FAA Management for approval and then forwards the

approved form to the WebCM Help Desk at FAX # 315.414.9856 or hitp://webcm.faa.gov.

Upon modification of the security privileges of the account, an e-mail notification will be
sent to the requesting user, applicable FAA Manager, and to ATO CM for auditing

purposes.
The WebCM User Access Form will be archived to provide an audit trail for ATO CM.

A-10




WebCM User Access Form

e  To obtain access to WebCM, the users will complete a request form via the ATO-W WebCM web page (http://acm.faa.gov/webem/) and
forward to their FAA Management.

e FAA Management approves, signs, and forwards to the appropriate CM Administrator.

e The CM Administrator will activate the user account and e-mail, under separate cover, the user’s login password and e-signature password
to the user. The CM Administrator will then forward the completed action to ATO CM for auditing purposes and copy the requesting FAA
Management.

e  Ifthe user does not have a CM Administrator or if they have not been through WebCM training, then the FAA Management request will be
forwarded to the CM Automation Help Desk at FAX # 202-548-5501 or http://acm.faa.gov/cmautomation.

e  The CM Automation Help Desk will contact ATO-W, Winfred Battle, for approval of user accounts.

e  Upon creating an account, notification e-mail will be sent to the new user, the FAA Manager, and ATO CM for auditing purposes.

e  The WebCM User Access Form will be archived and provide an audit trail for ATO CM.

1. CheckOne: (1 New [ Reactivate [ Retre [ Re-certify O Modify

(See Instructions on Page 2) O FaA Applicant O contractor Applicant

Applicant Identification [ Current WebCM User Name
2. Name 3. FAA Routing Symbol (e.g. AJW-27)

4. Org. Name 5. Title

6. Telephone No. ( ) (Ext.) 7. E-mail

8. Mailing Address and Room No.

Signature Date

Contract Information (Required if applicant is not an FAA employee)

10. Contract Number 11. Contract Name

12. Company 13. Contract Expiration Date

FAA Organization Manager's signature — Please sign on line number 16.

Access Request and Authorization

14. WebCM

] webcM Admin. [ Regional Admin. 1 IPT Admin. [ A0S Admin. [ cM Admin. [ Generaluser [ Training

15.
CM Administrator Date

| certify and approve this applicant's request. In accordance with OMB Circular A-130, the Applicant has been instructed not to misuse government ADP
resources, to protect the confidentiality of log-in/sign-on passwords, and to report compromises of such passwords. | agree to ensure effective implementation
and application of the provisions outlined in OMB Circular A-130 and to immediately notify the FAA PM Systems Coordinator if the applicant's employment
status changes or if the employee has no further need for the items requested above.

Authorization To Expend Resources:

16. Name Date
(Print) (Signature)

17. Routing Symbol 18. Telephone No. Area Code ( )

To Be Completed by ATO-W CM Headquarters

19. Winfred Battle
FAA Coordinator Date

ATO-W CM1001-050107




New, Reactivate, Retire, Re-certify,

Modify and Current WebCM User
Name

FAA or Contractor Applicant
Name

FAA Routing Symbol

Org. Name

Title

Telephone No.

E-mail

Mailing Address/Room No.
Signature and Date
Contract Number

Contract Name

Company

Contract Expiration Date

WebCM

CM Administrator
Name

Routing Symbol

Telephone No.

Instructions

Check appropriate box New, Reactivate, Retire, Re-certify, and Modify. If request for

Reactivate, Retire, Re-certify, or Modify, Enter Current WebCM User Name
Check appropriate box for FAA Applicant or Contractor Applicant

Applicant's printed name

Applicant’'s FAA routing symbol (contractors must supply organization they are supporting)

Applicant’s organization name

Applicant’s job title

Applicant's area code and phone number

Applicant's work e-mail address

Applicant's mailing address including room number

Applicant's signature and date signed

FAA contract no. (not required if applicant is FAA)

FAA contract name or acronym (not required if applicant is FAA)

Name of company (not required if applicant is FAA)

Date current contract expires (not required if applicant is FAA)

Enter required level of access for applicant (AOS Admin, General User, etc.)
Check corresponding box if Training required

A signature of authorization and date is required from the CM Administrator upon
completion of user setup.

Printed name and signature of FAA Manager and date signed
Routing Symbol of FAA Manager

Telephone area code and number of FAA Manager

To Be Completed by ATO-W CM Headquarters

FAA ATO-W CM Representative

FAA ATO-W CM Representative and date received
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WebCl\@ Step-by-Step Instructions
:‘ Reports

work M.

There are a number of pre-configured reports that are ready for you to run at your convenience. To
generate a report, complete the following steps:

(1) From the Navigation Bar, click the “Reports” button.

Your inbox has ng items

:':';

The Reports Navigation Form contains all reports available to you.

[T webn - Micrasolt TatermerERal

feports Havigation Form

=)
CCDs atfecting selected Configuration [ms
Must Evaluators who heva notresponded sortiad by Must Eveluator
ust Evaluators whe have notrespanded soned by NOP
NCPs affecting selected Configuration tems i
NCPs/CCDs Issuad between a selected ime
Open NCPs grouped by [FT or Service Team
Pending NCPs Status Feport
Unsigned NCPs Reviewed ata CCR

Selact the report fo view: [Zase File Status Report

(2) Select a report.
(3} Click the "Done” button.

Revision -
Page 1 of 1
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Help Desk Ticket

Topics:

e When do I create a help desk ticket?

e How do I create an enhancement
request?

o What happened to problem reports?
e Tracking help desk tickets and problem

reports

Documents:

Prepared by SETA-II

September 2007
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Creating a Help Desk Ticket

1. Select Create a Help Desk Ticket from the WebCM home page

3 WebCM Portal - Microsoft Internet Explorer, |Z||E|P5__(|
File Edit ‘ew Favorites Tools Help Links ¢ Notes @] webcM & Help Desk  &] TCs & FAacM &) Customize Links Al
eBack - J \ﬂ @ ;j /_J Search ‘f;'\'( Favatites e} J - :\’ .J_".l - _J ﬁ ﬁ
Address |éj http:f fwebcrn.Faa, govhwebCMPortalfindes. jsp hd | 1]

Web(fliig‘

1t Home 3t

1 Welcome to WebCM WebCM Login

User Mame: |ddunlap

it Using WebCM 1t

#wWhat is webCTM?
i Request Access to WebCM

E # WwebCM Events Calendar In support p d:
o] = webCM News Room of the L assward:
V] ¥ Key Contacts agency- Case File -
E i webCM Rules of Behavior wide rollout | 8 ce 4“09'"
: of WebCM .
- I am | Orbginate Change Mew User?
' |+ Support Central 2 pleased to | T = = Forgot Password?
| # Ask the Expert welcome
| s Fags you to the 1 WebCM System Status
i | # Kkey Help Desk Info Agency's preen ; -
| st wiew Problem Reports official Online - Operating Mormally
E it Wiew Help Deslk Ticke webCM e Lo
: Comrnunicati| Ci, b
Partal - e A ey — i ¥irtual Learning Center 3t
your - tirmedi
o = official T e == # Multimedia Demaos
it User Forums i1 WebCM # Self-Study Presentations

it Step-by-Step Instructions
# Quick Reference Guides
1 Warkflaw Diagrams

# On-line Training

# Using WebCM information source.
it Tips & Techniques
i Feature Requests Realizing that as we introduce our new modernized Configuration
Managernent approach, it is imperative that we support you, our
customer, in the most effective way possible. As such, we have
designed this site to be highly interactive complete with rich

valuable content and related support services.

it Hot Links 1t

i Request Access to WebCMm
# Multimedia Demaos

1 Self-Study Presentations
it Step-by-Step Instructions
1 Quick Reference Guides

it Access Request Status

Qur goal is for your user experience to be rewarding and
satisfying. whether seeking answers to a question, delving deep
inta our Virtual Learning Center, utilizing all facets of Support
Central, sharing ideas in the User Forums, or just plain "looking
around", the goal is the same - you are satisfied.

Please let us know how we are doing and if there is anything else

@ javascript: void(0) ® Internet

2. User Authentication
2.1.  Enter WebCM user name and password.
2.2.  Press Submit.

Prepared by SETA-II September 2007




2 https:/iwebcm.amc.faa.gov - R... E|E|E|

In order to process your request we need to
validate that you are a walid WebZM user.

WebCM User Narme and Password belaw,

WebCM User Name: |ddunlap

Authentication Required

Please enter your

Password: [essssses

Submit

Prepared by SETA-II

E-mail Address: Automatically populated. Note, you cannot submit a help

Message/Problem Description: Describe in detail the problem you are
having or the enhancement that you are recommending for WebCM

Work Item ID: The case file, NCP, or CCD number of the work item that
User’s Inbox (username): The WebCM user name that is having the

problem (required). Recommend using “N/A” for enhancement requests.
Repeatable?: Select Yes if you can identify the steps to reproduce the

:EI O 8 Internet
3. Complete Help Desk Ticket Form
3.1
desk ticket with multiple e-mail addresses.
3.2.  Subject: Brief description of issue (required).
3.3.
(required).
3.4.
you are having a problem with in WebCM (optional).
3.5.
3.6.
problem in WebCM (optional).
3.7.

Steps to Repeat: If Yes selected for Repeatable, enter the steps taken to
reproduce the problem.

September 2007
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<A https:/fwebcm.amc.faa.gov - E-mail WebCM Help Desk - Microsoft Internet Explorer

E-mail webGCM Help Desk

Process Step Problem Occurred At: | gne Selected- ¢

Flease provide as much detail as possible when describing the problem that you are encountering.
This will facilitate the investigation of the issue and any actions that may be required.

WebCM ¥Yersion: 3.5-b19-20061120
Date: 9/7/2007
Mame: Denise Dunlap
Organization: ATO-W: Enterprise Configuration Mgt
Phone Number: 202-548-5524

E-mail Address: |denise.dunlap@baesystems. com

Subject: [Example Help Desk Ticket

MessagefPr_iJh!em Describe in detail the problem or enhancemwent _!
Description:
request.

Work Item ID: |[NEF' or caze file number)

User's Inbox {username): |ddunlap

Repeatable? ves [~ Mo [~
Steps to Repeat: l

Problem Area: P R b m_ao_ ﬂ

@'] Daone

Q Inkternet

3.8.

3.9.

3.10.

3.11.

3.12.

3.13.

Process Step Problem Occurred At: Select the workflow step where the
problem occurred or for the enhancement request (optional if Problem Area
used).

Problem Area (if not at a specific Process Step): Enter general category of
problem if not applicable to a specific workflow step (optional if Process Step
selected).

Suggested Priority: Select the recommended priority:

3.10.1. 1 - High: Critical, No Work-around Available

3.10.2. 2 —Medium: Work-around Available, Intermittent

3.10.3. 3 —Low: Minor, Work-around Available with Little or No Impact
(default)

3.10.4. 4 —Feature Request, Enhancement

File Path: Use the Browse button to attach additional documentation, if
desired (optional). Can only attach one document.

File Description: Enter description of attached document (only required if
document attached).

Press Done when all required fields are completed to submit the help desk
ticket to Promergent. You will receive an automated e-mail confirmation in
approximately 10 minutes. If you do not receive the automated e-mail,
contact Promergent at 866-66-WEBCM to verify that the help desk ticket was
received.

Prepared by SETA-II September 2007
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<A https:/fwebcm.amc.faa.gov - E-mail WebCM Help Desk - Microsoft Internet Explorer

Work Item ID: [[NCP or case file number]

User's Inbox {username): |ddunlap

Repeatable? ves ~ HNo [~

Steps to Repeat:

Process Step Problem Occurred At: | [CF-2.200 HE CMO Review

o

Problem Area:

{if not at a specific Process Step} |

(i.e. Reassignment, Agendas...)

Suggested Priority: | 3. | ow: Minor Work-around Available with Litte or Mo Impact |+

- Medium: “work-around Available, [ntern

. Enhancement

1 - High: Critical, Mo work-around Available

mithent
h Little or Mo

File Path:

| Browse...

File Description:

Done Cancel

* Use this form to attach a file to your Help Desk Ticket, Please put multiple files into a zip file attachment.

@ Daone

0 Inkternet

Prepared by SETA-II

September 2007
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Workflow Diagrams

Topics:
e Five primary workflows
o Workflow legend

e Decoding workflow step numbers
o Workflow step prefix numbers
o Review workflow suffix numbers

Documents:

e WebCM Workflow Diagrams
e WebCM Case File/NCP/CCD Workflow

Prepared by SETA-II September 2007
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[Ref: WebCM Case File/NCP/CCD Workflow {Revision M - 12/05/2006)]

WebChM Workflow Diagrams

Workflow Legend

The “Workflow Legend” of the WebCM Case File/NCP/CCD Workflow Charts provides the textual definition of the
basic flowchart shapes illustrating the path of a Case File/NCP/CCD undergoing processing via the WebCM

application.

This symbol represents a decision or switching type of function made manualty by the
WebCM user.

Automated Decision
This symbol represents a decision or switching type of function made only by the WebCM
system.

Process
This symbol represents any kind of processing function encompassing a series of workflow
steps.

Individual Step
This symbol represents a specific workflow step.

Outgoing Off-Page Reference
This symbol indicates a cross-reference to another page of the flow chart.

Incoming Off-Page Reference
This symbol indicates a cross-reference from another page of the flow chart.

On-Page Reference
This symbol indicates a cross-reference within the same page of the flow chart.

Terminator
This symbol indicates the end of the workflow.

Revision -
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WebCI\/D WebCM Workflow Diagrams

skllon.  [Refl WebCM Case File/NCP/CCD Workflow (Revision M - 12/05/2006)]

A. Regional Workflow

Chart “A. Regional Workflow” of the WebCM Case File/NCP/CCD Workflow Charts itlustrates the high-level path of
which a Case File/NCP/CCD of regicnal origin follows.

The regional path begins with the process of Case File Origination (1.0).

A.1 - Regional Organization Supervisor Approval
Immediately following the process of origination, the user must forward the Case File to the supervisor of the
arganization of which the Case File is originated against. This organization is indicated in block 1, Case File
Number, on page one of FAA form 1800-2. Meaning, submittal from the Case File origination workflow step to
workflow step A.1 sends the Case File to the organization supervisor of the organization selected in block 1 of FAA
form 1800-2.
« D-A.1a - Withdraw
o Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o If the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
s D-A.1b - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the regional path for further processing.
e D-A.1c - SRM Process: Upon approval at decision step D-A.1b, the system automatically detects if the
organization originated against is configured to participate in the SRM process.
o If the organization is not, the item forwards to workflow step A.2 only.
o If the organization is, the item forwards to both workflow step A.2 and for Safety Review (20.0).

A.2 - Facility/SMO Review Needed
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the
item. All active CM Coordinators of the region associated to the organization originated against are available for
selection.
e D-A.2a - Facility/SMO Review: The key purpose of this workflow step is for the user to decide to send the
item for Facility/SMO Review (2.0) or for Regional Review (4.0).
o Sending the item for Facility/SMO Review allows the item to undergo a Regional Review
immediately afterwards.
o Sending the item directly for Regional Review skips the Facility/SMO Review, however, the CM
Coordinator who initially receives the item for Regional Review can override this decision; thus,
send it back for Facility/SMO Review.

D-A.1d - Safety Risk
The system presents routing options based on the final disposition of the safety review.
s The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review (8.0) or for A.4 - Waiver to Installation Siting Criteria.
+ If the outcome of the safety review for the proposed change is that of no safety risk, the system then
routes the Case File based on Cl ownership as illustrated in decision step D-A.2d.

D-A.2b - Distributed Review
The routing options available depend on the feedback received during the Regional Review.
« |f the regional review coordinator distributed for review and received a response from one or more
reviewers, the only routing option following completion of the Regional Review is to determine if the Case
File needs to undergo the inter-Regional Review.

Revision -
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skl [Ref: WebCM Case File/NCP/CCD Workflow {Revision M — 12/65/2006}]

« If the regional review coordinator distributed for review but did not receive a response from at least one
reviewer, the system determines the path based on the safety risk level as illustrated in decision step D-
A2c. -

D-A.2c - Safety Risk
The system presents routing options based on the final disposition of the safety review.
« The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review (8.0) or for A.4 - Waiver to Installation Siting Criteria.
e . If the outcome of the safety review for the proposed change is that of no safety risk, the system then
routes the Case File based on Cl ownership as illustrated in decision step D-A.2d.

D-A.2d - Regional Cl Only
The system presents routing options based on Cl association.

e If the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form 1800-2) is
regional only, the routing options presented to the user is to the Regional Control Desk Evaluation Path or
to the National Control Desk Evaluation Path.

s If the Cl originated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0), for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

A.3 - Inter-Regional Review Needed
Upen submittal to this workflow step, the user must choose one CM Coordinator at the regional tevel to receive the

item. All active CM Coordinators of the region associated to the organization originated against are available for
selection.
e D-A.3a - Safety Risk
o The system presents the user with two routing options when the outcome of the safely review
for the proposed change is of low, medium, or high safety risk level. The user has the option to
send the Case File for Prescreen Review (8.0} or for A.4 - Waiver to Installation Siting Criteria.
o If the outcome of the safety review for the proposed change is that of no safety risk, the system
then routes the Case File based on Cl ownership as illustrated in decision step D-A.3b.
¢ D-A.3b - Regional Cl Gnly
o If the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form
1800-2) is regional only, the routing options presented to the user is to the Regional Control Desk
Evaluation Path or to National Control Desk Evaluation Path or for Inter-Regional Review {6.0).
¢ If the Cl originated against is not regional only, the system presents the user with the following
four routing options: Inter-Regional Review (6.0), Prescreen Review (8.0}, A.4 - Waiver to
Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

D-A.3c - Regional Cl Only
Upon completion of the Inter-Regional Review, the system presents routing options based on Cl ownership.

s If the Ci originated against (indicated in block 1, Case File Number, on page one of FAA form 1800-2) is
regional only, the routing options presenited to the user is to the Regional Control Desk Evaluation Path or
to the National Controt Desk Evaluation Path.

e If the { ariginated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0), for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

A.4 - Waiver to instaltation/Siting Criteria
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the
item. All active CM Coordinators of the region associated to the organization originated against are available for

Revision -
Page 3 of 14

PREOMERAGENMT



WebCND WebCM Workflow Diagrams
: \__wi{{ﬁim [Ref: WebCM Case File/NCP/CCD Workflow {Revision M ~ 12/5/2006}]

selection. There are no required actions at this workflow step. The only available routing optieon is to send the
Case File along the National Control Desk Evaluation Path.

A. Regional Control Desk Evaluation Path

Continuing the Case File along the regional path sends the Case File/NCP/CCD from Regional Control Desk
Evaluation (10.1) through the process of Prepare and Conduct CCB (13.0) followed by CCD Distribution and
Implementation {16.0} and through to cltosure.

A. National Control Desk Evaluation Path
The National Control Desk Evaluation path begins with the process of National Control Desk Evaluation (10.0).

e If the final disposition of the Prescreen Review is “New Reguirement”, upon entering the process of
National Control Desk Evaluation process, the user has the option to challenge closure of the Case File.
Challenging closure of a new requirement returns the Case File for Prescreen Review.

The only routing option upon completion and approval during National Control Desk Evaluation is for Must
Evaluation Review (11.0).

e Upon initially entering the NCP into Must Evaluation Review, the user has the option of returning the NCP
for National Control Desk Evaluation.

Immediately following Must Evaluation Review, the NCP is forwarded through the processes of Prepare and
Conduct CCB (13.0) followed by CCD Distribution and Implementation (16.0) and through to closure.
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B. HQ/IPT Workflow

Chart “B. HQ/IPT Workflow” of the WebCM Case Fite/NCP/CCD Workflow Charts illustrates the high-level path of
which a Case File/NCP/CCD of HQ/IPT origin follows.

The HQ/IPT path begins with the process of Case File Origination (1.0).

B.1 - HQ/IPT Organization Supervisor Approval
Immediately following the process of origination, the user must forward the Case File to the supervisor of the
organization of which the Case File is originated against. This organization is indicated in block 1, Case File
Number, on page one of FAA form 1800-2. Meaning, submittal from the Case File origination workflow step to
workflow step B.1 sends the Case File to the organization supervisor of the organization selected in block 1 of FAA
form 1800-2.
e D-B.1a- Withdraw
o Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o If the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
« D-B.1b - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the HQ/IPT path for further processing.
« D-B.1c - SRM Process: Upon approval at decision step D-B.1b, the system automatically detects if the
organization originated against is configured to participate in the SRM process.
o If the organization is not, the item forwards to workflow step B.2 only.
o If the organization is, the item forwards to both workflow step B.2 and for Safety Review {20.0}.

B.2 - HO CMO Review
Upon submittal to this workflow step, the user must choose one CM Lead at the IPT level to receive the item. All
active CM Leads of the IPT associated to the organization originated against are available for selection.
s D-B.2a - Send for Rework
o Sending the item for rework will return the item to the originator at workflow step B.3 - Rewark
Case File.
o If the user does not choose to send the item for rework, they must withdraw, disapprove, or
approve the item.
s D-B.2b - Withdraw
o  Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o If the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
s D-B.2c - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the HQ/IPT path for further processing.
* D-B.2d - Prescreen Review
o If the item is sent for Prescreen Review, the item forwards to process of the Prescreen Review
(8.0},

B.3 - Rework Case File
Upon receiving the work item for rework, the user has the option to provide rework comments or withdraw the
item.
» D-B.3a - Withdraw
o Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
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o If the user does not choose to withdraw the Case File, they must enter rework comments and
return the item to the IPT CM Lead at workflow step B.2 - HQ CMO Review.

National Control Desk Evaluation Path
Continuing the Case File along the national path sends the Case File/NCP/CCD from Prescreen Review (8.0}
through to the process of National Control Desk Evaluation (10.0}.

« If the final disposition of the Prescreen Review is “New Requirement”, upon entering the process of
National Control Desk Evaluation process, the user has the option to challenge closure of the Case Fite.
Challenging closure of a new requirement returns the Case File for Prescreen Review.

The only routing option upon completion and approval during National Control Desk Evaluation is for Must
Evaluation Review (11.0}).

«  Upon initially entering the NCP into Must Evaluation Review, the user has the option of returning the NCP

for Nationat Control Desk Evaluation.
immediately following Must Evaluation Review, the NCP is forwarded through the processes of Prepare and
Conduct CCB (13.0} followed by CCD Distribution and Implementation (16.0) and through to closure.
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C. Field/Site Workflow

Chart “C. Field/Site Workflow” of the WebCM Case File/NCP/CCD Workflow Charts illustrates the high-level path
of which a Case File/NCP/CCD of field/site origin fotlows.

The field/site path begins with the process of Case File Origination (1.0).

C.1 - Regional Organization Supervisor Approval
Immediately following the process of origination, the user must forward the Case File to the supervisor of the

organization of which the Case File is originated against. This organization is indicated in block 1, Case File
Number, on page one of FAA form 1800-2. Meaning, submittal from the Case File origination workflow step to
workflow step C.1 sends the Case File to the organization supervisor of the organization selected in block 1 of FAA
form 1800-2.
» D-C.1a - Withdraw
o  Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o If the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
s D-C.1b - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the field/site path for further processing.
e D-C.1c - SRM Process: Upon approval at decision step D-C.1b, the system automatically detects if the
organization originated against is configured to participate in the SRM process.
o  If the organization is not, the item forwards to workflow step C.2 only.
o If the organization is, the item forwards to both workflow step C.2 and for Safety Review (20.0).

C.2 - Facility/SMO Review Needed
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the
item. All active CM Coordinators of the region associated to the organization originated against are available for
selection.
«  D-C.2a - Facility/SMO Review: The key purpose of this workflow step is for the user to decide to send the
item for Facility/SMO Review {2.0) or for Regional Review (4.0).
o Sending the item for Facility/SMO Review allows the item to undergo a Regional Review
immediately afterwards.
o Sending the item directly for Regional Review skips the Facility/SMO Review, however, the CM
Coordinator who initially receives the item for Regional Review can override this decision; thus,
send it back for Facility/SMO Review.

D-C.1d - Safety Risk
The system presents routing options based on the final disposition of the safety review.
e The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review {8.0) or for C.4 - Waiver to Installation Siting Criteria.
» If the outcome of the safety review for the propesed change is that of no safety risk, the system then
routes the Case File based on CI ownership as itlustrated in decision step D-C.2d.

D-C.2b - Distributed Review
The routing options avaitable depend on the feedback received during the Regional Review.
« If the regional review coordinator distributed for review and received a response from one or more
reviewers, the only routing option following completion of the Regional Review is to determine if the Case
File needs to undergo the inter-Regional Review.
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o If the regional review coordinator distributed for review but did not receive a response from at least one
reviewer, the system determines the path based on the safety risk level as illustrated in decision step D-
C.2c.

D-C.2¢ - Safety Risk
The system presents routing options based on the final disposition of the safety review.
+ The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review (8.0) or for C.4 - Waiver to Installation Siting Criteria.
e If the outcome of the safety review for the proposed change is that of no safety risk, the system then
routes the Case File based on Cl ownership as illustrated in decision step D-C.2d.

D-C.2d - Regional Cl Only
The system presents routing options based on Cl association.

« If the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form 1800-2}) is
regionat only, the routing options presented to the user is to the Regional Control Desk Evaluation Path or
to the National Control Desk Evaluation Path.

e If the Cl originated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0), for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

€.3 - Inter-Regional Review Needed
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the

item. All active CM Coordinators of the region associated to the organization originated against are available for
selection.
» D-C.3a- Safety Risk
¢ The system presents the user with two routing options when the outcome of the safety review
for the proposed change is of low, medium, or high safety risk level. The user has the option to
send the Case File for Prescreen Review (8.0} or for C.4 - Waiver to Installation Siting Criteria.
o If the outcome of the safety review for the proposed change is that of no safety risk, the system
then routes the Case File based on Cl ownership as illustrated in decision step D-C.3b.
e D-D.3b - Regional CI Only
o If the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form
1800-2) is regional only, the routing options presented to the user is to the Regional Control Desk
Evaluation Path or to National Control Desk Evaluation Path or for Inter-Regional Review (6.0).
o If the C! originated against is not regional only, the system presents the user with the following
four routing options: Inter-Regional Review (6.0), Prescreen Review (8.0), A.4 - Waiver to
Installation Siting Criteria, or to the Regional Controt Desk Evaluation Path.

D-D.3c - Regional Cl Only
Upon completion of the Inter-Regional Review, the system presents routing options based on Cl ownership.

« If the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form 1800-2}) is
regional only, the routing options presented to the user is to the Regional Control Desk Evaluation Path or
to the National Control Desk Evaluation Path.

e If the Cl originated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0}, for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

C.4 - Waiver to Installation/Siting Criteria
Upon submittal ta this workflow step, the user must choose one CM Coordinator at the regional level to receive the
jtem. All active CM Coordinators of the region associated to the organization originated against are available for
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selection. There are no required actions at this workflow step. The only available routing option is to send the
Case File along the National Control Desk Evaluation Path.

C. Regional Control Desk Evaluation Path

Continuing the Case File along the regional path sends the Case File/NCP/CCD from Regional Control Desk
Evaluation (10.1) through the process of Prepare and Conduct CCB (13.0) followed by CCD Distribution and
Implementation (16.0) and through to closure.

C. National Control Desk Evaluation Path
The National Control Desk Evaluation path begins with the process of National Control Desk Evaluation (10.0).

o If the final disposition of the Prescreen Review is “New Requirement”, upon entering the process of
National Control Desk Evaluation process, the user has the option to challenge closure of the Case File.
Challenging closure of a new requirement returns the Case File for Prescreen Review.

The only routing option upon completion and approval during National Control Desk Evaluation is for Must
Evaluation Review (11.0).

»  Upon initiatly entering the NCP into Must Evaluation Review, the user has the option of returning the NCP
for National Control Desk Evaluation.

Immediately following Must Evaluation Review, the NCP is forwarded through the processes of Prepare and
Conduct CCB (13.0) followed by CCD Distribution and Implementation (16.0) and through to closure.
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D. SMO Workflow

Chart “D. SMO Workflow” of the WebCM Case File/NCP/CCD Workflow Charts illustrates the high-level path of
which a Case File/NCP/CCD of SMO origin follows.

The SMO path begins with the process of Case File Origination (1.0}.

D.1 - Regional Organization Supervisor Approval
Immediately following the process of origination, the user must forward the Case File to the supervisor of the

organization of which the Case File is originated against. This organization is indicated in block 1, Case File
Number, on page one of FAA form 1800-2. Meaning, submittal from the Case File origination workflow step to
workflow step D.1 sends the Case File to the organization supervisor of the organization setected in block 1 of FAA
form 1800-2.
s D-D.1a- Withdraw
o Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o if the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
« D-D.1b - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the SMO path for further processing.
e D-D.1c- SRM Process: Upon approval at decision step D-D.1b, the system automatically detects if the
organization originated against is configured to participate in the SRM process.
¢ If the organization is not, the item forwards to workflow step D.Z only.
o If the organization is, the item forwards to both workflow step D.2 and for Safety Review (20.0).

D.2 - Facility/SMO Review Needed
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the
item. ALl active CM Coordinators of the region associated to the organization originated against are available for
selection.
s D-D.2a - Facility/SMO Review: The key purpose of this workflow step is for the user to decide to send the
item for Facility/SMO Review (2.0} or for Regional Review (4.0).
o Sending the item for Facility/SMO Review allows the item to undergo a Regional Review
immediately afterwards.
o Sending the item directly for Regional Review skips the Facility/SMO Review, however, the CM
Coordinator who initially receives the item for Regional Review can override this decision; thus,
send it back for Facility/SMO Review.

D-D.1d - Safety Risk
The systern presents routing aptions based on the final disposition of the safety review.
e  The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review (8.0) or for D.4 - Waiver to Installation Siting Criteria.
» If the outcome of the safety review for the proposed change is that of no safety risk, the system then
routes the Case File based on Cl ownership as illustrated in decision step D-D.2d.

D-D.2b - Distributed Review
The routing options available depend on the feedback received during the Regional Review.
« if the regional review coordinator distributed for review and received a response from one or more
reviewers, the only routing option following completion of the Regional Review is to determine if the Case
File needs to undergo the Inter-Regional Review.
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o If the regional review coordinator distributed for review but did not receive a response from at least one
reviewer, the system determines the path based on the safety risk level as illustrated in decision step D-
D.2c.

D-D.2c - Safety Risk
The system presents routing options based on the final disposition of the safety review.
e  The system presents the user with two routing options when the outcome of the safety review for the
proposed change is of low, medium, or high safety risk level. The user has the option to send the Case
File for Prescreen Review {8.0) or for D.4 - Waiver to Installation Siting Criteria.
« If the outcome of the safety review for the proposed change is that of no safety risk, the system then
routes the Case File based on € ownership as illustrated in decision step D-D.2d.

D-D.2d - Regional Cl Only
The system presents routing options based on Cl association.

e [f the Cl originated against (indicated in block 1, Case File Number, on page one of FAA form 1800-2} is
regional only, the routing options presented to the user is to the Regional Control Desk Evaluation Path or
to the National Control Desk Evaluation Path.

« If the Cl originated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0), for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

D.3 - Inter-Regional Review Needed
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the

jtem. All active CM Coordinators of the region associated to the organization originated against are available for
selection.
e D-D.3a- Safety Risk
o The system presents the user with two routing options when the outcome of the safety review
for the proposed change is of low, medium, or high safety risk level. The user has the option to
send the Case File for Prescreen Review (8.0) or for D.4 - Waiver to Installation Siting Criteria.
o If the outcome of the safety review for the proposed change is that of no safety risk, the system
then routes the Case File based on Cl ownership as itlustrated in decision step D-D.3b.
e D-D.3b - Regional Cl Only
o If the Cl originated against {indicated in block 1, Case File Number, on page one of FAA form
1800-2) is regional only, the routing options presented to the user is to the Regional Control Desk
Evaluation Path or to National Control Desk Evaluation Path or for Inter-Regional Review (6.0).
o If the Cl originated against is not regicnal only, the system presents the user with the following
four routing options: Inter-Regional Review (6.0}, Prescreen Review (8.0}, A.4 - Waiver to
Installation Siting Criteria, or to the Regional Controt Desk Evaluation Path.

D-D.3c - Regional Cl Only
Upon completion of the Inter-Regional Review, the system presents routing options based on Cl ownership.

» If the (1 originated against {indicated in block 1, Case File Number, on page one of FAA form 1800-2) is
regional only, the routing options presented to the user is to the Regional Control Desk Evaluation Path or
to the National Control Desk Evaluation Path.

« If the Cl originated against is not regional only, the system presents the user with three, mutually
exclusive, routing options. The user may send the case file for Prescreen Review (8.0), for A.4 - Waiver
to Installation Siting Criteria, or to the Regional Control Desk Evaluation Path.

D.4 - Waiver tg Installation/Siting Criteria
Upon submittal to this workflow step, the user must choose one CM Coordinator at the regional level to receive the
item. All active CM Coordinators of the region associated to the organization originated against are available for
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selection, There are no required actions at this workflow step. The only available routing option is to send the
Case File along the National Control Desk Evaluation Path.

D. Regional Control Desk Evaluation Path
Continuing the Case File along the regional path sends the Case File/NCP/CCD from Regional Control Desk

Evaluatian (10.1) through the process of Prepare and Conduct CCB {13.0) followed by CCD Distribution and
Implementation {16.0) and through to closure.

D. National Control Desk Evaluation Path
The National Control Desk Evaluation path begins with the process of National Control Desk Evaluation (10.0}.

e If the final disposition of the Prescreen Review is “New Requirement”, upon entering the process of
National Control Desk Evaluation process, the user has the option to challenge closure of the Case File.
Challenging closure of a new requirement returns the Case File for Prescreen Review.

The only routing option upon completion and approval during National Control Desk Evaluation is for Must
Evaluation Review (11.0).

e Upon initially entering the NCP into Must Evaluation Review, the user has the option of returning the NCP

for National Control Desk Evaluation. '
immediately following Must Evaluation Review, the NCP is forwarded through the processes of Prepare and
Conduct CCB (13.0) followed by CCD Distribution and Implementation (16.0) and through to closure.
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E. AOS Workfiow

Chart “E. AOS Workflow” of the WebCM Case File/NCP/CCD Workflow Charts illustrates the high-level path of
which a Case File/NCP/CCD of AOS origin follows.

The AOS path begins with the process of Case File Origination (1.0) immediately followed by the process of the
AQS Peer Review (14.0}.

E.1 - AOS Organization Supervisor Approval
Immediately following the AQS Peer Review process, the user must forward the case file to the supervisor of the
organization of which the Case File is originated against. This organization is indicated in block 1, Case File
Number, on page one of FAA form 1800-2. Meaning, submittal from the Case File origination workflow step to
workflow step A.1 sends the Case File to the organization supervisor of the organization selected in block 1 of FAA
form 1800-2.
« D-E.1a - Withdraw
o  Withdrawing removes the item from all inboxes and ends processing. A withdrawn item remains
available for viewing by all WebCM users.
o If the user does not choose to withdraw the Case File, they must either approve or disapprove
the Case File before continuing.
e D-E.1b - Approve
o Upon disapproval, the item returns to the originator for modification.
o Upon approval, the item continues along the regional path for further processing.
»  D-E.1c - SRM Process: Upon approval at decision step D-E.1b, the system automatically detects if the
organization originated against is configured to participate in the SRM process.
o If the organization is not, the item forwards to warkflow step E.2 only.
o If the organization is, the item forwards to both workflow step £.2 and for Safety Review (20.0).

E.2 - AOS CM Coordinator Review
Upon submittal to this workflow step, the user must choose one ADS CM Coordinator to receive the item. All
active AOS CM Coordinators for the arganization of which the Case File is originated against are available for
selection.
* D-E.2 - Send for Rework
o Sending the item for rework will send the item to the selected user at workflow step E.3 -
Rework Case File.
o If the user does not choose to send the item for rework, the item continues along the AOS path
for further processing.

E.3 - Rework Case File
Upon receiving the work item for rework, the user must pravide rework comments and return the item to the AOS
CM Coordinator at warkflow step E.Z - AOS CM Coordinator Review.

National Control Desk Evaluation Path
Continuing the Case File along the national path sends the Case File/NCP/CCD from AOS CM Coordinator Review
through to the process of National Control Desk Evaluation (10.0). The only routing option upon completion and
approval during National Control Desk Evaluation is for Must Evaluation Review {11.0).

¢ Upon initially entering the NCP into Must Evatuation Review, the user has the option of returning the NCP

for National Control Desk Evaluation.

Immediately following Must Evaluation Review, the NCP is forwarded through the processes of Prepare and
Conduct CCB (13.0} followed by CCD Distribution and Implementation (16.0) and through to closure.
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F. Agenda Workflow

Chart “F. Agenda Workflow” of the WebCM Case File/NCP/CCD Workflow Charts illustrates the high-level path of
which an agenda follows.

F.1 - Agenda Origination
The CCB CM Lead or the Board Secretariat is responsible for creating an electronic agenda for the desired work

item(s) for their CCB. Once complete, the agenda work item displays in the inbox of the creator with the option
to further process the agenda or cancel.
s D-F.1-Cancel
o Canceling the work item will remove all work items associated to the agenda and end the
workflow for the agenda.
o Choosing not to cancel the agenda will submit the agenda for further processing at workflow step
F.2 - Notify Attendees.

F.2 - Notify Attendees
Upon submittal to this workflow step, the user must choose the Board Secretariat of the associated CCB to receive
the work item. The Board Secretariat has the option to further process the agenda or cancel.
« D-F.2-Cancel
o Canceling the work item will remove all work items associated to the agenda and end the
workflow for the agenda.
o Choosing not to cancel the agenda requires the Board Secretariat to notify the attendee(s)
before atlowing submittal to workflow step F.3 - Prepare for CCB Meeting for further processing.

F.3 - Prepare for CCB Meeting .
Upon submittal to this workflow step, the user must choose the CCB CM Lead or Board Secretariat of the

associated CCB to receive the work item. This workflow step altows for planning of the CCB meeting. Items can
be removed from or added to and re-ordered on the agenda. Once the planning phase is complete, the agenda
must be submitted to workflow step F-4 - CCB Meeting for further processing. Upon submittal from this workflow
step, the system automatically submits NCPs included on the agenda for formal adjudication from workflow step
13.1, Draft CCD Actions, to 13.2, Adjudicate. ’

F.4 - CCB Meeting
During or after the CCB meeting, the Board Secretariat or the CCB CM Lead may enter comments pertaining to the

meeting and the associated work items. Upon submittal from this workflow step the agenda is closed.
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