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2009 AIO Business Plan

The Federal Aviation Administration (FAA) is responsible
for providing a safe and efficient national aviation system.
Within the FAA, the Assistant Administrator for Information
Services and Chief Information Officer (AIO) has the
primary responsibility to formulate agency information
technology (IT) policy and strategy, to protect agency IT
assets from cyber-attacks, to ensure alignment between IT
investment and agency business needs, and provide
certain enterprise-wide shared services.

Information is critical to the operation and mission of the
FAA. IT drives the creation, processing, and delivery of that
information in every major agency business process.
Agency spending on IT accounts for approximately $2.5
billion annually, the largest cost item after salaries and
benefits. The FAA Flight Plan recognizes both the cost
and criticality of IT in the Safety, International Leadership,
and Organizational Excellence Goals.

Developed in concert with the agency's Chief Information
Officer (CIO) Council and Information Systems Security
Managers (ISSMs), AlO's fiscal year (FY) 09 Business Plan
directly supports these agency goals. AlO will work with
the Council and ISSMs throughout FY 09 to meet these
targets as budgets become final. The objectives,
initiatives, and performance targets identified herein, which
are to be accomplished by September 30, 2009 unless
otherwise noted, reflect not only those of AlO, but also
include many IT efforts planned by the various lines of
business (LOBs) and staff offices (SOs). lItis the
combination of actions taken by all LOBs and SOs to
improve IT cost and performance that enables increased
safety, organizational excellence, and international
leadership.

Increased Safety

Core Business Measure:
Information Sharing.

Provide for information sharing measured against best
practices in government and private industry.
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Core Business Function:

Information Exchange.
Work with other federal agencies and the international
community to develop an FAA framework for
information architecture.
Core Activity: Promote Information
Sharing in Support of Data-driven

Safety Programs.
Work with other federal agencies and the
international community to develop standards for
information sharing, including the federal mandates
and requirements currently underway for the
sharing of terrorism information.
Activity Target 1:
Support the JPDO NetCentric work group and the
NextGen Review Board in establishing effective
migration path for net-enabled information
exchange. Make final revisions to the Information
Management and Exchange (IMEX) Strategy and
incorporate IMEX strategy into the NextGen
Implementation plan. Due September 30, 2009

International Leadership

The FAA's drive for excellence requires that it broaden its
international network of partnerships with civil aviation
authorities around the world to promote and enhance
safety.

A more detailed description of the supporting initiatives,
activities and activity targets follows.

Core Business Measure:
Establish a Cooperative
Agreement with a Foreign Air
Traffic Authority.

Establish one cooperative agreement with a foreign air
traffic authority by September 30, 2009.

Core Business Function: Establish a
Cooperative Agreement with a
Foreign Air Traffic Authority.

Establish a Cooperative Agreement with a Foreign Air
Traffic Authority.
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Core Activity: Establish a Cooperative
Agreement with the Canadian Air

Navigation Services Corporation.

Establish a Cooperative Agreement with the

Canadian Air Navigation Services Corporation.
Activity Target 1:
Establish a cooperative or similar agreement with
the Canadian Air Navigation Services
Corporation (NavCanada) which provides
exchange information related to the adaptation of
Air Traffic Control (ATC) Systems via the NAS
Adaptation Services Environment (NASE) in
order to insure efficient ATC automation
operations. Due September 30, 2009

Core Activity: Build Standard
Vocabularies to Support International

Information Exchange.

Work with key international partners such as
EUROCONTROL and International Civil Aviation
Organization (ICAO) to develop standards for
exchanging information, developing common
vocabulary and taxonomies.

Activity Target 1:
Incorporate next AIXM release into the FAA Data

Registry. Submit new standards set to FAA Data
Governance Board (FDGB) for approval. Due
September 30, 2009

Activity Target 2:

Incorporate next release of Commercial Aviation
Safety Team (CAST) ICAO Common Taxonomy
Team (CICTT) for Aviation safety taxonomies and
standards. Submit new standards sets to the
FDGB for approval. Due September 30, 2009

Core Activity: Single Source for NAS

Automation Adaptation Data.

Without the NASE, there would be no continuity and
interoperability of adaptation data. As prescribed by
the NASE Statement of Work (SOW), maintenance
of NASE Web Portal, portal enhancements/fixes,
portal development work, acquire F&E funding from
ATO to match Ops funding.

Activity Target 1:
Deploy at least one update to the NASE

application. Due September 30, 2009

Activity Target 2:

Implement ERAM enhancements to eliminate the
use of Jeppesen adaptation. Due September 30,
2009

Activity Target 3:

Implement enhancements to the delivery of
ASDE-X surveillance data for ASIAS. Due
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September 30, 2009

Organizational Excellence

The FAA's drive for excellence requires that IT be
delivered securely and cost effectively while meeting the
agency's diverse business requirements. The Office of the
CIO (AIO) has the lead for the following Flight Plan
performance target supporting the goal of Organizational
Excellence:

-- Achieve zero cyber security events that disable or
significantly degrade FAA services.

In addition to supporting several other Flight Plan
performance targets, AlO identified its core business
function under the agency's Organizational Excellence
goal to make IT a strategic enabler for the agency,
providing secure and efficient capability to store and
exchange the agency's critical information, and
maintaining 'green’ on E-Government initiatives in the
President's Management Agenda scorecard. The core
business measure will require the development of agency-
wide metrics that track contribution to business value as
well as IT unit costs, and maintaining 'green’ on the E-
Government initiatives of the President's Management
Agenda.

A more detailed description of the supporting initiatives,
activities and activity targets follows.

Flight Plan Target: Leadership
and Accountability

(Objective) Make the organization more effective with
stronger leadership, a results-oriented, high
performance workforce, and a culture of accountability.

Strategic Initiative: Conflict

Management
Undertake a timely and effective corporate approach
to conflict management.

(LEAD is Center for Early Dispute Resolution - CEDR)
Strategic Activity: AIO Conflict

Management Training & Support
Increase employee awareness of CEDR services by
attendance at CEDR briefings, participation in
conflict management training, and use of CEDR
services as needed.
Activity Target 1:
Provide data analysis, web portal, and other
support to CEDR as requested. Due September
30, 2009
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Activity Target 2:

Identify what has been done to encourage
employee and manager attendance at semi-
annual Center briefings or other participation in
conflict management training. Due March 30,
2009

Activity Target 3:

Identify what has been done to encourage
employee and manager attendance at semi-
annual Center briefings or other participation in
conflict management training. Due September 30,
2009

Strategic Initiative: Organizational

Excellence Action Plans
Develop and implement Corporate and LOB/SO
Organizational Excellence Action Plans that address
employee feedback and engagement, and improve
organizational effectiveness, accountability and
performance.

Strategic Activity: AIO Organizational

Excellence Plan

Development and implementation LOB/SO
Organizational Excellence (OE) Action Plans that
address employee feedback and engagement, and
improve organizational effectiveness, accountability
and performance.

Activity Target 1:
LOB/SOs will meet with AHR on guidance for

action plans. Due December 30, 2008

Activity Target 2:

LOB/SOs will identify and implement methods
(e.g., results from surveys, focus groups,
interviews, meetings, etc.) that will be used to
solicit employee feedback for organizational
improvement. Due March 30, 2009

Activity Target 3:

LOB/SOs will develop Organizational Excellence
(OE) Action Plans that address their employees'
feedback, input, issues and concerns that were
identified by employee feedback methods. Due
June 30, 2009

Activity Target 4:

LOB/SOs will communicate the results of their
analyses of employee feedback and their
resulting OE Action Plan to their workforce and
implement their plan. Due September 30, 2009

Strategic Initiative: Leadership

Development

Each LOB/SO will track and report quarterly on their
compliance with corporate leadership development
policies and initiatives.
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Strategic Activity: AIO Leadership

Development Compliance
Each FAA organization will track and report
guarterly in pbviews on their compliance with
leadership development policies and initiatives in
the areas of mandatory probationary manager
training, probationary manager certification,
Continuing Management Education, and steps
taken to improve compliance rates.
Activity Target 1:
Report quarterly the percentage of probationary
managers who completed mandatory training
(FMC-1, FMC-2, and FMC-3) due during the
previous quarter within prescribed timeframes
and steps taken to improve or sustain compliance
rates. Due September 30, 2009

Activity Target 2:

Report quarterly the percentage of probationary
managers completing their probation period
during the previous quarter who were formally
certified and steps taken to improve or sustain
compliance rates. Due September 30, 2009
Activity Target 3:

Report quarterly if the requirements for
Continuing Management Education (CME) for
incumbent managers are fully met within AlO. If
not fully met, report on the steps taken to meet
the requirements. Due September 30, 2009

Strategic Initiative: Harassment,
Reprisal, and Retaliation Free
Workplace

Each FAA organization will track and report quarterly
on LOB/SO actions to foster a workplace free of
harassment, reprisal, and retaliation.

Strategic Activity: AIO Harassment- and

Retaliation-Free Workplace Training
Each FAA organization will track and report
quarterly in pbviews on their compliance with this
initiative in terms of the numbers of people trained.

Activity Target 1:

Report quarterly the number of new managers
who have completed mandatory training (FMC-1)
during the previous quarter. Due September 30,
2009

Activity Target 2:

Report quarterly the number of managers who
have completed eLMS course #FAA30200134
(Accountability Board Training for FAA
Managers) during the previous quarter. Due
September 30, 2009
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Activity Target 3:

Report quarterly the number of employees who
have completed in-person training sessions
provided by the Accountability Board or by
Accountability Board Human Resources Points of
Contact during the previous quarter. (Ref. eLMS
Course #05012, or # as assigned, Other
Accountability Board Training.) Due September
30, 2009

Activity Target 4:

Report quarterly the number of employees who
have completed any other training sessions on
workplace harassment or reprisal during the
previous quarter. Due September 30, 2009

Strategic Initiative: New Hires with
Targeted Disabilities

Each FAA organization will track and report quarterly
on actions taken in support of the Secretary of
Transportation's fiscal year goal that 3 percent of all
new hires are individuals with targeted (severe)
disabilities.

Strategic Activity: AIO actions in support

of DOT FY goal that 3% of all new hires

are individuals with targeted disabilities
AIO will track and report monthly on actions taken
to support the Secretary of Transportation's fiscal
year goal that 3 percent of all new hires are
individuals with targeted (severe) disabilities.
Activity Target 1:
AIO will provide to ACR a standard monthly
report outlining actions taken to increase their
workforce percentage of individuals with targeted
disabilities. Due September 30, 2009

Flight Plan Target: Cost Control

Organizations throughout the agency will continue to
implement cost efficiency initiatives such as:

10-15 percent savings for strategic sourcing for selected
products and services;

By the end of FY 2009, reduce leased space for
Automated Flight Service Stations from approximately
510,000 square feet to approximately 150,000 square
feet;

Annual reduction of $15 million in Information
Technology operating costs;

By FY 2010, reduce overhead costs 5-10 percent
through automation of invoice processing. FY 2009
Target: 90% of targeted savings

Strategic Initiative: Productivity and
Financial Metrics
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Each FAA organization will develop, track, and report
quarterly on a comprehensive measure of its
operating efficiency or financial performance. These
measures will include: Cost per flight controlled,
Research, Engineering, and Development (RE&D)
Management Staff Efficiency Measure, Grant
Administration Efficiency Measure, Direct labor costs
of certification of foreign and domestic repair stations,
Direct labor costs of surveillance of foreign and
domestic repair stations.

Strategic Activity: AlO Efficiency

Measure: Cost per CSMC Cyber Event

Alert per Month
AIO is tracking the costs for processing CSMC
cyber event alerts (incidents and findings) in relation
to overall CSMC program costs. The effect is to
ensure that the processing of alerts is balanced
between cost benefits and not reducing the quality
to process each alert.
Activity Target 1:
AIO will measure and report on a quarterly basis
the direct and indirect costs of the CSMC (FTE
[includes benefits] and contractor support)
divided by the # of alerts (incidents + findings)
per month. Costs for alerts will be maintained at
1% - 5% of overall CSMC program costs. Due
January 31, 2009
Activity Target 2:
AIO will measure and report on a quarterly basis
the direct and indirect costs of the CSMC (FTE
[includes benefits] and contractor support)
divided by the # of alerts (incidents + findings)
per month. Costs for alerts will be maintained at
1% - 5% of overall CSMC program costs. Due
April 30, 2009
Activity Target 3:
AIO will measure and report on a quarterly basis
the direct and indirect costs of the CSMC (FTE
[includes benefits] and contractor support)
divided by the # of alerts (incidents + findings)
per month. Costs for alerts will be maintained at
1% - 5% of overall CSMC program costs. Due
July 31, 2009

Strategic Initiative: Reduce
Information Technology Operating

Costs
Achieve an annual reduction of $15 million in
Information Technology operating costs.

Fiscal Year 2009 AIO Business Plan



Strategic Activity: AIO Management of IT Activity Target 4:

Savings. Second rollout to provide 6 of the original sites
Manage IT as a corporate strategic resource with a second set of equipment. One meeting per
subject to the rigors of planning, budgeting and month per site (11 net sites) for 8 months in
accounting, including establishing IT portfolios, FY09. Due September 30, 2009

enterprise wide IT asset management, and a set of Strategic Activity: AIO SAVES IT

strategies to increase productivity and reduce costs. L.
Act?vit Taraet 1: P Y Hardware and Software Acquisition.
Y 9 J Through the SAVES Program, reduce Agency

Reduce overall non-NAS IT spending by $15 I
million through enterprise license agreements, spending in the areas of IT hardware and software.
Activity Target 1:

blanket purchase agreements, IT consolidations, _ _
Track savings on a monthly basis to ensure

and shared services; identify savings for potential
employee compliance with the use of IT hardware

reinvestment (while maintaining the same or _ _ _
improving the level of service.) Due September and software BPAs. Estimated FY09 savings is

30, 2009 $4 million Due September 30, 2009
. o Activity Target 2:

Strategic Activity: AlO Server
Consolidation/Virtualization.
The Server Consolidation project is to consolidate
computer servers as well as the physical facilities
that support the servers.This activity reduces the
costs associated with
operating/maintaining/providing FAA's nonNAS
infrastructure.

Activity Target 1:

Track and report status monthly to ABA. Due

September 30, 2009

Activity Target 2:

Manage software procurement vehicles in
accordance with software standards. Due
September 30, 2009

Flight Plan Target: Critical

Acquisitions on Schedule

In FY 2009, 90 percent of Major System Investments
selected annual milestones are achieved. FY 2009
Target: 90%

Strategic Initiative: GAO High Risk

Submit an FY 2010 cost control activity to ABA List . .
within 30 days after the FY 2010 Cost Control ';"_eit L"ﬂ_‘”tFF?I( 2009 targets set in the FAA/GAO High
isk List Plan.
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Kickoff. Due September 1, 2009

Activity Target 3:

Reduce server counts on the non-NAS Wide
Area Network by 200. Due September 30, 2009

Strategic Activity: AIO Video

Conferencing.

The Video Conferencing Organization (VCO)
project is part of the FAA's IT Cost Control Program.
The primary goal is to reduce travel costs by using
video conferencing for meetings as an alternative to
travel. Expected savings for FY09 are $512,000.

Activity Target 1:
Track and report status monthly to ABA. Due

September 30, 2009

Activity Target 2:

Submit an FY 2010 cost control activity to ABA
within 30 days after the FY 2010 Cost Control
Kickoff. Due September 1, 2009

Activity Target 3:

First rollout at 12 sites. One meeting per month
per site (11 net sites) for 8 months in FY09. Due
September 30, 2009
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Strategic Activity: Meet all targets set in
the FAA/GAO plan to get off the High

Risk List in FY 2009.
AlO will work with the JRC, ITEB, and other
subordinate boards and organizations to monitor
and control implementation of processes as agreed
to and documented in the GAO HRL milestone list.
Activity Target 1:
Plan and conduct monthly Executive
Management Team meetings to identify and
resolve problem areas, manage risk, and enable
successful implementation of improvement
efforts. Due September 30, 2009
Activity Target 2:
Provide GAO quarterly (January, April, July,
October 2009) progress reports and address any
issues raised by GAO to remain off the GAO
HRL. Due September 30, 2009
Activity Target 3:
Provide OMB semi-annual ( March and
September) progress reports and address any
issues raised by OMB. Due September 30, 2009
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Activity Target 4:

Develop coordinated set of milestones for Flight
Plan and business plans for 2010. Due August
31, 2009

Activity Target 7:

Implement standard set of EVM templates. Due
March 31, 2009

Activity Target 8:

Automate Exhibit 300 reporting for Summary of
Spending Table and EVM. Due September 30,
2009

Activity Target 9:

Manage agency IT portfolio using
Portfolio/Program Performance Metrics (P3M).

Activity Target 2:

For any new IT investment all FAA organizations
must provide an Exhibit 300 business case and a
project plan to the ITEB. Due January 31, 2009
Activity Target 3:

Reduce the cost (either cost saving or cost
reduction) of the BY09 ITEB portfolio by $6
million. Due May 31, 2009

Activity Target 4:

For any on-going IT investment all FAA
organizations must provide an updated project
plan and an operational analysis to the ITEB. Due
February 28, 2009

Flight Plan Target: Information
Security Program

Achieve zero cyber security events that disable or
significantly degrade FAA services. FY 2009 Target: 0

Due June 30, 2009

Activity Target 10:

Establish FAA enterprise integrated PM tool suite
strategy. Due June 30, 2009

Activity Target 11:

Establish EVM methodology for "fee for service" Strateglc Initiative: Cyber-Securlty

programs. Due March 31, 2009 Plan
Activity Target 12: Protect FAA's information infrastructure using

Conduct a minimum of seven basic and/or advanced cyber defense strategies.
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advanced EVM training sessions. Due
September 30, 2009
Activity Target 13:

Establish standard EVM position descriptions.
Due June 30, 2009
Activity Target 14:

Establish quality ISP program control procedures
and templates. Due March 31, 2009
Activity Target 15:

All major programs conduct Integrated Baseline
Reviews within six months of contract award. Due
September 30, 2009

Strategic Activity: Information
Technology (IT) Investment Portfolio

Management.
IT Portfolio Management is a means to optimize the
identification, analysis, selection, and active
management of FAA non-NAS IT systems. It
maximizes the total value received by the FAA (and
our customers), from our IT investments, ties these
investments to agency goals, and focuses on the
value of services delivered, rather than just product
delivery. Managing a portfolio, rather than individual
investments, is a critical process to achieve Stage 3
capabilities.

Activity Target 1:

IT Executive Board reaches Stage 3 of ITIM

model. Due January 31, 2009
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Strategic Activity: Cyber-security
R&D/Architecture.
The agency will establish and manage partnerships
with other Federal agencies and/or academia to
leverage their cyber-security/IT research and
development investments for the benefit of the FAA.
These partnerships will focus on applied R&D,
rather than basic research, to ensure that useful
products, studies, and briefings are available for
transition into the FAA in the near-term.
Activity Target 1:
Leverage partnerships and professional
relationships with Federal agencies and/or
academia, industry, international standards
organizations to identify at least $10 million of
cyber-security/IT research and development
investments applicable for transition into the FAA.
Due September 30, 2009

Strategic Activity: ISS Strategic Plan.
Implement the Information Systems Security
Strategic Plan in conjunction with the FAA IT
Strategic Plan.
Activity Target 1:
Ensure that all operational systems in the
information technology systems inventory
complete either an initial certification and
accreditation (C&A) prior to deployment, a re-
certification by their three year C&A anniversary
date (anniversary date is defined as three years
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from the date of the Authorizing Official's
signature), or undergo a self-assessment by
September 30, 2009 if a full C&A is not required.
All re-certifications that exceed their anniversary
date will be identified as failed to meet their target
and be considered RED even if completed by
September 30, 2009. Due September 30, 2009

Activity Target 2:

All systems must test their contingency plans by
September 30, 2009. Due September 30, 2009
Activity Target 3:

As agreed to by Lines of Business and Staff
Offices, track and ensure resolution of all high
risk vulnerabilities, as defined in the Department
of Transportation (DOT) Cyber Security
Assessment Management (CSAM) database on
the first business day of the fiscal year, in all FAA
LOBs/SOs. Due September 30, 2009

Activity Target 4:

Evaluate at least three new ISS technologies
and/or services for applicability across the FAA
enterprise. Due September 30, 2009

Activity Target 5:

Establish wireless IDS in 20 TRACONS. Due
September 30, 2009

Activity Target 6:

Support for ISS Architecture and Engineering
activities. Continue development of the ISS
Architecture by including an extension for the
NAS Security Using Restricted Enclaves
(NSURE) concept. Incorporate information
systems security into the Enterprise Architecture.
Due June 30, 2009

Activity Target 7:

Develop and publish three ISS policies for the
FAA Enterprise. Due September 30, 2009

Strategic Activity: Information Systems

Security Cyber Security Response.
DOT Cyber Security Management Center.
Continue the operations of a combined FAA and
DOT Cyber Security Management Center.
Activity Target 1:
Achieve zero cyber events that disable or
significantly degrade FAA services. Due
September 30, 2009

Activity Target 2:

Report all outstanding "Digital Forensic
Investigations" within 90 days to AlS-1. Due
September 30, 2009

Activity Target 3:

Complete two Service Level Agreements (SLAS).

11/24/08 Page 7 of 16

Due September 30, 2009
Activity Target 4:
Benchmark CSMC operations against NSA, and

make identified improvements. Due September
30, 2009

Strategic Activity: Build Situational

Awareness.
Enhance the capabilities of the Cyber Security
Management Center (CSMC).
Activity Target 1:
Develop and deliver a CSMC Customer
Satisfaction Survey to DOT and the Department
of Education. Achieve an 85% satisfactory score
overall. Due February 28, 2009
Activity Target 2:
CSMC will evaluate at least three new ISS
technologies and/or services for applicability
across the FAA enterprise. Due September 30,
2009
Activity Target 3:
Implement a remedy ticketing system. Due 180
days upon procurement request award for
software/hardware. Due September 30, 2009

Strategic Activity: ISS Program

Governance.

FAA ISS Compliance Program.
Activity Target 1:
Maintain the FAA ISS Compliance Program by
completing four (4) FAA (LOB/SO) compliance
reviews. Due September 30, 2009
Activity Target 2:
Complete at least one ISS (LOB/SO) program
review. Due September 30, 2009
Activity Target 3:
Complete 20 systems reviews. Due September
30, 2009

Strategic Activity: Develop ISS Human
Capital.
Train and develop ISS professionals.
Activity Target 1:
Ensure ISS awareness training is available to all
FAA employees and contractors through a
shared service center. Ensure that 95% of all
employees and contractors are provided
approved ISS awareness training. Due
September 30, 2009
Activity Target 2:
Identify specialized ISS training for 100% of FAA
key personnel. Due September 30, 2009
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Activity Target 3:

Hold an IT/ISS conference for 1000 or more FAA
employee, contractor and vendor attendees. Due
April 30, 2009

Strategic Activity: Cyber-security
Memorandum of Cooperation.
Establish new and advance current memorandums
of cooperation with other government agencies,
academia and international entities.
Activity Target 1:
Establish or append an existing memorandum of
cooperation with an international entity,
government agency or academia to share cyber
security data, techniques, tactics and procedures
and to work cooperatively towards better
business practices. Due September 30, 2009

Strategic Activity: Logical Access and

Authorization Control Service.

Implement Enterprise Logical Access and
Authorization Control Service (LAACS) solution in
alignment with DOT's implementation of the FIPS
201 Personal Identity Verification and NIST Special
Publication 800-53, Security Policy Control
Standards, for FAA employees and contractors.

Activity Target 1:
Maintain LAACS program support facilities and

tools (Headquarters, Technical Center & MMAC).
Due September 30, 2009

Activity Target 2:

Develop final LAACS OMB Exhibit 300. Due
August 31, 2009

Activity Target 3:

Review Logical Access Policy, Encryption Policy,
and Digital Signature Policy for any needed
updates. Due September 30, 2009

Activity Target 4:

Update Program Communications Plan. Due
February 28, 2009

Activity Target 5:

Implement earned valued management activity
for LAACs that keeps the project on schedule and
on budget for Phase 0 and Phase 1. Due
September 30, 2009

Activity Target 6:

Develop LAACS Integration Plan with CSMC
through a business process Service Level
Agreement (SLA). Due September 30, 2009

Strategic Initiative: Enterprise
Architecture Conformance
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Enable enterprise-wide conformance to information
technology enterprise architecture.

Strategic Activity: All Lines of Business
and Staff Offices Represented in the

Enterprise Architecture.

Integrate EA with acquisitions, software
development lifecycle, and configuration
management processes to provide support for
selecting, controlling, and evaluating IT
investments.

Activity Target 1:
Identify high-value standards with the

Architecture Review Board for development in
FYQ09. Due June 30, 2009

Activity Target 2:

Replace EA custom repository with COTS EA
tool. Due February 15, 2009
Activity Target 3:

AIO will provide automated support for assessing
compliance with IT standards and resolving
exceptions by March 31, 2009. Due June 30,
2009

Activity Target 4:

Review LOB/SO standards compliance
processes and artifacts. Due September 30, 2009

Strategic Activity: Manage the
Architecture Review Board and the

Technology Control Board.
Continue to support the meetings and activities
related to the Architectural Review Board and the
Technology Control Board.
Activity Target 1:
Conduct Architecture Review Board (ARB) and
Technology Control Board (TCB) meetings each
guarter of the fiscal year. Generate and distribute
agendas and briefing materials, produce meeting
minutes, and track action items for each meeting.
Due September 30, 2009
Activity Target 2:
Coordinate the efforts of the standards working
groups. Produce and publish IT standards for the

FAA's infrastructure at least quarterly during FY
09. Due September 30, 2009

Strategic Activity: Configuration

Management and IT Governance.
Review and revise, as appropriate, AlO IT
governance boards, process and products to enable
more efficient and effective IT planning, investment
and configuration management.

Activity Target 1:
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Review ARB, TCB, FDGB, ITEB, Portfolio
Management, and enterprise Architecture
processes. Develop framework for an integrated
process. Due June 30, 2009

Activity Target 2:

Leveraging information gathered in the FY08
EA/IM analysis, review ARB, TCB, FDGB, ITEB,
Portfolio Management, and Enterprise
Architecture products and procedures. Draft
procedural changes to ensure to ensure
relevance to the specific function and recommend
product consolidation as well as AMS changes as
appropriate. Due September 30, 2009

Strategic Activity: Establish Enterprise

FAA TRM Including IT Standards.

Revise and implement corporate IT standards for
the FAA Technical Reference Manual (TRM) based
on NIST, International Organization for
Standardization (ISO) and other relevant industry
standards.

Activity Target 1:
As directed by the Architecture Review Board

(ARB), continue to develop standard IT
specifications and requirements as part of the
FAA TRM by September 30, 2009. Due
September 30, 2009

Activity Target 2:

Revise IT Standards development process to
establish clear evolutionary TRM model
supported by negotiated product selection list and
vehicles, i.e., Dell BPA and SAVES. Due
September 30, 2009

Strategic Activity: Meet Enterprise
Architecture strategic targets designated
in the FAA/GAO plan to get off and stay
off the High Risk List in FY 2009.

Enhance the FAA Enterprise Architecture (EA) to
support IT Investment Management and Portfolio
Management.

Activity Target 1:
Coordinate technical standards for NAS and non-

NAS hardware and software where there are
common requirements. Due September 30, 2009
Activity Target 2:

Develop strategy for incorporating Information
Systems Security in the EA in coordination with
ATO-P and AIS. Due June 30, 2009

Activity Target 3:

Build a single, authoritative source of program
and project information, supported by a shared
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document repository. Due September 30, 2009
Activity Target 4:

Establish a standard set of EA metrics to
measure improvements in IT investment
planning. Due September 30, 2009
Activity Target 5:

Consolidated Regulatory/Admin Non-NAS EA
roadmaps are approved by the IT Executive
Board and the JRC. Due December 17, 2008

Strategic Initiative: Unauthorized

Disclosure
Protect FAA-sensitive and individual privacy
information from unauthorized disclosure.

Strategic Activity: Stabilize Information

Assurance/Privacy Operations.
Complete required Privacy Threshold Analysis
(PTA) for all systems requiring a certification &
accreditation (C&A) having a current C&A package,
in the process of undergoing a self assessment or
in the FAA asset inventory. Complete required
Privacy Impact Assessments (PIA) for all major
systems (Exhibit 300) that require a PIA. Ensure
complete remediation of targeted vulnerabilities
identified in CSAM as agreed upon by the ISSMs
for all PIl systems.

Activity Target 1:
Complete required Privacy Threshold Analysis

(PTA) for all systems requiring a Certification &
Accreditation (C&A) having a current C&A
package, in the process of undergoing a self
assessment or in the FAA asset inventory. 100%
of systems in the inventory that are non
operational and operational have a completed
PTA. 100% of systems have documented and
tested Risk Assessments for all medium and high
risk PIl systems as part of the SCAP process.
Due September 30, 2009

Activity Target 2:

Complete required Privacy Impact Assessments
(PIA) for all major systems (Exhibit 300) that
require a PIA. 100% of major systems (those
requiring an Exhibit 300) that are non operational
and operational have a completed PIA. Due
September 30, 2009

Activity Target 3:

Ensure complete remediation of targeted
vulnerabilities identified in CSAM as agreed upon
by the ISSMs for all Pll systems. 100% of major
weaknesses identified in audits and PIl system
reviews are included in the Plan of Actions and
Milestones (POA&M). Due September 30, 2009
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Strategic Initiative: Datacenter

Investments
Reduce the number of FAA servers located outside
the FAA authorized datacenters, and optimize the
FAA's datacenter investments.
Strategic Activity: Data Center
Optimization.
AIO will lead the implementation of a FAA Data
Center Optimization Program Office to consolidate
and optimize FAA Data Centers, Server Rooms,
and Server Closets.

Activity Target 1:
Finalize FAA Senior Leadership Datacenter

Strategy. Successfully close out Gartner DCOST

Contract. Due October 31, 2008
Activity Target 2:
Award ACEP Contract Task Order for DCOST

Project Management Office Support. Hire the
contracting resources needed to define scope

and create program office. Due October 15, 2008

Activity Target 3:

Generate FAA Program Office Exhibit 300.
Create capital planning documents needed to

develop an OMB Exhibit 300. Due December 31,

2008
Activity Target 4:

Begin the planning coordination and staffing of
the FAA DCOST Program Management Office.
Start the actual analysis, recruitment of Program

Office Manager and supporting structures needed

to create the actual FAA DCOST Program
Management Office. This includes acquisition
plan, Master Project Plan a formal review of the
GARTNER DCOST deliverable data. Create

2010/2011 FAA Capital Budget Requests to fund

FAA DCOST Program Management Office. Due
September 30, 2009

Strategic Activity: Standardize AlO

Website

Support the FAA Section 508 program and FAA
Web Management. The FAA participates in DOT
guarterly compliance reviews and develops a plan
of activities and milestones as required to address
any compliance issues identified.

Activity Target 1:
Update AlO office web strategies and action

plans in writing to the FAA Web Manager and
brief FAA Web Council on AlO office plan. Due
January 30, 2009

Activity Target 2:

Submit AIO web progress report to the FAA Web
Managers. Due March 31, 2009

Activity Target 3:

Submit AlO web progress report to the FAA Web
Managers. Due June 30, 2009

Activity Target 4:

Certify to the Administrator that 90 percent or
more of AlO web pages comply with FAA web
standards, policies, and requirements. Due
September 30, 2009

Flight Plan Target: OPM Hiring
Standard

By FY 2010, 80 percent of FAA external hires will be
filled within OPM's 45-day standard for government-
wide hiring. FY 2009 Target: 65%

Strategic Initiative: External

Recruiting

In external recruitment efforts, implement corporate
strategies that expand the applicant pool to ensure
equal opportunity to all applicants and result in
attracting high quality candidates to the FAA.

Strategic Activity: AIO Mission-Critical

Flight Plan Target: Customer
Satisfaction

Maintain the annual average of FAA surveys on the
American Customer Satisfaction Index at or above the
average Federal Regulatory Agency score. FY 2009
Target: Government Regulatory Average

Hiring

Identify mission-critical external hires.

Activity Target 1:
Update and submit mission-critical external hiring

goals/plans for FY09, and FY10 hiring
projections. Due June 30, 2009

11/24/08

Strategic Initiative: Standardize FAA

Websites

Standardize FAA websites making them more useful
for exchanging information and conducting business.

Flight Plan Target: Clean Audit

Obtain an unqualified opinion on the agency's financial
statements (Clean Audit with no material weaknesses)
each fiscal year. FY 2009 Target: Clean Audit with no
material weaknesses
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Strategic Initiative: IT Audit Findings

Closeout prior year information technology Audit
Findings not later than the second quarter of each
fiscal year, and receive no significant deficiencies
related to new IT Notices of Findings and
Recommendations (NFR).
Strategic Activity: IT Audit Findings.
AIO will monitor audit results and provide guidance

Core Business Measure:
Develop IT metrics

Agency-wide metrics track contribution to business
value as well as IT unit costs. By September 30, 2009,
show a measurable increase in business value added to
the agency's IT functions measured by a 15% increase
in professional certifications and functional training given
IT employees.

to supporting LOBs to ensure successful closeout of
prior year IT Audit Findings. Other LOBs may be
identified as a result of audit findings, in which case
they will be advised of required activity and due
dates.
Activity Target 1:
CIO's Office will run monthly scans using
AppDetective, Nessus and other tools typically
used by auditors on the financial applications,
provide scan results to system owners for
analysis and mitigation and track/evaluate the
closure/mitigation of vulnerabilities found during
monthly scanning. Due September 30, 2009

Activity Target 2:

Conduct internal audit on random sample (25) of
employees who have left agency to determine
proper closeout of system access and report
results back to AHR for correction as required.
Due January 31, 2009

Activity Target 3:

Conduct internal audit on random sample (25) of
contractors who have left agency to determine
proper closeout of system access and report
results back to AHR for correction as required.
Due January 31, 2009

Activity Target 4:

Track/Review/Evaluate the closeout of all prior
year IT Audit Findings. Due March 31, 2009
Activity Target 5:

Track/Review/Evaluate the current year audit
activities and receive no Significant Deficiencies
related to new IT Notices of Findings and
Recommendations (NFR). Due September 30,
2009

Activity Target 6:

Develop coordinated milestones/activities for
Flight Plan and business plans. Due September
30, 2009

Activity Target 7:

Plan and conduct monthly meetings with FAA
CIO and LOB/SO CIOs and system owners to
understand and resolve vulnerabilities, mitigate
risks, review progress, and plan next steps. Due
September 30, 2009
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Core Business Function: IT as a

Strategic Enabler
AlQO's core business function is to make information
technology a strategic enabler for the FAA--providing
secure and efficient capability to store and exchange
the agency's critical information.
Core Activity: IT Strategic Plan.
Update the agency IT strategy to address
emergent technologies; align Departmental, agency
Line of Business, and Staff Office strategies; and
manage all of the above within the framework of an
Enterprise Architecture.

Activity Target 1:
Revise as needed and implement an AIO

business plan that manages all agency IT
activities to support the IT Strategy and the Flight
Plan, as well as bridge the IT Strategy to support
the JPDO Strategy and Architecture. Due
September 30, 2009

Core Activity: Information Technology

Professional Certifications/Education.
Achieve the Flight Plan Objective of a better-trained
and more capable workforce by sponsoring agency
employees towards suitable IT professional
certifications.
Activity Target 1:
10 employees receive certifications in Information
Assurance, Chief Information Officer or E-Gov
programs at IRMC, Certified Information Systems
Security Professional (CISSP), or other suitable
certifications. Due September 30, 2009

Core Activity: Workforce Management,

Training, and Development.
Ensure a well trained, qualified, and properly staffed
IT workforce that meets current and future needs.

Activity Target 1:
Refine the career plan for AIO employees. Due

September 30, 2009
Activity Target 2:

Refine the research for information on mentoring
programs that will foster development of future
FAA IT leaders. Due September 30, 2009
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Activity Target 3: and provide semi-annual updates to the IT asset

Identify areas of training for employees and inventory. Due September 30, 2009

update the database of IT qualifications and Activity Target 5:

certifications. Due September 30, 2009 Ensure that help desk metrics are consistent as
Activity Target 4: LOBs continue with consolidation. Due

Identify steps to close IT staffing and training skill September 30, 2009

gaps. Due September 30, 2009 Core Business Function:

Core Activity: Assessments, Reserves, Communicate E-Government
and other Budgetary Allocations. Requirements

Amounts projected by ABA for annual assessments, .
Ensure E-Government requirements are

reserves and other allocations from the FY09 AIO : : o
communicated to the appropriate organizations and
allotment. o
are being implemented throughout the agency.

Activity Target 1: . g .
Budget for ABA mandated assessments, Core Activity: Participate in Cross-
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reserves and other allocations in the AIO FY09 Agency E-Government Initiatives.
budget. Due September 30, 2009 Support FAA LOBs in responding to the e-Gov
) Lines of Business initiatives and transition to the
Core Business Measure: 'Green' next Presdential Management Agenda.
Activity Target 1:
on E-Gov Provide technical support for data calls to
Maintain 'green’ on E-Government initiatives in the minimize impact on business program areas. Due
President's Management Agenda scorecard. September 30, 2009
Activity Target 2:

Core Business Function: Develop

Enterprise Architecture
Continue to develop the Enterprise Architecture to
support IT investment decisions.

Core Activity: Capability for Data-Driven

Decisions.
Sustain IT asset management (ITAM) program and
improve the capability for the agency to make data-
driven decisions. Refresh the agency's IT Asset
Inventory, and evaluate and identify long-term
discovery tools used by the FAA. Recommend and
implement improvements to the Asset Management
Program, and modify agency's policies. Inadequate
funding would impact EA inventory updates, and IT
Cost Reduction would be jeopardized or missed.
Activity Target 1:
Maintain LOBs automated access to their
collected IT Asset data with reporting capability.
Due September 30, 2009
Activity Target 2:
Maintain the integrated ITAM with the EA
technical reference model. Due September 30,
2009
Activity Target 3:
Implement ITAM process improvement changes
and provide semi-annual updates to the IT asset
inventory. Due March 31, 2009
Activity Target 4:

Implement ITAM process improvement changes
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Provide technical support on Federal LOB
initiatives such as the DOT/HUD Grants Line of
Business. Due September 30, 2009

Core Activity: IPv6 Transition Activities.
Continue to transition the FAA's Backbone
Infrastructure to an Internet Protocol version 6
(IPv6) compatible configurations and ensure that
the agency's networks interface with this
infrastructure. Integrate IPv6 into the FAA's
Information Resources Management strategic plan
and modify the FAA's Acquisition Management
System (AMS) policy to include language requiring
IPv6 compatibility in future networking
procurements. Evaluate the Trusted internet
Connection guidance on IPv6 and develop a plan to
integrate. Develop a multi-year IPv6 Project Plan to
include transition of subnets and Non-NAS systems.
Submit IPv6 transition status reports through the
quarterly enterprise architecture submission to the
Office of Management and Budget (OMB).

Activity Target 1:

Update, as needed, language to reflect the

agency's transition to IPv6 into the FAA's

strategic planning documents and Acquisition

Management Policy. Due March 31, 2009

Activity Target 2:

Submit IPv6 transition status reports to OMB as
part of the quarterly Enterprise Architecture
submission. Due September 30, 2009
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Core Business Measure:
Enterprise Solutions

Provide support and business solutions to Lines of
Business through the corporate FAA Technical
Reference Manual (TRM), including IT specifications,
standards, and requirements. Ensure that at least 90%
of new business solutions and 80% of all business
solutions conform to requirements and regulations as
measured against NIST directives.

Core Business Function: Enterprise

Solutions.
Provide support and business solutions to Lines of
Business through corporate IT specifications,
standards, and requirements.

Core Activity: Manage FAA website

operations.
Enable reliable and efficient web services to support
the communications and operational needs of the
FAA.
Activity Target 1:
Enable on-going reliable and efficient web
services to support the communications and
operational needs of the FAA. Due September
30, 2009

Activity Target 2:

Manage web hosting operations including on-
going maintenance and technical refreshes as
needed. Due September 30, 2009

Activity Target 3:

Evaluate web content management and
architectural alternatives, and implement selected
alternative. Due September 30, 2009

Activity Target 4:

Coordinate and evaluate the scope of the formal
web configuration management process and
governance body throughout the fiscal year. Due
September 30, 2009

Core Activity: Enterprise Content

Management (ECM).
Establish an architected approach and foundational
core capabilities for those agency business units
with content management requirements. This will be
done through expanding pilot program capabilities
and rolling out common solutions across Lines of
Business.

Activity Target 1:

Expand pilot programs and roll out common

solutions. Due September 30, 2009
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Activity Target 2:

Maintain and update, as needed, the content
management architecture and strategic
implementation plan to provide effective IT
solutions to improve management of key agency
programs such as Records Management. Due
September 30, 2009

Activity Target 3:

Develop ECM solutions for ARB, FDGB and
DRRC program management Due June 30, 2009

Core Activity: Web Content Delivery
Optimization.
Improve the efficiency and performance of the FAA
internet.
Activity Target 1:
Manage content delivery services (Akamai) for
employees.faa.gov and FAA.gov websites to
provide fail-over capabilities and mitigate network
connectivity issues. On-going. Due September
30, 2009

Core Activity: NAS Adaptation Services

Environment.
Continue to manage the NAS Adaptation Services
Environment (NASE), a collaborative web portal
which serves both the Air Traffic and administrative
communities.
Activity Target 1:
Continue to work with the ERAM program to
assure NASE maintains adaptation requirements.
Implement ERAM enhancements to eliminate the
use of Jeppesen adaptation. Due September 30,
2009
Activity Target 2:

Maintain URET (User Request Evaluation Tool),
and provide collaborative data sharing services
for two new FAA communities. Due September
30, 2009

Activity Target 3:

Maintain the collaboration portal to share IT asset
information within the agency LOBs. Due
September 30, 2009

Activity Target 4:

Deploy at least one update to the NASE
application. Due September 30, 2009

Activity Target 5:

Implement enhancements to provide Department
of Defense access for acquisition of required
NAS Air Traffic/Airways Facilities data. Due
September 30, 2009
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Core Business Function: Shared

Services.
AlO is striving to provide enterprise-wide services to
LOBs/SOs that will create economies of scale and
efficiencies of operations.

Core Activity: Shared Services

Organization.
Maintain and expand the Shared Services
Organization within AIO to provide enterprise-wide
services to agency LOBs/SOs that will create
efficiencies and economies of scale.
Activity Target 1:
Review and revise, as needed, acquisition
processes to accommodate shared services
among agency LOBs/SOs. Due September 30,
2009

Activity Target 2:

Implement plans for consolidation of IT functions
for agency-wide services. Due September 30,
2009

Activity Target 3:

Demonstrate savings from shared services. Due
September 30, 2009

Activity Target 4:

Demonstrate quality improvement from shared
services. Due September 30, 2009

Core Business Measure:
Information Architecture

Produce new/revised governance products (policies,
guidance or orders) to support Information Stewardship
and Service Registration to advance the information and
data management program and have those products
approved by the FDGB - at least one product for each.

Core Business Function: Manage
the FAA Information/Data

Management Program.

Effectively manage the information/data management
program in the areas of governance, information and
data architecture, stewardship (quality, sensitivity,
security, definition), registration of data standards,
taxonomy/ontology development, SOA support, and
tool suite development. This will contribute to
increased quality, reliability and security of FAA's
information resources.

Core Activity: Information and Data

Management Governance.

Govern FAA-wide information/data management
processes with sustained leadership through the
FDGB, whose responsibility it is to define
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standardization processes, establish policies and
procedures and integrate those policies and
procedures, communications and processes with
the NAS Configuration Control Board (CCB) and
NAS Support CCB.
Activity Target 1:
Govern FAA-wide information/data management
processes with sustained leadership by evolving
the FDGB to conduct monthly board meetings.
Target: 10-12 meetings. Due September 30,
2009

Activity Target 2:

Implement the first phase of Information
Stewardship by identifying stewards within one
subject area, identified within the architecture, as
a proof of concept. Due July 31, 2009

Activity Target 3:

Develop additional guidelines to publish
information assets available for sharing and their
associated services. This includes continued
work with the Services Registry Working Group
and the development of products agreed upon by
that group. Due June 30, 2009

Core Activity: Design and Analysis of
the FAA Enterprise Information and

Data Architecture Development.
Provide continued support of the FAA's Architecture
efforts in the maintenance of the FAA Enterprise
Data Architecture (EDA) and development of the
Information Architecture.
Activity Target 1:
Maintain the FAA Enterprise Data Architecture to
incorporate required changes consistent with the
methodology in coordination with the FAA data
stakeholders. Target: Objects will be added in a
form awaiting FDGB approval. Due September
30, 2009

Activity Target 2:

Collaborate with LOB's and SO's to establish
linkage of LOB models to FDA to show
traceability and duplication, as approved by the
FDGB. Target: Collaborate with requesting
LOB's to map their logical models to the EDA.
Due July 31, 2009

Activity Target 3:

Implement changes to the Information
Architecture as needed during the proof of
concept in implementing Stewardship, and in
support of Content Management and Service
Registraion. Target: Provide proof of concept by
July 31, 2009. Due July 31, 2009
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Core Activity: Data Standardization and

Metadata Management.

Populate the Federal Data Registry with shared

metadata across key interfaces to support reuse,

consistency, integrity and shareability of data.

Provide agency metadata management tools.
Activity Target 1:
Collaborate with LOBs and SOs to register
shared or prioritized metadata related to DRM
emphasis on structure and definition. Target:
Collaborate on additional segments for System
Wide Information Management (SWIM) data by
September 30, 2009. Due September 30, 2009

Activity Target 2:

Collaboration with requesting LOB's to
identify/register key reference data (for example,
ISO -- country codes), based on available
resources. Target: Provide additional reference
tables based on the needs of the FAA LOB's.
Target: Ongoing basis, providing a response to
request for additional reference tables within 90
days of receipt. Due September 30, 2009

Core Business Measure:
Process Improvement

Support process improvement to FAA business
functions. Provide measurable 10% increase in service
and reduction of privacy incidents and risk mitigation as
measured by FY 06 baseline statistics.

Core Business Function: Improve

Process Policy and Governance.
Continuously improve processes that are critical to the
performance of FAA mission, business functions, and
acquisition programs.
Core Activity: Process Improvement
Policy and Governance.
Establish enterprise-wide process improvement
governance and support infrastructures, and
support process improvement across the enterprise.

Activity Target 1:
Maintain the concept of operations (CONOPS)

and process flow diagrams for IT Acquisitions
using the ARB and TCB. Due September 30,
2009

Activity Target 2:

Maintain the ARB and TCB synchronization with
the AMS reflecting results of CONOPS. Due
September 30, 2009

Core Business Function: Improve
Enterprise Business Services.
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Continuously improve processes that are critical to the
performance of FAA mission, business functions, and
acquisition programs.
Core Activity: Process Improvement.
Provide enterprise process improvement/business
process re-engineering support for FAA business
functions.
Activity Target 1:
Improve processes and capabilities critical to the
acquisition, maintenance and operation of
systems associated with NAS and NAS
modernization in accordance with process
improvement plans developed in conjunction with
business owners. Due September 30, 2009

Activity Target 2:

Improve processes and capabilities critical to the
acquisition, development and operation of IT
products and services in accordance with
process improvement plans developed with
respective business units. Due September 30,
2009

Activity Target 3:

Provide on-going process improvement support
to LOBs/staff offices in areas critical to their
business in accordance with process
improvement plans developed in conjunction with
respective business units. Due September 30,
2009

Core Activity: Improve Enterprise

Business Services.

Review the baseline process assessment for the
enterprise business service functions of Privacy,
Forms Management, Records Management, and
Directives Management to identify gaps, areas for
improvement, and metrics.

Activity Target 1:
Reduce the number and severity of privacy

breaches from the FY06 baseline to less than 5
breaches affecting no more than 750 FAA
employees or customers during FY 09. Due
September 30, 2009

Activity Target 2:

Initiate compliance with NARA statutes for FAA
electronic records scheduling processes. Due
September 30, 2009

Activity Target 3:

Develop and approve a project management plan
along with all funding and resource commitments.
Due April 30, 2009

Activity Target 4:

Conduct compliance assessments in accordance
with agency policy on 25% of agency records
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management organizations. Due September 30,
2009

Activity Target 5:

Get approval and publish update to the Records
Management Order, 1350-14A. Due September
30, 2009

11/24/08 Page 16 of 16 Fiscal Year 2009 AlO Business Plan



	AIO cover
	Cover

	Introduction
	Increased Safety
	International Leadership
	Organizational Excellence

