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Defining OTS

BAE SYSTEMS

e COTS p!iucts encempass a wide variety of general-
shelf products, Non Developmental
d Previously Developed Software

ese products are designed to be user
modifiable (eg., a compiler). Vendor supplied
ns or selectables are still considered COTS
It must be understood that once a program modifies
'COTS software to meet their respective system
, than the modified COTS must then be considered

lon code, subject to all certification requirements,
exception.
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Vendor’s Development Process
Is Unknown
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determining the best COTS
product for your needs
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Security

1. COT duc&fﬁ iInherently susceptible to
Intru

2. CO'Il IS are:

| of the developing and contracting

ent personnel in all likelihood, do not
rty clearance!

oducts are developed in designated countries
ay be sympathetic and possibly even supportive of
t organizations!

organizations know more about your vulnerabilities
0 and can take advantage of them!

bs can be placed within code that is virtually
le to detect without the source code, etc. !




How Did

Economic pr
much larg
drive COTS
Gove
le

the

l||

[ter  Outdated ‘I-I_ 14
Legacy I

Systems

Modern
Systems

S taken the
r, Faster




ment of legacy systems
Ith emerging technologies



Safety’s
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Safety R#.(co?ﬂ’d)

BAE SYSTEMS

1+ .
o Safety c’mot be perceived as a stop

sign as!/program’s will quickly learn to
bypass {0 meet their objectives. < >
T

ot, as a community, only
concerns and objections;
also suggest solutions and
ves.



Alternate Methods to Gain

The use OTS often requires the use of
ethod gain assurance that the

d acceptable residual risk

ese methods may include:
|§rory,

engineering,

n of functionality,
al methods,
Inspections.

hould also be combined from more than
thod to gain assurance data or an acceptable,
confidence is met.



AlternateagMethads to Gain

Assurance (cont’d

ey are called, alternate
‘to be used when:

afety/certification data Is
Inable from the COTS vendors and

e produced by the developer.
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Defining ai€C hDrocess
.

 Plannin@®Process h
— Strategic planning for implementation via a Strategic
Lifec C Refresh Plan
\elc le issues

l!q-

on

%-' Process
onstration of compliance to existing requirements
ethods for verifying non-compliant objectives
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o ey |
o Currer’mpleme‘atlon of COTS into
MISSIO critical systems appears to be
an

nd safety are the apparent
hoc process

Implementation of COTS
Into safety critical systems requires a
standard process

define a COTS Process is long
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Strategicﬁwﬁ'blogy Refresh Plan

BAE SYSTEMS

1+ s
gic Techology Refresh Plan should
Ing considerations:

ty

e Your Str
Include t

cycle data

n and extent of additional efforts such
ode, architecture mitigation techniques etc.

Service history

lifications such as use of standards, history
of service, technical support, etc.

ration control including visibility into COTS
ler's product version 12



Strategic echr!.plogy Refresh Plan
(cont’d)

BAE SYSTEMS

1."' -
d COTShave additional considerations of
authority to modify, continued technical

— Mo

and change impact anaIyS|s

fF lips among COTS planning process,
Sition process, integral processes should be

sure the COTS transition criteria are compatible
Wwith the system transition criteria and verifiable  *
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1t/Acquisition Process

COTS Ass€ssme

cess features
ler provided definition of

es include platform dependencies,

t handling, resource requirements, usage
aints, error handling, partitioning

1 .

Oftware requirements and the
fived requirements should be

d t@ the program’s system safety

nt
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COTS As smelft/Acquisition Process
COTS Selecti rocess

BAE SYSTEMS
» Assessment of GOTS candidates
— CapabllltyFmpIement tl“?ftware requirements
— Effect of their respective derived requirements
— Supportt' : ance/severity level of the system
Examine mog e COTS candidate at a time

y and relevance of COTS life-cycle data to support
| of the system

on of COTS suppliers

bility to support COTS software version control and maintenance
e expected lifetime of the system

arison of COTS vs developing the software 17
Impact of any unneeded features present in the COTS software



COTS / Application Requirements

Intersecti

BAE SYSTEMS

Software

Requirements

Requirements Intersection

Unused COTS
Capabilities

COTS Capabilities
To Be Used by The
Targeted System
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testln
purch

would reduce the level of
Is that the vendor prior to
fly tested the COTS products.

F

ious flaws as the thoroughness of
ot be verified or validated. In fact
rify whether known problems were

« Th

, products from one manufacturer must be
e wlth products from others and
' ies are not uncommon

of COTS products into mission critical
itical systems has actually increased the
ty and duration of testing.
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xtent should regression
?

testing?g“

— Regre was performed in legacy
‘safety critical or mission critical
re modified. The robustness of
ponded directly with the

risk of the modification. This remains

OTS based system

clusion of COTS has introduced additional
TENERIS
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should include control of
on/s

nce

COTS processes and data
to ensure requirements associated
TS are satisfied

—Th
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When is a
— When

upgra
— When

mplete retest required
r an Oper System is replaced and possibly even

e of the system is not fully portable to an
cing a recode or recompile

résting minimal

cific upgrades or replacements such as

ata, etc may require minimal function specific
on-critical SW specific upgrades or replacements such
ording/retrieval, etc may require minimal function
esting

ol the breadth and necessity of regression testing can
ansk analysis has been performed and documented on
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