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Summary.

This policy statement addresses the certification of airborne surveillance systems that use light amplification by stimulated emission of radiation (laser) illuminators, and infrared (IR) searchlights, to the rotorcraft installation requirements of title 14 Code of Federal Regulations (CFR) parts 27 and 29.  Specifically, these systems include higher energy lasers (that is, Class IIIa lasers, Class IIIb lasers, Class IV lasers), or IR searchlight features.  We also address installations of fully enclosed Class IIIa, IIIb, or IV laser devices that filter or diffuse the energy to a Class I or II laser to avoid emitting or transmitting high levels of energy external to the system.
Current Regulatory and Advisory Material.

Title 14 CFR parts 27.1301, 27.1309, 29.1301, and 29.1309.
Title 21 CFR part 1040 provides performance standards for light-emitting products.  Specifically, §§ 1040.10 and 1040.11 relate to laser products.

ANSI Z136.1, American National Standard for the Safe Use of Lasers.
RTCA, Inc. document DO-254, Design Assurance Guidance for Airborne Electronic Hardware.

RTCA, Inc. document DO-178, Software Considerations in Airborne Systems and Equipment Certification.

SAE ARP 4761, Guidelines and Methods for Conducting the Safety Assessment Process on Civil Airborne Systems and Equipment.
SAE ARP 4754, Guidelines for Developing Civil Aircraft Systems.
SAE ARP 5674, Safety Considerations for Aircraft-Mounted Lasers Projected Into the Navigable Airspace.
Background and Relevant Past Practice.

Local, state, and federal law enforcement agencies operating public aircraft may use either forward-looking infrared (FLIR) with lasers or searchlights with an infrared (IR) filter for various missions including nighttime, covert surveillance.  The laser illuminators and searchlights with an IR filter can light up large areas with near-infrared or invisible light that are viewable with a FLIR or night vision goggles.  Airborne surveillance lasers and IR filtered searchlights may present unique hazards to flight crews, passengers, persons on other aircraft, ground maintenance personnel, and the non-flying public.

Exposure to laser light can cause significant and sometimes permanent injury to the skin and eyes depending on the laser type (such as, Argon, Nd-Yag, Copper-Vapor, Co2), wavelength, pulsed or continuous wave, laser exposure time, distance from the laser, beam divergence, beam diameter, and other factors.  Exposing the rotorcraft flight crew or flight crew of other aircraft to laser light may also cause temporary blindness.

The classifications of laser radiation viewing hazards, defined in the Food and Drug Administration regulations (21 CFR 1040.10) on performance standards for laser products, are:

· Class I laser radiation is not considered to be hazardous.
· Class IIa laser radiation is considered a chronic hazard depending on the amount of time viewed.
· Class II laser radiation is a chronic viewing hazard.
· Class IIIa laser radiation is hazardous to the eyes.
· Class IIIb lasers are an acute hazard to skin and eyes from direct radiation.
· Class IV lasers are an acute hazard to skin and eyes from direct or scattered radiation.

Invisible IR searchlight energy can also injure humans.  The hazard of the IR searchlight beam occurs from the invisible and intense IR light.  IR filtered searchlights are potentially hazardous to the skin and eyes at distances up to 500 feet.

There is no FAA-accepted operational policy or standard for evaluating hazards from these systems.  The Rotorcraft Directorate highly recommends that any system that may emit a Class IIIa, IIIb, or IV laser, or an IR filtered searchlight, be certified for installation in civil rotorcraft only if the laser or IR filtered searchlight features are disabled.  14 CFR 1.1 defines both civil and public aircraft.  If an operator wishes to remove the aircraft from approved type design by enabling the laser or IR filtered searchlight, the rotorcraft should not operate as a civil aircraft.
The transition process from an approved type design to an unapproved configuration and back to the approved type design, and the reporting requirements to preserve configuration control, must be acceptable to the FAA.
Policy.

The following policy provides guidelines for installing systems that contain Class IIIa, Class IIIb, and Class IV lasers, or IR filtered searchlight features.  Attachment 1 provides safety concerns and risk mitigations if operators choose to enable and operate the laser or IR filter features that were intentionally disabled as a condition of the FAA installation approval.  These operators are responsible for the evaluation, implementation, and safe operation of the laser or IR filtered searchlights.  Certification guidance for these types of systems can be found in the Airworthiness Certification, paragraph 1, below.
The installation and operation of either a fully enclosed Class IIIa, IIIb, or IV laser device that does not emit or transmit laser energy external to the system, or a system that includes such a laser (Class IIIa, IIIb, or IV laser) that through some internal mechanism diffuses the laser energy down to a Class I or II laser at emission, may be acceptable for installation and use on civil rotorcraft without requiring disabling of the laser feature as a condition of the installation approval.  This may be acceptable if the system development assurance level, software level, and hardware design assurance levels are shown to be equal to or greater than the failure condition category associated with the hazard with the assessed hazard levels resulting from system failures that would allow an optical path for emission of the Class IIIa, IIIb, or IV laser energy, or by including design installation mitigations intended to address the assessed hazards (for example, altitude interlocks).  Certification guidance for these types of systems can be found in the Airworthiness Certification, paragraph 2, below.
Airworthiness Certification.
1.  Airworthiness certification provisions for Class IIIa, Class IIIb, and Class IV lasers or IR filtered searchlights.  This section identifies project specific electrical, rotorcraft flight manual supplement (RFMS), and placard type certification provisions for installation of Class IIIa, Class IIIb, and Class IV laser features and searchlights with an IR filter.  The RFMS and placard provisions are intended to alert owners and operators that the laser or IR searchlight feature has been deliberately disabled as a condition of the FAA’s installation approval.  These specific policy guidelines are in addition to full compliance with all appropriate regulations pertaining to installation of such systems.

a.  Wiring and switch provisions to disable the laser or IR searchlight should be part of the approved type design.  For the laser feature, the type design data should show that the laser features are disabled (for example, the laser harness connector is capped and stowed).  For searchlights with IR filters, the type design data should show that the IR searchlight feature is electrically disabled.  Wiring for the non-laser features (for example, FLIR) and the visible searchlight features can be electrically enabled and operational.


b.  For installations with a disabled laser feature under a TC or Amended TC, the limitation in the Type Certificate Data Sheet (TCDS) should state, “Laser is not FAA approved.  The laser is electrically disabled.”  For installations with a disabled laser feature under supplemental type certificate (STC) or amended supplemental type certificate (amended STC), the limitation in the “Limitations and Conditions” section should state, “Laser is not FAA approved.  The laser is electrically disabled.”

c.  For installations with a disabled IR searchlight feature under a type certificate (TC) or Amended TC, the limitation in the TCDS should state, “IR searchlight is not FAA approved.  The IR searchlight is electrically disabled.”  For installations with a disabled IR searchlight feature under a STC or Amended STC, the limitation in the “Limitations and Conditions” section should state, “IR searchlight is not FAA approved.  The IR searchlight is electrically disabled.”


d.  For installations with a disabled laser feature, the RFMS should include a limitation that states, “Laser is not FAA approved.  The laser illuminator is electrically disabled.”


e.  For installations with a disabled IR searchlight feature, the RFMS should include a limitation that states, “IR searchlight feature is not FAA approved.  The IR searchlight is electrically disabled.”


f.  For installations with a disabled laser feature, the following CAUTION should be added to the RFMS:  “The FAA has not assessed all hazards associated with the laser feature and the FAA has not validated the manufacturer’s safety or hazard assessments.”


g.  For installations with a disabled IR searchlight feature, the following CAUTION should be added to the RFMS:  “The FAA has not assessed all hazards associated with IR searchlight and the FAA has not validated the manufacturer’s safety or hazard assessments.”


h.  For installations with a disabled laser feature, a placard should be installed near the laser controls that states, “Laser is not FAA approved.”


i.  For installations with a disabled IR searchlight feature, a placard should be installed near the IR searchlight controls that states, “IR searchlight is not FAA approved.”


j.  For installations with a disabled laser feature or IR searchlight feature, the instructions for continued airworthiness (ICA) should include inspection instructions to verify that the laser feature or IR searchlight features are electrically disabled.  Should an operator choose to enable the laser feature or IR filtered searchlight feature, procedures to transition from the FAA approved configuration to an unapproved configuration and back to the FAA approved configuration should be included in the ICA.  It is highly recommended that the ICA contain maintenance procedures to protect the flight crew, the flying and non-flying public, and maintainers from laser hazards.


k.  It should be demonstrated that heat from the searchlight in all steerable and stowed positions, in all phases of flight and external configurations, will not cause any damage to the rotorcraft structure.  This is true for any high power searchlight with or without an IR filter.


l.  Detailed type design data should be provided for those aspects of the laser or IR searchlight system where malfunctions could create hazards in order to ensure adequate manufacturing quality and configuration design control of subsequent installations performed under the type certification approval (for example, TC, amended TC, STC).



(1) If detailed type design data is not available for those aspects of the laser or IR searchlight system where malfunctions could create hazards, the applicant should propose a process by which configuration design control can be maintained.  This is particularly important since the FAA has no production oversight of vendors for non-FAA production approval holders who not only design the equipment, but also manufacture the equipment.  This process should ensure that system design features of integrated vendor supplied parts are sufficiently documented so that subsequent changes to those parts are identified and evaluated against any impact on continued safe operation of the system.  This may be accomplished through the application of a source control drawing or specification, or other acceptable method to maintain configuration control.



(2) The source control drawing or specification provides a means by which the applicant can assure the FAA that changes in design, or non-compliances introduced during manufacturing that could cause a hazard if the equipment is installed with these changes, will be detected.  To determine the required information in a source control drawing or specification, the applicant should first identify the critical characteristics of the equipment that could create safety hazards if changes or problems with these critical characteristics are not detected and managed through an acceptable change control process.  Critical characteristics for these systems may include the laser emission power, dimensions, weight, electrical power, and software and hardware parts.

2.  Airworthiness certification guidance for fully enclosed Class IIIa, Class IIIb, and Class IV lasers, or lasers with internal diffusion mechanisms.  This section identifies specific certification guidance for installation of a fully enclosed Class IIIa, IIIb, or IV laser device that does not emit or transmit laser energy external to the system or a system that includes such a laser, but through some internal mechanism, diffuses the laser energy down to a Class I or II laser at emission.  This specific guidance is in addition to full compliance with all appropriate regulations pertaining to installation of such systems.


a.  The system development assurance level, software level, and hardware design assurance level(s) should be equal to or greater than the failure condition category associated with the hazard resulting from failure modes that would allow an optical path for emissions of the Class IIIa, IIIb, or IV laser external to the system, or the applicant must incorporate design installation mitigations intended to address the assessed hazards (for example, altitude interlocks).

b.  Detailed type design data should be provided to ensure adequate manufacturing quality and configuration design control of subsequent installations performed under the type certification approval (for example, TC, amended TC, STC) for those aspects of the laser system where malfunctions could create hazards.


c.  If detailed type design data is not available for those aspects of the laser system where malfunctions could create hazards, the applicant should provide a process by which configuration design control can be maintained.  This is particularly important since the FAA has no production oversight of vendors for non-FAA production approval holders who not only design the equipment, but also manufacture the equipment.


(1) This process should ensure that system design features of integrated vendor supplied parts are sufficiently documented so that subsequent changes to those parts are identified and evaluated against any impact on continued safe operation of the system.  This may be accomplished through the application of a source control drawing or specification, or other methods to maintain configuration control.



(2) The source control drawing or specification provides a means by which the applicant can assure the FAA that changes in design, or non-compliances introduced during manufacturing that could cause a hazard if the equipment is installed with these changes, will be detected.  To determine the required information in a source control drawing or specification, the applicant should first identify the critical components of the equipment that could create safety hazards if changes to these components are not detected and managed through an acceptable change control process.  Critical characteristics for these systems may include the laser emission power, dimensions, weight, electrical power, diffuser mechanism, any internal safety design parts or components, software and hardware part numbers, and reference to an Acceptance Test Procedure intended to detect any non-conformances to the source control drawing or specification.

Note:
Approvals other than type design changes (for example, engineering assisted approval) should be evaluated on a case by case basis.  Approved engineering data should reflect a design assurance level appropriate to the hazard and extent of the installation.  A single ship approval may not require a configuration management process for installation approval of a specific part number and serial number.
3.  Airworthiness certification guidance for Class I or Class II lasers.  These systems do not contain a Class IIIa, IIIb, or IV laser.  This guidance does not apply to the installation of equipment that only contains a Class I or Class II laser and only emits Class I or II laser energy.  These systems do not require disabling of the laser feature as a condition of the installation approval.  The complexity and scope of the equipment integration and installation will determine the level of FAA involvement.
Effect of this Policy.

This general policy does not constitute a new regulation.  Certificate management offices should follow this policy when applicable to the specific project.  Whenever an applicant's proposed method of compliance is outside this policy, it must be coordinated with the Rotorcraft Directorate, through an issue paper or equivalent process.  Similarly, if the implementing office becomes aware of reasons that an applicant's proposal that appears to meet this policy should not be approved, the office must coordinate its response with the Rotorcraft Directorate.

Applicants should expect the reviewing officials to consider this information when making findings of compliance.  In addition, as with advisory material, this policy statement contains general guidance and is not the only means of compliance.

Implementation.
This policy discusses compliance guidance for TC, amended TC, STC, and amended supplemental type certification programs.  This guidance applies to those programs with an application date that is on or after the effective date of the final policy.  If the date of application precedes the date of this policy and the methods of compliance have already been coordinated with and approved by the FAA, the applicant may choose to either follow the previously approved methods of compliance or follow the guidance contained in this policy.

Point of Contact

Direct your questions and comments to Mark Wiley, Rotorcraft Standards Staff, Regulations and Policy Group, ASW-111, at (817) 222‑5134, by fax (817) 222-5961, or by e-mail at mark.wiley@faa.gov.
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Attachment 1

ADDENDUM

Important Safety Considerations for Operators Choosing to Activate a Class IIIa, IIIb, or IV Laser, or IR Filtered Searchlight.

1.  Safety Concerns for Operators about Activation of a Laser or IR Feature.  These systems may present hazards that adversely affect continued safe flight and landing of the aircraft, adversely affect safe flight of other aircraft, or injure persons in the air or on the ground.  One of the primary concerns is the hazard (such as, flash blindness or permanent eye injury) to the flight crew of the aircraft with these systems and to flight crews of other aircraft operating in close proximity.  As part of the FAA’s installation approval for these systems, the FAA will assess those hazards that could have an impact on the airworthiness of the aircraft’s airframe if the laser or IR filtered searchlight is enabled and operated.  However, the FAA’s installation approval does not address the potential hazards to persons aboard the aircraft, on other aircraft, or on the ground.
It is for this reason that the FAA’s installation approval for Class IIIa, IIIb, and IV laser systems includes a limitation that the operation of these lasers and IR filtered searchlight features are not FAA approved and these features are intentionally disabled.
2.  Installation Considerations that may Mitigate Safety Concerns.  If the laser illuminator and IR searchlight features are to be used in non-civil aircraft operations, as a minimum, the following installation recommendations should be addressed to promote a safe installation and operation that minimizes light emission hazards to the rotorcraft, flight crew, passengers, and ground personnel during normal operations and maintenance:


a.  There should be no direct or reflected path (for example, off the skids, cargo mirror) from the laser or IR searchlight into the cockpit or cabin.  Mechanical stops or shielding may be used to ensure the laser or IR searchlight emissions cannot be unintentionally aimed or reflected into the cockpit or cabin, thus exposing the occupants to the emissions.  A systems safety analysis should be conducted to identify hazards and determine system design assurance levels to mitigate inadvertent exposure of crew and passengers to laser or IR searchlight energy.  If using software stops instead of mechanical stops or shielding, the RTCA, Inc. DO-178B software level should be equal to or greater than the failure condition category associated with the hazard of inadvertently exposing the pilot, crew, or passengers to laser or IR searchlight emissions.  These systems typically have level E software stops, which is not suitable for such hazards.  If any occupant could be unintentionally exposed, at least level B software should be used.  If using electronic hardware stops instead of mechanical stops or shielding, the DO-254 hardware design assurance level should be equal to or greater than the failure condition category (hazard) of inadvertently exposing the pilot, crew, passengers, or the non-flying public to laser or IR searchlight emissions.

b.  The laser installation should comply with the laser performance requirements of 21 CFR 1040.10(f), to include safety interlock, remote interlock connector, key control, and an emissions indicator.  In addition, the laser installation should comply with the laser labeling requirements of 21 CFR 1040.10(g).


c.  The IR searchlight should have a “light on” indicator in the pilot’s primary field of view.


d.  To prevent unintentional ground emission and to minimize any hazards to the non-flying public, the installation should include a safety firing interlock, such as altitude and direction limiters.  The firing interlock can use a radio altimeter or other means to prevent laser or IR searchlight emission while on the ground or below a prescribed height above the terrain (for example, 1,000 ft above ground level).  The interlock system design should optimally control power to the laser or IR searchlight emitter.


e.  Detailed type design and engineering data should be provided for those aspects of the laser system where malfunctions could create hazards in order to ensure adequate manufacturing quality and configuration design control measures to mitigate laser hazards of subsequent installations.  The installation may be either an Intrinsically Flight-Safe Laser System or a Design-Mitigated Flight-Safe Laser Systems as defined in ARP 5674.


f.  If detailed type design data is not available for those aspects of the laser or IR system where malfunctions could create hazards, a process should be utilized by which configuration design control can be maintained.  This process should ensure that system design features of integrated vendor supplied parts are sufficiently documented so that subsequent changes to those parts are identified and evaluated against any impact on continued safe operation of the system.

g.  If an operator chooses to enable and operate the laser or IR searchlight feature, it assumes full responsibility for safety of operation and continued airworthiness, and should have operational and maintenance procedures to protect the flight crew, the flying and non-flying public, and maintenance and ground personnel from the laser or IR searchlight hazards.  Placards, operation manuals, flight manuals, and maintenance manuals should define safe operational practices and procedures, identify hazards, and provide appropriate limitations.  The operator should provide a process to document all design changes necessary to ensure that the airworthiness of the rotorcraft is not affected when transitioning from the FAA approved configuration to an unapproved configuration and back to the FAA approved configuration when the laser or IR filtered searchlight features are enabled.

h.  A Laser Configuration Worksheet (FAA Form 7140-1) should be completed in order to calculate the distances that are important for evaluating the safety of operations, specifically:


(1) maximum permissible exposure, 


(2) nominal ocular hazard distance, 


(3) sensitive zone exposure distance, and



(4) laser-free exposure distance.


i.  The following mitigating factors should be provided as well:



(1) Control Measure Operation and Reliability:  Control Measure reliability, conditions under which control measures might fail or be defeated, any operation when the control measures are defeated for service or maintenance, and how the control measures mitigate laser hazards.



(2) Aircraft Orientations:  Orientations of the aircraft such as banking angles and the safety ramifications of flying below surrounding terrain.



(3) Flight Conditions:  A list of acceptable flight conditions for use of the laser system and a description of how the system will remain safe in those conditions (for example, turbulence and rain).



(4) Effects on Other Aircraft:  This includes possible effects on other aircraft and the personnel aboard those aircraft.



(5) Service and Maintenance:  A description of effects of service and maintenance on safety and how these effects are mitigated.  This may include test procedures, calibration certification, etc.

