


A strange thing happened on the way
towork oneday...

ACQUISITION ’
MORE REFORM “eape, -
’l.\ JAN ’ T
AN \\ ,\\
\\‘7 § -
- BUDGET \,vr
\06‘\6( LIl | ;‘as\e‘

FAA AMS - 1996

Just go do It!




P
—
@,

Before

« emphasized development

» specified “how” and “what”

U m

i §'@JCOTS Vendors \\\

??27?

COTS
Products

??7?

oy

After «emphasize interface integration
e specify “what,” not “how”
3



'm a busy person!!
could be doing
oroductive wor k
right now!

What isthe problem we aretrying to solve?



How To Float With The
Commercial M arket Without
Getting Pulled Under




COTSRisk Mitigation Guide

Reference

1.1 - Introduction button \ —
1.2 - COTS Risk Factors gjiiggaggg
1.3 - COTS Risk Mitigation Strategies

1.4 - Applying COTS Risk Mitigation Strategies
1.5 - Summary
Appendix A - References

Appendix B - Understanding COT S Obsol escence and
Technology Evolution Planning

Appendix C - COTS Risk Mitigation Strategies and the
Work Breakdown Structure

Appendix D - COTS Obsolescence Data Analysis

Appendix E - COTS Technica Performance Factors

Appendix F - COTS Non-Technical Selection Factors

Accessible at http://www.faa.gov/aua/resources/cots



FAA COTS Risk Mitigation
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Federal Aviation Administration (FAA)
COTS Life Cycle Management

COTS Risk
Mitigation
Guide
Want to take the
COTS Risk MYSTERY (and Risk)
Mitigation i
Workshop out of acquiring
(ourseware commercial-off-the-shelf
Ghoer (COTS)
d 5
products and systems?
New?
This webpage was developed by the FAL Lo provide govermment and
Related non-gowemmert acquisition acivities with & cerbalized and accessible body of
Links COTS-relabed information designed to provide more effective managemeant of
COTS-bhased systems acquisiion and life cysle support Sthough this information is
provided a5 a public senice, ackhowledyamant of s souree is regqueastad. Last updated 12 28.01
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Learn how to achieve the benefits that COTS products can provide while limiting the impact
of rapid COTS product obsolescence on your information management system [MOEE

FA4 Home | ALUA Horme

FAA COTS Risk Mitigation Guide and courseware are downloadable




Module 1. Introduction



COTSRIsk Mitigation Workshop

Training Objectives

e Tran “practitioners’
- how and when to apply COTS risk mitigation strategies
- how to project COTS product obsolescence

- how to minimize COTS product obsolescence impacts

e Traln project leads'managers
- how COTSrisk mitigation strategies contribute to more
Informed decision-making

- Implement effective COT S planning, budgeting and life

cycle support .



Related Workshop Objectives

e Smart consumer - trust but verify
* Repeatable methodology
 Common language

o Market-oriented business practices

10



Workshop Agenda

1. Introduction
.2. Training Context

3. Understanding COTSand COTSRisks

4. COTSRIisk Mitigation

5. COTSObsolescence Risk Analysis Exercise

6. Wrap Up

Schedule Day 1 Schedule Day 2

8:00 - 950 Introduction 8:00 - 950 COTS Risk Mitigation (cont’ d)
9:50 - 10:00 Break 9:50 - 10:00 Break
10:00 - 11:20 Training Context 10:00 - 11:45  COTS Obsolescence Risk Analysis
11:20 - 11:30 Break Exercise
11:30 - 12:30 Understanding COTS and COTS Risks 11:45 - 12:30  Lunch
12:30 - 1:15 Lunch 12:30 - 4:00 COTS Obsolescence Risk Analysis
1:15 - 2:50 Understanding COTS and COTS Risks (cont’ d) Exercise
2:50 - 3:.00 Break 4:.00 - 4:30 Wrap Up

3:00 - 4:30 COTSRisk Mitigation

11



About Your Instructor

Route [
tor for
Subm
POBRGINEYYy Support COE
gy Penn State University
200y, son (Jerad 15:yrs), fishing, racquetlt
camping, reading & | |
Offi /Nassif Building Room 24C
| & @faa.gov"/

!

202 493-0117




COTSRIsk Mitigation Training

Student I ntroductions

e Organization

e Current work activities f
» Experiencein dealing with COTS
 \What you want out of the course

e [tems of interest
(optional)




What IsCOTS?

"' The FAA’s Acquisition M anagement
System (AMS) says...

*Commercial-off-the-shelf (COTS) isaproduct or service
that has been developed for sale, lease or license to the general
public and is currently available at afair market value.”

COTSRisk
Mitigation

Guide 1.2

“COTS arejust black boxes that keep on changing.” - Anon.
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Survey: What Arethe Positive
A$ects of Using COTS Products?

Survey answers.
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et Survey: What Arethe Negative
A$ects of Using COTS Products?

Survey answers.
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What problem are we
trying to solve?

FAA COTSRIsk Mitigation
Guide; I nternet access

Training objectives,; related
obj ectives

I"'m abusy person!!
| could be doing

productive work
right now!

What isthe problem we aretrying

How To Float With The
Commercial Market Without

Getting Pulled Under

———

COTSRisk Mitigation Guide

1.1- Introduction

+ 12- COTSRisk Factors
+ 13- COTSRisk Mitigation Strategies
+ 14~ Applying COTS Risk Mitigation Strategies

15- Summary
Appendix A - References
Appendix B - Understanding COTS Obsolescend @

Technology Evolution Planning
+ Appendix C - COTS Risk Mitigation Strategies
Work Breskdown Structure

+ Appendix D - COTS Obsolescence Data Analysi

« Appendix E - COTS Technical Performance Fact

« Appendix F - COTS Non-Technical Selection Faf

FAA COTS Risk Mitigation
Guide Internet Access

CoUE LiEw Diaie Hasigesnt
p__-
X

BT W

FAA COTS Risk Mitigation Guide and courseware are downloadable

COTSRisk Mitigation Workshop
Training Objectives

« Train “prectitioners’
- how and when to apply COTS risk mitigati|

Related Workshop Objectives

- how to project COTS product obsol escencd
- how to minimize COTS product obsolescef

« Train project leads/managers
informed decision-making

- implement effective COTS planning, budg
cycle support

* Smart consumer - trust but verify
- how COTS risk mitigation strategies contr| * Repeatable methodology
+ Common language

* Market-oriented business practices

17



4. Who we are, what we
do and what we expect

5. COTSdefinition; its
positives & negatives

Module 1 Rev

ew (cont’d

COTSRisk Mitigation Workshop

About Your Instructor

camping, reading

Offigd INassif Building Room 2408,
d e

Phone 202 366-6429
Fax 202 493-0117

N

COTSRisk Mitigation Training

Student Introductions

- Name
- Organization

« Current work activities

+ Experiencein dealing with COTS,

« What you want out of the course

« Itemsof interest -
(optional)

[

© What isCOTS?

2

System (AMS) says.

“ Commercial -off-the-shelf (COTS) is a prodk
that has been developed for sdle, lease or licer]
public and is currently available a afair marl

The FAA’s Acquisition Management

“COTS arejust black boxes that keep on chg]

Survey: What Arethe Negative
Aspects of Using COTS Products?

Survey answers:

18




How does this workshop
fit in with my over all
training objectives?

19



Module 2. Training Context



ESSENTIAL

TOPIC AREAS
(for all ARA employees)

ADMINISTRATIVE/
CLERICAL

TECHNICAL/
PROFESSIONAL

MANAGER/
LEADER

INTRODUCTION

TO ARA

ARA
COMPETENCIES

Follow-on: competency-specific
training (as required)

Follow-on: competerncy-speciic
training (as required)

PROCESS
IMPROVEMENT

FOITOW-UIT. appiicd taimig w
process improvement techniques
(for active Pl projects)

evaluation (as required)

mgmt, and performarice rieuics &

FAA

ACQUISITION
MANAGEMENT
SYSTEM

Follow-on: speclalizeu traiiy,
e.g., CO, COTR (as required)

SYSTEMS THINKING

System: ng

g

SYSTEM
ENGINEERING

New SE modules for defined set of
SE products

envIronmerit, strateyic proiid
and decision making

PROGRAM/

PROJECT
MANAGEMENT

program/ project man:ag']ement )
Wﬁm\

TG v oo

FUNUW-Uir.

Specialized clerical/
administrative training and

ROLE-SPECIFIC learning activities

Specialized Management/

Specialized technical/ functional 2 an
leadership training courses and

training and learning activities
based on job or role requirement
(refer to role curriculum, as
available)

learning activities (refer to M/L role

curriculum as available)

N




FAA System Engineering

MISSION NEED DECISION

DECISION

INVESTMENT ANALYSIS

The objectiveisto provide balanced solutionsto complex
FAA system needsthroughout all life cycle phases 29




FAA System Engineering
Councll (SEC

SEC group lead - Mike Harrison (ASD100)
Membership multi-disciplinary, multi-LOB systems engineers

Chartered by the ARA Management Team (ARAMT), AlO and
AF to establish standard system engineering practices across FAA

SEC products and services include:
- NAS System Engineering Management Plan (SEMP)
- FAA System Engineering Manual (SEM)
- system engineering training
- program guidance resource

23



12 System Engineering Processes
plus
System Engineering Process M anagem

M anagement

Synthesize
Alternatives

| . Trade @
Integrated isf, . StudieS' 3
=

echnical

erification

Configuration
M anagemen

“A discipline that concentrates on the design and
application of the whole (system) as distinct from
the parts.” - Simon Ramo

24



FAA Programmatic Risk M anagement

Risk: A situation or circumstance which creates uncertainties about achieving program objectives.

Risk Management: An organized, systematic decision-support process that identifies risks, assesses or analyzes risks, and effectively

mitigates or eliminates risks to achieving program objectives.

Programmatic Risk
Management Plan 4.2.3.3

Identify Risk

What Can Go Wrong?

e Proposed changes Analyze Risk
- Staffing
— Process
— Design
— Supplier How Big Is the Risk?
e Transition to operation checklists e Categories
e Test failures Technical
e Failure to meet objectives Schedule
e Simulations Cost
e Negative trends e Likelihood
e |[ssues list _ e Consequences
e Interdependencies e Identify the risk level
e Safety from the 5x5 risk grid
e Human .Factors e Determine risk
e |Integration resolution date
e ..And more

COTSRisk
Mitigation
Guide App. D.1

Monitor and Track Risk

Select Risk
Mitigation Option

How Can You Reduce the Risk?

e Avoid by eliminating the risk Implement Risk
cause and/or consequence Mitigation Plan

e Transfer the risk

e Control the cause likelihood
and/or consequence

e Assume the risk level and
continue on current plan

e Research and Knowledge of 25
items that impact the risk

e \Write mitigation plan




FAA Programmatic Risk M anagement
Risk Identification Flow

» Operability
Managerial * Producibility
Fu% « Supportability
Poldi « Human Factors
o Security

o Safety

» Acquisition Strategy

Requirements'

Cost Schedule' Technical'
Programmatic Risks I o6
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1. ARA Curriculum Framework;
FAA System Engineering

2. FAA System Engineering Council;
System engineering processes

3. Programmatic Risk Management;
COTS acquisition strategy risks

Integrated ARA Curriculum Framework

en | prortssion ”&?

A discipline that concentrates on the design and
application of the whole (system) as distinct from

the parts.” - Simon Ramo =

FAA System Engineering

Council (SEC

+ SEC group lead - Mike Harrison (ASD100)

iti-cisciplinary, multi-LOB

+ Chartered by the ARA Management T
AF to establish standard system engin

+ SEC products and services include:
NAS System Enginearing Menagement
- FAA System Engineeri
system engineeting training
- program guidance resource:

FAA System Engineering Processes

12 System Enginesring Processes
plus
System Engineering Process Man

FAA Programmatic Risk Management

Risk Identification Flow




Module 3. Under standing
COTSand COTSRIsks



Why can’t we go
back to custom-
designed systems?

30



SION NEED
M‘?JECISI.ON

COTS solutions have already changed the composition of the NAS architecture.
COTS product use is areality we need to recognize and accommodate.

Mitigation
Guide 1.1

COTSRisk l 31




COTSProduct Use Can NO
L onger Be Avoided

Mitigation
Guide 1.2

COTSRisk l

Acquisition Strateqy Continuum

De\(/:;;s)torrnnem Hybrid Systems %2;3
g,stgms (COTS, modified COTS, NDI, glue code,

‘ middleware, custom interfaces, etc.) &/st.ems

oW < Per centage of COTS Products » High

% %

COTS risk mitigation appliesto all
acquisition strategies to some degree.

32



COTSRisk Mitigation
Workshop Terms s |

 Programmaticrisk - asituation or circumstance which creates uncertainties
about achieving program objectives

 Mitigation - “to make less severe’ (Webster’'s Collegiate Dictionary)

« F3-theform (i.e., physical layout), fit (i.e., size) and function (i.e., capability)
parameters of a product

* F2-whenonly two of the three F? characteristics are the same between products

* Non-developmental item (NDI) - an item that has been previously developed
for use by federal, state, local, or a foreign government and for which no
further development isrequired (AMS Appendix C)

33



Terms (cont’d)

e Sustainment - “those activities associated with keeping fielded products
operational and maintained.” (AMS Appendix C)

e Supportability - “the degree to which product design and planned logistics
resources meet product use requirements.” (AMS Appendix C)

» Technology evolution planning - the collection and analysis of COTS
product market research information to identify the risks and mitigation
measures for projected product obsolescence Issues.

* Integrated change planning/integrated change package - the logical and
optimal combination of product obsolescence support options, efficiency
Improvements and functional enhancements.

34



Terms (cont’d)

Compatibility testing - the determination of a product’s ability to
substitute for another ssmilar product without a magjor difference in form
fit or function (F?) parameters.

Compliance testing - the determination of a product’s ability to comply
with specified performance characteristics

Confor mance testing - the determination of a product’ s ability to
conform to specified standards

OEM - original equipment manufacturer for a hardware or software
product

35



Terms (cont’d)

* Inter-operability - aproduct’s ability to operate with other products
without modification

 Lifecycle-“ageneric term relating to the entire period of conception,
definition, build, distribution, operation and disposal of a product.”
(AMS Appendix C)

o COTS-based acquisition - the planning, procuring, integration,
testing, fielding and support of a system or change to afielded system
that contains COTS products.

Other terms will be defined during the
course of the workshop a6




DoesCOTS
Aftect My Job?
S Affect My Job




COTS Affects All I nformation
Technology Users

Requirements M anagement Home

- FAA L e %ﬂ

Engineering 1

Contracting

Administration

Operations
Wt’ s'\
’ e

A%

Budgeting Maintenance
Training

nd 4
oo .
L

A
Workplace M edicine Industry Military Per sonal

Thisworkshop will focus on how COTS affects FAA automated
system life cycle phases and supporting functional areas.

38




COTS Product Benefits

« Avoid custom development risks

» Rapid infusion of current technology and tools
» Use of world-wide standards

* Reduce development costs

e Broad market/vendor base e |
 |Industry/market supported skill sets

However...there is no such thing as a “risk-free”’ lunch!

39



So what’srisky
about COTS?

40



FAA Programmatic Risk Management

Risk: A situation or circumstance which creates uncertainties about achieving program objectives.

Risk Management: An organized, systematic decision-support process that identifies risks, assesses or analyzes risks, and
effectively mitigates or eliminates risks to achieving program objectives.

Programmatic Risk
Management Plan 4.2.3.3

Monitor and Track Risk

What Can Go Wrong?

e Proposed changes Analyze Risk
- Staffing
— Process
— Design
— Supplier How Big Is the Risk?
e Transition to operation checklists i .
e Test failures * Cat_?gsr:lnei(s:al _ _Sel_GCt R'SK
e Failure to meet objectives Schedule Mitigation Option
e Simulations Cost
e Negative trends eali
e |Issues list : ggﬁgzgﬁgnces How Can You Reduce the Risk? .
e Interdependencies e Identify the risk level e Avoid by eliminating the risk Implement Risk
e Safety from the 5x5 risk grid cause and/or consequence Mitigation Plan
e Human .FaCtOI'S ® Determine risk e Transfer the risk
e |[ntegration resolution date e Control the cause likelihood
e ...And more and/or consequence

e Assume the risk level and
continue on current plan

e Research and Knowledge of 41
items that impact the risk

e \Write mitigation plan



| dentifying COT S RISKS

COTSRisk l

« Known e
- loss of design control

- Industry/government “lessons-learned”
- COTS Risk Mitigation Guide Appendix A — References

e Unknown
- obsolescence
- rapid technology evolution
- market behavior

COTSrisks are the same for any degree of COTS product use oo




Understanding Known COTS RisksS

=

© 0o N o oA~ WD

=
o

Rapid and asynchronous changes
Different obsolescence impacts
Proprietary data
Higher life cycle costs
Multiple configurations
Different quality practices
“*Asis’ configuration
Commercial standards
Time-limited manufacturer support
| nfor mation secur ity susceptibility

COTSRisk
Mitigation
Guide 1.3

When acquiring COTS products, we need to
understand, identify and plan for the risks

43



COTS Software Risks

COTSRisk
Mitigation

Guide 1.3.11

e Diminishing software support skills over time

o COTS software compatibility with underlying hardware platform

o Complexity of COTS software interfaces (e.g. operating system) with other
COTS software products/applications, middleware, glue code, custom/legacy
Interfaces

* Maodifying system functionality without unknowingly exceeding a COTS
software product tolerance

* Introducing system “unknown unknowns” with untested products (e.g.
unused code, timing differences, firmware changes etc.)

» Licensing options and costs
» Sole source dependency for critical software components and data rights
avallability

 Information security ”



COTSRIsk Factor No. 1
Rapid and asynchronous changes

« Underlying technology advancements /

o Competition for market share

 Product types and release cycles

COTSRisk
Mitigation
Guide 1.3.1

Budget planning uncertainties = cost risk
Obsol escence uncertainties = technical risk

45



COTSRIisk Factor No. 2
Different obsolescence impacts

COTSRisk
Mitigation

Guide 1.3.2

e Common misconception - When a COT S product goes
end of life (EOL) or end of service (EOS) something

needs to be done right now!

e Four classes of product
obsol escence impacts to
a system

Budget planning uncertainties = cost risk
Product support uncertainties = technical risk

46



System Obsolescence | mpacts

NO IMPACT LOW IMPACT
* sufficient spares versus reliability * F3 compatible OEM or other vendor sources
* OEM sdllsrights to third party * no conjunctive changes to interfacing products
* no action required * testing and documentation updates only
MEDIUM IMPACT HIGH IMPACT
* only F2 compatible products available * market support almost non-existent
* changes to interfacing hw/sw products * new technology/products incompatibility
* use product obsolescence support options * use product obsolescence support options

COTSRisk
Mitigation

Guide 1.3.2

It iIs not aforegone conclusion that all EOL and
EOS situations require an immediate response.

47




COTSRIisk Factor No. 3
Proprietary data

Competitive control of research/manufacturing

COTSRisk
Mitigation

Guide 1.3.3

DIrOCESSES

- source code, circuit designs, schematics, drawings, patents, unique features

Avallable data at the “black box” (gozinta/lgozouta) level

- commercial style technical documentation/training
- promotes post-sale product support
- testing and maintenance differences

Design control uncertainties = technical risk

48



COTSRIisk Factor No. 4
Higher life cycle costs

o “Faster, better, cheaper” sales pitch for COTS

* Higher costs without early risk mitigation planning

* Prevents added ownership costs due to.

- poor configuration management - insufficient test capability
- modification of COTS products - lack of obsolescence planning
- user acceptance issues - inadequate product selection criteria

Mitigation
Guide 1.3.4

COTSRisk l

Budget planning uncertainties = cost risk

49



COTSRIsk Factor No. 5
Multiple configurations

e COTS product OEMs are also subject to

technology evolution/obsol escence

- piece parts/components
- Subassemblies

* Production lots can be functionally equivalent

- contain different versions of piece parts, sub-assemblies, firmware/software

- can occur without notice

e COTS-based systems increase likelihood of configuration

differences
- system complexity, quantities and deployment time

Mitigation
Guide 1.3.5

COTSRisk l

Test and evaluation uncertainties = schedul e risk
Product support uncertainties = technical risk

50



COTSRIsk Factor No. 6
Different lit tl 8.
guality practices

e Not all COTS products are created equal

» Functionally equivalent products can have significant differences

driven by:
1. components used 2. quality assurance practices
3. manufacturing processes 4. labor force skills
5. market share 6. product support :“5;8?:2 l

7. upward/downward compatibility 8. corporate longevity

o “Caveat emptor” (buyer beware)...asmart consumer
looks beyond the price

Procurement uncertainties = schedule risk
Product support uncertainties = cost & technical risk

ol




COTSRIsk Factor No. 7

“Asis’ configuration

 |nformation technology requirements and solutions are
driven by the commercial market (i.e., consumers) and
evolving technologies

- pre-determined form, fit and function (F°)

-WYSIWYG
- may not meet unigque government requirements

§@ COTS Vendors \\\

???
X
?_ COTSRisk
Mitigation
—r = Guide 1.3.7
=l
Products

Requirements uncertainties = technical risk
User acceptance uncertainties = schedule risk 52




COTSRiIsk Factor No. 8
Commercial standards

« Commercia standards (e.g., SO, IEEE, ANSI)

- world-wide coordination of mfrs., engineering groups (e.g., INCOSE), corps. etc.
- high level requirements on core capabilities and processes
- flexibility to add distinguishing features

e Open system standards are developed to:

- standardize product interface types (e.g., RS232, SCSI, SQL)
- stabilize networking protocols (e.g., TCP/IP, SNMP)
- expand availability of product choicesin various technology sectors

« Commercial standards evolve rapidly and
can conflict TS l

Mitigation
Guide 1.3.8

Design control uncertainties = technical risk

93




COTSRIsk Factor No. 9

Time-limited manufacturer support

* New product releases create older generations of products
- upward/downward compatibility maintains customer base OISR l

Mitigation
Guide 1.3.9

 Manufacturer decides spares/repair/technical support timeframe
- two to three generations of hardware and software
- third party support

—
o “Just-in-time” inventory management
- rapid release cycles
I

- near term orders/demand

- avoids excess product/repair part inventories
- warehousing costs

Product support uncertainties = technical risk




COTSRIsk Factor No. 10
|nformation security susceptibility

 |nter-operability enhances available product selection
- common interface protocols

* Open system standards are open to all
- world-wide applicability
- Internet
- hetwork engineers/administrators

=
%

|

o

s

System access uncertainties = technical risk

95



1. Preferred AMS solution;
cannot totally avoid COTS

2. COTSdefinition; related
terminology

COTSisthePreferred AMS Solution

CoT: already changed the compo:
COTS product useis aredlity we ne

COTSProduct Use Can No
Longer Be Avoided

Acquisition Strategy Continuum

pure

Dovdepment Hybrid Systems cors
ysems (COTS, moified COTS: NDI, gue core s

- ‘middleware, custom interfaces, efc.) Systems.

«——— Percentageof COTSProducts —————— High

“The Government can o longer afford to develop system components tht are reedily
available on the market (processors, displays, disk drives, application software etc.).
Therefore, COTS risk mitigation appl il acquisition stretegi

What isCOTS?

2

e} The FAA’s Acquisition Management
System (AMS) says.

“Commercial-off-the-shelf (COTS) is
has been developed for sale, lease or li
publicand is currently available at afg| «

“COTSarejust black boxes that keep

COTSRIisk Mitigation
Workshop Terms

Programmatic risk - asituation or circumstance which creates uncertainties
about achieving program objectives

Mitigation - “to make less severe’ (Webster's Collegiate Dictionary)

F3- theform (i.e., physical layout), fit (i.e., Sze) and function (i.e, capability)
parameters of a product

F2.- when only two of thethree F characteristics are the same between products

Non-developmental item (NDI) - an item that has been previously developed
for use by federal, state, local, or aforeign government and for which no further

development is required (AMS Appendix C) »

o6



COTS effects on the
acqguisition phases and
supporting practices

4. COTS benefits; understanding
the known risks

o]

« Avoid custom development risks

Does COTS
Affect My Job?

COTS Affects All Information

Technology Users
— —
e |
- o .8 Logsties -
B 2
Admiisraton
s e
A
sy e
o
@ LF 2] @ %ﬁzﬁ
W\ U
‘Workplace Medicine Industry Military _Pe‘wﬂa\

This workshop will focus on how COTS affects FAA automated

system life cycle phases and supporting functional aress.
w©

COTS Product Benefits

* Rapid infusion of curri
* Use of world-wide st
 Reduce development c
* Broad market/vendor H
* Industry/market suppor

However...thereis no sucl

Understanding Known COTS Risks

. Rapid and asynchronous changes

. Different obsolescence impacts

. Proprietary data

. Higher life cycle costs

. Multiple configurations

. Different quality practices

. “Asis’ configuration

. Commercial standards

. Time-limited manufacturer support
10. Information security susceptibility

© ® N YA WN P

When acquiring COTS products, we need to
understand, identify and plan for the risks 2

S/




Risk Refresher

OO O
S

Can the class name the 10
known COTSrisk factors
(without help)?
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Module4. COTSRIsk Mitigation
(controlling the known risks)

99



OK...sowhat strategies
are needed to manage
COTSrisks??
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FAA Programmatic Risk Management

Risk: A situation or circumstance which creates uncertainties about achieving program objectives.
Risk Management: An organized, systematic decision-support process that identifies risks, assesses or analyzes risks, and
effectively mitigates or eliminates risks to achieving program objectives.

Programmatic Risk
Management Plan 4.2.3.3

Identify Risk

Monitor and Track Risk

What Can Go Wrong?
e Proposed changes

‘ Analyze Risk

- Staffing
— Process
— Design
— Supplier How Big Is the Risk?
e Transition to operation checklists e Categories )
e Test failures Tgchnical Select Risk
e Failure to meet objectives Schedule Mitigation Option
e Simulations Cost :
e Negative trends Likelihood
e |[ssues list : Cloﬁsle(c)qﬁences How Can You Reduce the Risk?
e Interdependencies e Identify the risk level e Avoid by eliminating the risk Implement Risk
o Safety from the 5x5 risk grid cause and/or consequence Mitigation Plan
e Human Factors e Determine risk e Transfer the risk
e Integration resolution date e Control the cause likelihood
e ...And more and/or consequence

e Assume the risk level and

Government/industry COTS “lessons-learned” provide | continue on current plan

“ T ‘- . . R h and K led f
pre-packaged” risk analyses and mitigation strategies |° itfrfg"’}fat?m”pac??ﬁveiisgke° 61

e \Write mitigation plan




How do these COTS
risk mitigation strategies
link with the AM S?
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COTSRIsk Mitigation Strategies & Benefits

COTS Risk l
Mitigation
Guide1.4
Risk
Number COTS Mitigation Strategies Application Benefits Factors
Addressed
Involve COTS-knowledgeable Facilitates the application of COTS risk #1-6 and #8-10
1 individualsin all analytical processes | mitigation strategies and informed decision-
making
Involve users early and throughout Reduces chances of surfacing user acceptance | #1, #3, #4, #6,
2 the program life cycleto identify and | issues late in system development and #7 and #10
resolve COTS-related constraints deployment
Perform continuous COTS product Allows product team to project and plan for #1, #2, #4, #5
3 market research changes in technology, product configurations | and #7-10
and obsolescence-rel ated issues
Integrate market research results with | Optimizes and prioritizes cost, schedule and #3, #4, #9 and
4 field data and new requirements performance factors between obsolescence- #10
driven system changes and system upgrades
Develop and maintain flexible Allows for the appropriate level of specified #7-8 and #10
5 performance requirements suited to function description and the inclusion of
the use of COTS products COT S technical performance factors
Institute and maintain ongoing COTS | Allows project to assess new COTS products | #1-5, #7, #8
6 product testing capability technologies for specification compliance, and #10

form/fit/function compatibility and standards
conformance




COTSRIsk Mitigation Strategies & Benefits

(cont’ d)

Risk
Number COTSMitigation Strategies Application Benefits Factors
Addressed
Develop and maintain non-technical Addresses important manufacturer/product #1 and #3-10
7 COTS selection factors selection factors (e.g. quality) not contained in
performance/functional specifications
Use COTS-sensitive analytical and Allows analyses, trade studies, plans and #1-10
8 budget processes budgets to reflect unique market-driven COTS
characteristics and obsolescence projections
Integrate COT S-based technology Provides centralized planning that captures #1-10
9 evolution planning information within | system evolution strategy, obsolescence
the Integrated Program Plan (IPP) projections and risk mitigation decisions
Emphasize strong and COTS-relevant | Reduces the possibility of untested COTS #1, #2, #4, #5
10 configuration management practices | product changes affecting system performance
and supports multiple system configurations
Use a COT S-experienced systems Facilitates acquisition, devel opment, #1-10
a1l Integration agent deployment and support activities with proven
COT S-capable personnel and services
L everage the commercial Prevents costly duplication of already existing | #4 and #9
12 infrastructure wherever feasible COTS product support infrastructure
2 Avoid modification of COTS Prevents loss of product support by the #3 and #7
1

products when possible

manufacturer and increased life cycle costs




COTSRIsk Mitigation Strategiesand the AM S

7. Develop and maintain non-technical
COTS selection factors

8. Use COT S-sensitive analytical and
budget processes

9. Integrate technology evolution planning
within the Integrated Program Plan (IPP)

1. Involve COT S-knowledgeable
individualsin all analytical processes

2. Involve users early and throughout the o WVES
. . ) 'E.HJH'NE ‘ THEM?
program life cycle to identify and resolve e PECIsion COTSRiX
COTS-related constraints Mitigation
3. Perform continuous COTS product Guide 1.5

market research
4. Integrate market research results with
field data and new requirements

5. Develop and maintain flexible
performance requirements suited to the
use of COTS products

6. Institute and maintain ongoing COTS
product testing capability

0. Emphasize strong and COTS-relevant
configuration management practices
111. Establish a COTS-experienced systems

integration agent
12. Leverage the commercial infrastructure
wherever feasible

13. Avoid modification of COTS when

Inter-related COTS risk mitigation strategies [

are integrated into early program planning
and applied throughout a system’slife cycle 65




Risk Mitigation Strategy Structure

What?
Risk mitigation title describes the activity

Why?
How this benefits the practitioner and management
What COTSrrisk factors are addressed

When?
Applicable AM S phase(s)

How?
Tools, examples, templates, procedures, etc.

|f thisstrategy isignored?
Conseguences

Primary risk impact if strategy isignored 66




Risk Mitigation Strateqy No. 1

Involve COTS-knowledgeable individuals in all analytical processes

COTSRisk
e Why? |

Guide 1.5.1

- COTS knowledge supports informed decision-making

- Plan COTS management strategies for new acquisitions
- Understand COTS product obsolescence

- Address COTSrisk factors 1-6 and 8-10

e When?
- Mission AnalysiS (needs analysis, risk analysis)

- Investment Analysis (strategy, requirements, trade studies, early concept
demonstrations, surveys, cost estimation, life cycle cost, source selection)

- Solution Implementation (design analysis, test, trade studies)
- In-Service Management (supportability, engineering changes, disposal)

67




Risk Mitigation Strateqgy No. 1 (cont’d)

Involve COTS-knowledgeable individuals in all analytical processes

e How?
- Borrow ‘em
- Steal ‘em

- Work Breakdown Structure (WBS) -

e |fthisstrategy isignored?
- Inability to successfully identify and mitigate COTS risks

Primary risk = cost 68




How do we plan
early for obsolescence?

] ]

«
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Understanding the System Architecture

/ Adaptation data

Adaptation @ —— l

Mitigation

GUI Guide App. B.3

Custom

Product Line

COTSProducts = =X v_DBMS, OS, GUI, ORBs,
= = CPU, LAN,etc
Flight data processor
M - New application . NDI Component
Z(FSEFT:?;?T;S!LW m Contractor product line component
[ ] Changed contractor product line component
E Glue > Generated code

System support planning becomes easier when
the constituent product categories are known 0




Developing An Effective Strategy

M Aore « Continuousrefresh of all COT S products
to maintain currency of manufacturer support

 Freezing the har dwar e/softwar e baseline during
development and then using product obsolescence
: e e, support optionsto sustain the system for a
Technical e, defined period
currency

 Freezing the hardwar e/softwar e
baseline for a defined period
and then refreshing

(84

56

(ﬁ 6\ .'0..::’..'~
» 1'\(& Yo, Th.
Less )
COTSRisk
Miti gation
Less Control » More Control Guide App. B.4

A flexible balance among baseline control, technical
currency and change timing factors must be established
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URET CCLD vs. DSR Product Lifecycles

GA: Product Generally Available for public purchase.

EOL: Product no longer being actively marketed and sold.

EOS: Product no longer being serviced, and/or spares no longer available from OEM.

DSR OS Model (IBM)

4-7 Years

Product Withdrawn from No OEM
| EOL .
Anno?gzt)ement Sales (EOL) Service/Spares (EOS)

CCLD OS Model (Sun)

A4—6 Mos Nithdrawn from Sales and Service

(EOL and EQOS)
Product

Announcement (GA)

Early recognition of product release cycles and configuration
management impacts is key to obsolescence management strategy | 72




Recommended Approach (URET CCLD)

CY 1999

A M

A

J

EP

J A S
Lab

A

Order
—> A\

D2

*

COTS-

Baseline 1:

SWD/DDE/
DSSC/EPI

SWD/DDO
Lab Deliver

SW Des

SW Des

7

Deli
E/DSSC

Dev

Dev !

CY 2000 CY 2001
O N DJ{J F MIAM JJ|J A S|O N D{J F M|IA M J}|J A
WIHTC o o A 7 SITES
er (#der Deliver Order i
A A ¥ Deliver
S —
Order IR T Lab Deliver 4
7y = : 1 Ihteg/Test |
D3|SW [Des/Dev nteg/Test
D3|Formal Tept
COTS- COTS-
Baseline 2: BaselinL
I&T/WIHTC Sites/Spares
: B/L X:
Planning for technology refresh due User
. Changes
to rapid computer release cycles.

S

Refresh



Under standing the Obsolescence Proqgr ession

COTSRisk l

Mitigation
Guide App. B.1

Obsolete - “No longer useful.” (Webster)

Obsolescence - “The process of becoming obsolete.” (Webster)

RISK EOL EOS EOR EOM
TRIGGER . i . ;
POINTS (end of life) (end of service) (end of repair) (end of maintenance)
Full No longer No longer supported by Support is unavailable or Site spar es cannot
Production manufactured / manufacturer / 3rd party too costly / spares stock be replenished
fully supported support may be available depleting (hardwar e only) (hardware only)
NOTIONAL o
COTSPRODUCT Dedlining Spares
SERVICE
DEGRADATION
IMMINENT!!
YEAR 1 2 3 4 5 6 7 8

Obsolescence is adiminishing level of product support over time.
Each trigger point begs the question “How does this impact my system?”.
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Resour ce Planning for Market Resear ch
Activities During Solution I mplementation

WBS Version 1.0

Standard Work Breakdown Structure

Standard Work Breakdown Structure

10 2.0 5.0 6.0
Mission Investment In-Service Disposition
Analysis Analysis Management
1 1
1 1
1 1
1 1
v v v v

75

Standard FAA WBS mapsto the AM Slife cycle phases




WBS Allows Programming of Resour ces
to Specific Activity Areas

WBS Version 1.0

WBS Element 3.0
Solution Development

N\

30
Solution Development

Ensures that COT S-specific risk mitigation

resources (e.g., market research) are programmed &




M ar ket Resear ch Activities During Solution
Implementatlon Would Fall Under 3.2.2

WBS Version 1.0

WBS Element 3.2
System Engineering

2. 2. 2. 3.2.7 3.28
Supportability, uali onfiguration Human Security
Maintainability, e Factors
and Reliability ogr

Engineering

* Integrator market investigation

* Integrator obsolescence analysis reports
* Integrator product compatibility testing
* Support contractor analysis

WBS templates are available in the AMS FAST toolset,
WBS activities mapped out in COTS Guide App. C &




Risk Mitigation Strateqy NoO. 2

Involve users early and throughout the program life
cycle to identify and resolve COTSrelated constraints

e Why? v
- Provide operations and maintenance perspectives \
- Train on COT S characteristics/risks/mitigations |
- Become familiar with candidate COTS solutions
- Establish requirements priorities / adapt field procedures

- I[dentify and resolve suitability issues
- Address COTSrisk factors 1, 3, 4, 6, 7 and 10 COTSRisk l

Mitigation
Guide 1.5.2
« When?
- Mission Analysis (needs analysis, risk analysis)

- Investment Analysis (requirements, trade studies, early concept
demonstrations, surveys, cost estimation, life cycle cost, source selection)

- Solution Implementation (design analysis, acceptance testing, trade studies)
- In-Service Management (supportability, engineering changes, disposal) 78




Risk Mitigation Strateqy No. 2 (cont’ d)

Involve users early and throughout the program life
cycle to identify and resolve COTSrelated constraints

e How?
- Memorandum of understanding (M OU)

- Roles and responsi bilities (rotation, empowerment, responsibility,
accountability, authority, participation etc.)

- AMS FAST under TOOL SETSUnion Guidance

e |fthisstrategy isignored?

- Unexpected user acceptance issues

Primary risk = schedule
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Risk Mitigation Strateqy No. 3

Perform continuous COTS product market research

e Why? Gude 153 l
- Understand if current/future technology will meet needs

- Identify/compare products to meet functional requirements

- Establish aforward-look horizon on obsol escence impacts

- Become a smart consumer

- Address COTSrrisk factors 1, 2, 4, 5and 7-10

 When?
- Mission andl ysi S (technology trend analysis, obsolescence of fielded systems)
- Investment Analysi'S (prototyping, betatesting, SIRs, contract requirements)
- Solution Implementation (product selection, support planning, obs. analysis)
- In-Service Management (obsolescence analysis, engineering changes) -




Risk Mitigation Strateqgy No. 3 (cont’ d)

Perform continuous COTS product market research

e How?
- Survelllance (emerging technologies, market conditions, products)
- Investigation (product testing, obsolescence information, analysis)

- Internet, trade shows, publications, consultants, integrator, support
contractors, SIRs, visits to manufacturers, demonstrations, beta
testing, prototyping, compatibility testing, obsolescence surveys

e |fthisstrategy isignored?

- Poor product selection and the inability to predict obsolescence risk
triggers

Primary risk = technical
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What M arket Resear ch | nfor mation
| nformation 1s Needed?

Line System Qty End End of Average Failure Failure Total Ready
Iltem | Integrator Item OEM Item Per of Life | Service H/W W Failure Rate(last | Trend | Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate (per 12 Spares | Issue
year) months) Spares
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares | Generation Products Products T&E Production Availability Workaround Notes/Additional | nformation
- Product F° | Available? | Available? | Time | LeadTime I mpact
Compatibility
COTSRisk
Mitigation
| Guide App.D.2

Standardized product obsolescence information needs to be collected
periodically to forecast and monitor potential supportability risks

82




.1

g
Q

o, | just keep
doing tech refreshes
to my system right?
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Technology Refresh is Only
One of Several Options

COT S Product Obsolescence Progression

RISK EOL EOS EOR EOM
TRIGGER . . .
POINTS (end of life) (end of service) (end of repair) (end of maintenance)
Full No longer No longer supported by Support is unavailable or Site spar es cannot
Production manufactured / manufacturer / 3rd party too costly / spares stock bereplenished
fully supported support may be available depleting (hardware only) (hardware only)
NOTIONAL o
COTSPRODUCT DEEI ST
SERVICE
DEGRADATION
IMMINENT!!
YEAR 1 2 3 4 5 6 7 8

Product Obsolescence Support Options

1 —No action required

2 —Lifetime Buy (any source)

3 — Extended Maintenance/Warranty
4 —Third party Maintenance

5 — Technology Refresh

6 — Redesign/Integrated Change

7 — Purchase Data Rights

8 — Reclamation/Salvage

Bmmmmm = option available during this period

= option diminishes during this period

COTSRisk
Mitigation
Guide App. B.5

The earlier an obsolescence situation is identified,
the greater the number of available support options.
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COT S Product Obsolescence == |
Support Options L

Option Definition
No Action Required

When a product’ s reliability and/or the availability of replacement assets (i.e., depot spares,
OEM, third party) allows for continued product support regardless of obsolescence phase.

Lifetime Buy (from any

The acquisition (e.g., purchase, trade) of sufficient replacement products, components or repair
source)

items from any source to meet a projected failure/demand rate or a defined point in time.

Extended M aintenance or

The purchase of technical and/or repair support from the original equipment manufacturer
Warranty

(OEM) or third party source that extends product support beyond the original timeframe.

Third Party Maintenance The establishment of atechnical and/or repair support capability by avendor other than the

OEM that is qualified to provide that support.

Technology Refreshment

“The periodic replacement of COTS products using the same kind of products (e.g., processors,
(aka Tech Refresh)

displays, computer O/S, commercially-available software) within the larger system to assure
continued supportability of the system through an indefinite service life.” (AMS 11/98).
Periodicity is based on when the COTS product is no longer supportable. System performance
baseline remains unchanged.

When product obsolescence must be addressed by a system design change (e.g. incompatible
products, new technology) or when replacement of obsolete products is integrated with alarger
system upgrade or pre-planned product improvement (P°I).

Redesign/Integrated Change

Purchase Data Rights An arrangement made between a product user and an OEM to secure the proprietary data rights
(e.g., drawings, software, documentation) for a product to assume organic (internal) or third
party support for that product.
Reclamation/Salvage

Also referred to as cannibalization, thisistypically alast resort support option whereby pieces
of adiscarded product are reclaimed and re-assembled to create a functional product.
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Risk Mitigation Strateqgy No. 4

Integrate market research results with field data and new reguirements

e« Why? Qe 154 l
- Ensure obsol escence projections are part of program planning

- Establish engineering change priorities and risks

- Identify schedule/technical relationships of all system changes
- Address COTSrrisk factors 3, 4, 9 and 10

 When?
- Mission AnalysiS (needs analysis, technology trend assessment)
- Investment Analysi's (APB, IPP, requirements document, contract requirements)
- Solution Implementation (1PP, system change prioritization, budget)
- In-Service Management (1PP, system change prioritization, budget)
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Risk Mitigation Strateqy No. 4 (cont’ d)

Integrate market research results with field data and new requirements

e How?
- Market research results (technology, products, obsolescence)
- Field data (RM&A trends, logistics/support/suitability issues, feedback,

Innovation/efficiency opportunities)

- New requi rements (functionality enhancements, interface changes, budget
constraints, political priorities)

- Plot projected changes on timeline and analyze relationships

e |fthisstrategy isignored?

- More frequent and sub-optimized design changes

Primary risk = cost
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|ntegrating System Change | nfor mation

2001 2002 2003 2004 2005 2006 2007 2008 COTSRisk
| | I | | Mitigation
I

| | | |
Pril | m m | Obsolescence/Field Data
/ / \) \ \ (Sustain/Critical)
Pri 2 /AN A |Field Data/User Feedback
/ N \ \ (Improve/Sensible)
Pri 3 A A /P31, New Requir ements

N (Enhance/Possible)

I I | Guide App. D.4

Projected system changes are grouped into like categories
and plotted on atime-line to align technical and schedule
relationships for integrated change planning 88




Risk Mitigation Strateqy No. 5

Develop and maintain flexible performance requirements
suited to the use of COTS products

Wi = |
- Reconcile COTS (“asis’) characteristic with reguirements
- Avoid over-specification (black box)
- Establish requirements priorities
- Include COTS-unique technical factors
- Address COTSrrisk factors 4, 5and 9

 \When?
- Investment AnalysiS(iRD, RD, system functional specification, trade studies)

- Solution Implementation (lower level specs, selection criteria, trade studies)
- In-Service Management (engineering changes)
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Risk Mitigation Strategy No. 5 (cont’ d)

Develop and maintain flexible performance requirements
suited to the use of COTS products

e How?
- Functional reguirements (what versus how, AMS guidance and SEM)
- Separate the “must haves’ from the “nice to haves’
- Identify range of acceptable performance values
- Establish and adhere to the maintenance concept

- Include COT S-unique technical factors (open system, scalability,
portability, modularity, compatibility, unused code, infosec, etc.- Guide App. E)

e |fthisstrategy isignored?

- Incompatible products, product modification or devel opment

Primary risk = technical
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Product Technical Compliance Wor ksheet*

M= E3

Set Product

Categony Feguirerment Fequired? 5Status Prodi1 Frod 2
AT Backbone ATM standards supported (see comments Yes Actie I 3

-

|

ATh Backbone Sonet Line Drivers Q2 5-300 Yes Active

|_I

Seneral Based on ATM backbone using SOMET fes Active

|_|

Seneral Conventional and Classical models of [P Yes Active

|_|

General YIBRRT and ABR implemented Yes Active

|_|

IP Internetwark  Hauting Mo Active

|_I

IFP Internetwork  File Transfer FTE, TFTP Yes Arctmwe

_I|_I

Time SynchranizMTP (Interim) ATMISOMNET Based (future) Mo Actie

NAANAN.
EXAMPLE

HIdINVXH

S Total Mumber of Eequirements het. 14 11
Total Mandatory. e %age of Total Requirements Met, 93.3% 733%
10 81 umber of Mandatory Requirements et 9 10
Total Optional: & “%age of Mandatory Requirements Wet 90.0%  100.0%
g = MNumber of Optional Requirements Met: 5 1
S %age of Optional Requirements Met, 100.0% 200% a1

* Courtesv of | ockheed M artin Federal Svstems




Risk Mitigation Strateqy No. 6
Institute and maintain ongoing COTS product testing capability

e Why? = |
- Supports market research activity (investigation)
- Test COTS product compliance, conformance & compatibility
- Drive out “unknown unknowns’

- Support prototyping, beta testing, demonstrations, 2™ |evel eng.
- Address COTSrrisk factors 1-5, 7, 8 and 10

 When?
- Mission Analysis (early operational concept demonstrations)
- Investment Analysi'S (beta testing, prototyping, demonstrations)
- Solution Implementation (development testing, acceptance testing)
- In-Service Management (product compatibility, engineering changes)
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Risk Mitigation Strateqy No. 6 (cont’ d)

Institute and maintain ongoing COTS product testing capability

e How?

- Dedicated developmental/re-configurabl e test bed(s)

- Different levels of testing (e.g., disk drive vs. router, initial vs. regression)

- Organic, contractor support or combination
- Strong configuration management emphasis

e |fthisstrategy isignored?

- Inability to characterize COTS product performance, avoid

obsol escence impacts & manage multiple system configurations

Primary risk = technical
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COTST&E inthe System Life Cycle

Evaluation

AN

Early concept
demonstrations,
prototypes, beta tests,

Evaluate new
technologies

Verification matrix,
support investment
decision analyses

Evaluate candidate

test requirements *

N

INVES y

ri MEED MEN

‘"snm“;muou DECIS M
B ESTMENT AMALYSS

FAA
LIFE CYCLE
ACQUISITION

Evolutionary
support, system
health inputsto MA

PeSERVICE MANAGEMEY

Support service life
extension decisions,
test NCPs

Support technology
upgrade decisions,
compatibility testing

/

MANAGEMENT SYSTEM

approaches &
COTS products

Support contract
award evaluation

v

ontract Award
Decision

o

ety yout

:&J :

Monitor development,
conformance/compliance,
technology refresh

Validation of system
prior to release/ IOT& E
functional verification

Support deployment
problem fixes (key site),
system re-configuration

\

Test
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Risk Mitigation Strateqy No. 7

Develop and maintain non-technical COTS selection factors

e Why? e |
- To assess along with functional performance requirements
- Avoid dead-end technologies/ trailing edge product maturity
- Discriminate/optimize among similar products
- Support smart consumerism
- Address COTSrrisk factors 1 and 3-10

e \When?
- Investment Analysi's (contract requirements)

- Solution Implementation (product selection)
- In-Service Management (engineering changes)
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Non-Technical COTS Selection

Factors
Product maturity e Business projections
Manufacturer stability o Quality practices
Manufacturer flexibility » Sole source

Upward/downward compatibility ¢ Total cost of ownership
Market share o Warranty
Reputation e Licensing

Functionally equivalent COT S products need to be
discriminated using non-technical selection factors | .




Risk Mitigation Strateqgy No. 7 (cont’ d)

Develop and maintain non-technical COTS selection factors

e How?

- Identify & weight critical product factors from App. F (e.g., product
maturity, manufacturer stability/flexibility, compatibility history, market share,
reputation, business projections, quality practices, sole source status, total cost of
ownership, product modification, warranty)

- Formalize and use for initial integrator product selection and life
cycle product replacement

e |fthisstrategy isignored?

- System COTS products with undesirable/unknown characteristics

Primary risk = technical
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Technical Maturity Factor

Bleeding Edge Leading Edge Trailing Edge
High purchase cost Reasonable purchase cost High cost of maintenance
High training cost Training and support Increased training cost
Lack of support readily available Multiple system baselines

Reduced performance
Cost
Benefit
} Time
Research Adopt Bandwagon Maturity Declining
<
Track Incorporate
Tool-up Replace

¢ Approximately Three Years >

for Computers

COTS non-technical selection factors can be
just as important as performance regquirements
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Synthesiz

F Expert Choice: C:A\ECWIN\$$$

File Edit Azzezsment

Senzitivity-Graphs

Utilitiez  Help

M=l E3

g To Find the Best COTS

Local=1.0 Globhal=1.0 @

fBC | Ellipii 2t Level=0 Node=0
| To Find the Best COTS Alternative |
T COAL
{1.000}
Complne, | Cnfig Mn | Instalin LCC Flexhliy | Ext Fact | DocData | RMA Training
{0.263) {0,047} {0,025} {0.255) {0,020} {0.022) {0.085) {0.183) {0,099}
Techneal ¥ |ICM_ProcY |InstMnt ¥ |Design ¥ |Migramn ¥ |Prev Bus¥ |Docsmeat ¥ [Bvailhiy ¥ |ReqdTmeT
Availble ¥ (Chg CalY Postinst ¥ Infrste T Plan 7 | Supp Rel” DataRis ¥ Relishty T | WendAvhl'
Support ¥ |RevCinl ¥ Estimate ¥ |Criteria ¥ |Techneal ¥ |Notify ¥ |Mainbiy T |Weading ¥
moo_cot¥ | Chg NotfT Credible ¥ |Procedur¥ |jssppticip ¥ |DpgradesY VendSppi’
Ruggdzm? |S/WCM Y 085 Y EOL ¥ Users ¥ T
uality ¥ turity T olahrin T
afety T Esys | ust_InfT
taRite T

Sample from Lockheed Martin COTS Assessment and Selection Tool (CAST ™) 9

|| GETEngi | Visicom | SabTech



Risk Mitigation Strateqy No. 8

Use COTS-sensitive analytical and budget processes

e Why? e l

- Incorporate COTS risk mitigation activities 2REE
- Reflect continuous system evolution

- Project/prioritize obsolescence-induced supportability issues
- Accommodate unanticipated “pop-ups’
- Address COTSrrisk factors 1-10

e When?
- Mission AnalysiS (needs analysis, risk analysis, initial estimates)

- Investment And ysi S (requirements, trade studies, early concept
demonstrations, surveys, cost estimation, life cycle cost (LCC), source selection)

- Solution Implementation (LCC, design analysis, test results, trade studies)

- In-Service Management (obsolescence analysis, engineering changes)
100




Risk Mitigation Strateqy No. 8 (cont’ d)

Use COTS-sensitive analytical and budget processes

e How?
- COTS-sengitive cost models in thelr infancy (Price, COCOTS, CAST™)

- Forces “roll your own™ adaptation of processes/tools to reflect

unigue COTS characteristics (e.g., obsolescence and tech refresh cycles,
mitigation activities, selection criteria, risk analysis, contract reguirements, system
configurations, system architecture breakdown, economic service life estimates)

- Stay alert for tools and processes that can be standardized

e |fthisstrategy isignored?

- Inability to make informed program decisions

Primary risk = cost
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Technology Evolution Planning Horizon

Key Product Supportability Analysis

1990 1992 1994 1996 1998 _ 2000 2002 2004 _ 2006 2008
l l l l l l l l I ERN l 1 l E | l |
| | | | | | | | | ERL | I 1J | | | |
—>: FY02 LD peren  oC
DSR HARDWARE Today : —p-  Refresh -
: Funds : Toolate :

PS/2 Model 8555 (Token Ring Bridge)

GA EOL EOS
EDARC System Interface (ESI), developed product

[RRNY
[RRRY

EOM

(Malntenalice unavailable from venﬂor Self/3rd party maintenance
uncommlttcd and requires further dgtaned analysis of alternatives)

[REEREN

GA EOL I EOS/EOM z z
IBM RISC Processor: 7018-770/771 E z z
I i |
GA EOL : E@S : EOM
| I Raytheon Console Display Generator (CDG) = =
_ _I\I\I\I\
GA EOL z EO z H EOM
DSR SOFTWARE : : :
Touch OSI (LMATM Maintaining as of EOL/EOS date) = z B
i
GA EOL/EOS H z H EOM
Token Ring Bridge Program (LMATM Maintaining as of EOS date) z z
E | /i
GA EOL/EOS : : : EOM
IBM DOS 5.0 IBM DOS 7.0 = - <
< _ | : :
EOL EOS GA EOL EOS z z
IBM AIX 3.2.5 (LMATM Maintains as of EOS date, NOT CéMMITTED) z
| i —I\I\I\I\
m GA EOL : EOS :z E EOM

End Of Life (EOL) - product is no longer being manufactured
End Of Support (EOS) - product manufacturer no longer provides product service or spares support
End Of Maintenance (EOM) -product is not maintainable (technically or cost effectively) by third party

H'TdIN VS

Continued deferral of critical technology refresh/sustainment activities will
“bow wave” funding requirementstoo late to avoid operational impacts.




Activity

ESI Replacement
Engineering
Development
Deployment

R-Side Modification
Engineering
Development

Deployment

Storage/Support
Refresh

D-Side Modification
Engineering

Development

Support System
Upgrade

Choke Point

* Indicates recent FY 03 budget reduction allocations for FY 04 through FY 06

Sample Risk Mitigation Planning

Rationale

ES| LRUs are end of life (no longer
manufactured) by Raytheon and contain
many obsolete components. Raytheon
maintenance year to year until parts no
longer available. Interfacing RCM card
(EDARC) aso highrisk EOL LRU.

R-side mod replaces obsol ete operating
system (OS). Replaces CDG which is EOL
with limited spare assets.

Replaces obsol ete data storage devices with
the addition of HOCSR Phase 3/4 storage
and support assets (common functional
domain)

D-side mod replaces obsol ete RISC6000

processors and 15” monitors. Completes OS
replacement.

Requirements have not yet been defined.

Assets available for short term choke point
needs. Funding required beginning (FY 02)
for follow on choke point support
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= How should our
budget process adapt?
)




COTS Systems Evolve | ndefinitely!

DEVELOPMENT (F&ENAS HANDOFF (OPSN)PERATIONS (OPS)

Current Budget M odel

DEVELOPMENT (F&E) \ SOUPSETYE:\;);NST(?FZSQ)

COTS-Oriented Sustainment M odel

- Alternate Parts Matrix - Market Research/Tech Forecast

- Life Cycle Cost Analyses - Product Evaluation/Prototyping

- Compatibility Testing - Test Bed Facilities/Support

- NCP Test, Integration, Validation - Integrated Change Development
- Technical Support - Configuration Management

- Training updates/conducts - Obsolescence analysis

The continuous changes within COT S-based systems demand
a corresponding stream of developmental F& E funding
coor dinated with oper ations funding 05




€8l \What isthe Proverbial “ Bottom Line’?

Theacquiring activity must be ableto provide
accur ate and detailed technical information to
budget personnel and decision-makersto answer
the following question:

“What happens if we don’t fund this requirement?”

COTSRisk
Mitigation
Guide App. D.5

This question must be answered in clear
terms of operational consequences 106




Oper ational Conseguences

L oss of ground to air communications

L oss of ground to ground communications
L oss of back-up capability

Operational availability (A,) degraded

Flight safety
L oss of radar or sector cover age TS l
Securi ty Guide App. D.5

Passenger/airlineimpacts (e.g. delays, $$, efficiency)
L ack of certification

Budget justifications for system sustainment
must be supported by the best possible data, good
analysis and the consequences/risks of non-funding | **




Common Sense

“If given a choice, you don’t havea
choice: you haveto go with sustainment.
Like at home, If theroof Isleaking, the
plumbing needs over hauling, and the
house needsto berewired, you don’t
want to hear talk about how nice it would
beto have a new deck overlooking the
woods in the back.”

- Gerald Lavey AOA Highlights 6 Jan 00
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How do we make
surethefundingis
scheduled correctly?
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Technology Evolution Planning L ead-time

COT S Product Obsolescence Progression

RISK EOL EOS EOR EOM
TRIGGER . }
POINTS (end of life) (end of service) (end of repair) (end of maintenance)
Full No longer No longer supported by Support is unavailable or Site spares cannot
Production manufactured / manufacturer / 3rd party too costly / spares stock be replenished
fully supported support may be available depleting (hardware only) (hardware only)
NOTIONAL ‘ -
COTSPRODUCT Declining Spares
| | SERVICE
DEGRADATION
FISCAL IMMINENT!!
YEAR 1 2 3 4 5 6 7 8
Product Obsolescence Support Options
1—No action required == = option available during this period
2 —Lifetime Buy (any source) S = option diminishes during this period
3 — Extended Maintenance/Warranty
4 —Third party Maintenance
5—Technology Refresh
6 — Redesign/Integrated Change
7 — Purchase Data Rights T
8 — Reclamation/Salvage
Technology Evolution Planning L ead-time
‘Optimal Risk BUDGET/ ENGINEER/
Mitigation Planning FUNDING TEST/DEPLOY
FISCAL A A A A A A A
YEAR 1 Submit Yr3 2 Submit Yr4 3 Submit Yr5 4 Submit Yr6 5 Submit Yr7 6 SubmitYrg 7 SubmitYr9 8
Budget Budget Budget Budget Budget Budget Budget

[ BUDGET/FUNDING \| ENG/TFSILDEPL'cb

[ BUDGET/FUNDI NGI) ENG/TEST/DEPLOY,

Unacceptable Risk

Timely mitigation of product obsolescence issues
must include engineering and budget |ead-times 110




Risk Mitigation Strateqy No. 9

Integrate COTS-based technology evolution planning
within the Integrated Program Plan (1PP)

COTS Risk
e Why? e |
- Ensure obsolescence is not treated as a separate issue

- Prioritize sustainment needs against other program needs
- Serve aslife cycle repository of program decisions and rationale

e \When?
- Investment AnalysiS(1PP, APB, contract requirements, budget)

- Solution Implementation (1PP updates, budget, program metrics)
- In-Service Management (1PP updates, engineering changes)
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Risk Mitigation Strateqy No. 9 (cont’ d)

Integrate COTS-based technology evolution planning
within the Integrated Program Plan (1PP)

e How?

- Document COT S-specific information (risk management strategy,
obsol escence planning/refresh cycles, mitigation activities, engineering change
decisions and rationale, supporting budget baseline etc.)

- IPP template allows flexibility for incorporation of this
Information (AMS FAST Toolset under Guidance)

- Emphasize I PP use and maintenance over system life cycle

e |fthisstrategy isignored?

- Loss of integrated, proactive planning and program continuity

Primary risk = cost
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|ntegrated Program Plan (I PP) I nputs

1 BACKGROUND (Revised 07/2001)

1.1 Mission Need

1.2 Status (Revised 07/2001)

20VERVIEW (Revised 07/2001) sustainment funding

2.1 Program Scope (Revised 07/2001) risk mitigation activities
2.2 Products

3INTEGTRATED PROGRAM FUNDING (Revised 07/2001)

4INTEGRATED PROGRAM SCHEDULE (Revised 07/2001) - technology refresh cycles

5 PERFORMANCE (Revised 07/2001)

5.1 Core Work Activities
5.2 Program Management Work Activities (Revised 07/2001) - risk management
5.3 Procurement Work Activities (Revised 07/2001)

6 BENEFITS (Revised 07/2001)

7PHYSICAL INTEGRATION (Revised 07/2001)

8 FUNCTIONAL INTEGRATION (Revised 07/2001)

9 HUMAN INTEGRATION (revised 0411999)

10 SECURITY (revised 0772001)

11 IN-SERVICE SUPPORT
12 TEST AND EVALUATION (Revised 07/2001) - compatibility testing
13 IMPLEMENTATION AND TRANSITION (Revised 07/2001)

14 QUALITY ASSURANCE (Revised 07/2001)

15 CONFIGURATION MANAGEMENT 113

16 IN-SERVICE MANAGEMENT (Revised 07/2001) - system evolution



Risk Mitigation Strateqgy No. 10

Emphasize strong and COTSrelevant configuration management practices

e Why?

- More frequent engineering change activity
- More possible configurations

- Lack of detailed design information

- Different product numbering conventions
- Ensure no untested COT S products enter the NAS
- Address COTSrrisk factors 1, 2, 4 and 5

COTSRisk
Mitigation
Guide 1.5.10

e \When?

- Investment Analysi'S (requirements document, APB, IPP, contract)

- Solution Implementation (specs, contract, test baselines, product baselines)
- In-Service Management (engineering changes) 114



Risk Mitigation Strategy No. 10 (cont’d)

Emphasize strong and COTSrelevant configuration management practices

e How?

- CM practices remain the same (CM planning, configuration item selection,
change management, auditing, status accounting)

- CM system at the lowest replaceable unit level

- Document system at source control level

- Ensure tightest possible link with testing activities
- Establish serial number control

e |fthisstrategy isignored?

- Introduction of “unknown unknowns’ into the NAS

Primary risk = technical 115




Risk Mitigation Strategy No. 11
Use a COTS-experienced systems integration agent

COTS Risk
Mitigation
e Why?

- COTS integration can be complex (legacy interfaces, multiple vendors &
manufacturers, “asis’ COTS products, understanding technologies)
 When?

- Commercial standards \; plug and play”
- Improve chance of program success

- Address COTSrisk factors 1-10

- Investment Analysi'S (source selection) ? &

- Solution Implementation (development, integration, test, deployment)

- In-Service Management (2 level engineering, support, engineering changes)
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| Risk Mitigation Strategy No. 11 (cont’d)
Use a COTS-experienced systems integration agent

e How?
- Develop source selection screening questionnaire on integrator
COTS management practi Ces (see example)

- Incorporate COT S-specific contract requirements and
deliverabl es (see example)

e |fthisstrategy isignored?

- Longer learning curves, ineffective integration, program delays,
cost overruns and poor system support

Primary risk = schedule
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Assessing a System Integrator’s
COTS Management Experience

Overall experience / success for delivering COT S-based systems
Complexity of the systems delivered

Market research capability

Bias towards particular COTS product lines

Effective manufacturer relationships/ vendor network
Management and staff experience

Life cycle cost and support orientation

Preference for modifying COTS

Process for selecting COT S products

Obsol escence management / technology refresh processes
118



COT S-Specific Contract
Requirements and Deliverables

* No COTS modifications without trade off and formal approval

* Incorporation of the COTS non-technical selection factors into the
design analysis process

* Incorporation of COTS technical factors into the specification

» Best commercial practices (BCP) deliverables/products

 Continuous market research

» Dedicated COTS product test capability

o Integrate COTS risk mitigation strategies with programmatic
risk management

* Periodic COTS product obsolescence projections and working groups
» Technology evolution planning data/ supportability analyses
» Use of COTS-adapted life cycle modeling and trade off tools
e Incentives to optimize design decisions based on total ownership costs

 Provisions for contractor provided technical, maintenance and logistics
support 119




Risk Mitigation Strategy No. 12

Leverage the commercial infrastructure wherever feasible

COTSRisk
Mitigation

° W hv? Guide 1.5.12

- COTS product support infrastructure already established to
support the commercial consumer base

- Avoid unnecessary and costly duplication of services
- Address COTSrrisk factors 4 and 9

e \When?
- Investment Analysi'S (contract development)

- Solution Implementation (deliverables, support planning)
- In-Service Management (technical support, logistics support)
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I Risk Mitigation Strategy No. 12 (cont’d)

Leverage the commercial infrastructure wherever feasible

e How?
- OEM technical, repair and spares support
-Warranty  -Leasing - Overnight shipping - Internet

- Quantity discounts - Third party support - After market
- Negotiated licensing - Commercial documentation/training
- Assess inherently governmental responsibility (A-76) conflicts

e |fthisstrategy isignored?

- Additional program and life cycle costs

Primary risk = cost
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Risk Mitigation Strateqy No. 13

Avoid the modification of COTS products when possible
® W hv? Guide 1.5.13 l

- Cost-effective COTS product support is based on “asis’
configuration (warranty, repairs, parts, training, documentation)

- Avoid more expensive unigue product life cycle support costs

- Address COTSrisk factors3 and 7
 wher ﬁ%

- Investment Analysi'S (source selection, contract requirements)
- Solution Implementation (product selection, requirements flexibility, trades)
- In-Service Management (engineering changes)

S

‘%}\
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1 Risk Mitigation Strategy No. 13 (cont’d)

Avoid modification of COTSwhen possible

e How?
- Do not change physical design, documentation, software, parts
- Examine the “must have” priority of the requirement
- Make COTS modification a contractual exception
- Understand life cycle cost implications of product ownership
- Ruggedization of COTS product within external casing
- OEM incorporates change into commercial version

e |fthisstrategy isignored?

- Increased program life cycle costs and supportability issues

Primary risk = cost
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) COTSRisk Mitigation/Technology Evolution Planning Flow

INTEGRATED PROGRAM
PLANNING
select acquisition/system evolution strategy;
integrate/prioritize technology evolution
planning inputs; document decisions;
develop/refine annual budget submits

——

INTEGRATED PROGRAM PLAN
(IPP) EXECUTION Ry
implement system engineering & =
programmatic risk management
throughout system life cycle

COTSRISK MITIGATION

tailor to COTS acquisition strategy

=

COTS Product Obsolescence Progression

RISC EOL EOS EOR EOM )
TRIGGER . .
POINTS (end of life) (end of service) (end of repair) (end of maintenance)
Full No longer No longer supported by Support is unavailable or Site spares cannot
Production manufactured / manufacturer / 3rd party too costly / spares stock be replenished
fully supported support may be available depleting (har dwar e only) (hardware only) >
NOTIONAL ‘ -
COTSPRODUCT Declining Spares
SERVICE
DEGRADATION
FISCAL IMMINENT!!
YEAR 1 2 3 4 5 6 7 8

Product Obsolescence Support Options

1—No action required
2 —Lifetime Buy (any source)
3 — Extended Maintenance/Warranty

= option available during this period
= option diminishes during this period|

4 —Third party Maintenance >

5 —Technology Refresh

6 — Redesign/Integrated Change

7 — Purchase Data Rights

8 — Reclamation/Salvage 7

Technology Evolution Planning L ead-time N

Optimal Risk | BUDGET/ ENGINEER/
Mitigation Planning FUNDING TEST/DEPLOY
I I l I I I |
FISCAL A A A A A A
YEAR 1 SubmitYr3 2  SubmitYr4 3 SubmitYr5 4 Submit Yr6 5 SubmitYr7 6 SubmitYrg 7 SubmitYr9 8
Budget Budget udget Budget Budget Budget Budget
/
BUDGET/FUNDING ENG/T /DEPLOY
TECHNOLOGY EVOLUTION Unacceptable Risk
PLANNING INPUTS ;
choose obsol escence support C'\;)_IS;&
options; develop/refine vitigation
. . Guide App. B.6
sustainment requirements

MARKET INVESTIGATION
collect product obsolescence
status information

DATA ANALYSIS
deter mine system supportability
impacts; identify viable
obsol escence support options

SOLUTION LEAD-TIME
establish lead-time for support
options; estimate costs; assess

funding timing criticality;
develop technical rationale




COTSRIisk Mitigation Strategiesand the AM S

1. Implementing strategies

Risk mitigation title describes the activity

. . 7 : W Risk Mitigation Strategy Structure
within AMS; “what, why,

Why?
How this benefits the practitioner and management

7 What COTS risk factors are addressed
when, how" structure _—_—_— o

areintegrated into early program pl Applicable AMS phase(s)
and applied throughout a system’s i

How?
Tools, examples, templates, procedures, etc.

If this strateqy isignored?
Consequences

Primary risk impact if strategy isignored o

Developing An Effective Strateqy

resh of al

to maintain curren

Market Research Activities During Solution
< Freeaing! Implementation Would Fall Under 3.2.2
el

deve

2. Developing a strategy; work |
breakdown structure

Less

sl

WBS Element 3.2
System Engineering

LessControl  ———————» M|

Itegrator ke invesigation

A flexible balance among base] + Integrtor obsiescence andyssreports
* Inetor ok compeabiy ing
currency and change timing fact +Suppor contacor andyss

WBS templates are available in the AMS FAST toolset,
WBS activities mapped out in COTS Guide App. C 7
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3. Obsolescence progression;
alternate support options

4. Market research information;

Integration with field data and
new requirements

Under standing the Obsolescence Progression

Obsolete - “No longer useful.”

Obsolescence - “The process of becoming obsolete.” (Webster)

Obsolescenceis adiminishing level of p|
Each trigger point begs the question “How d

(Webster)

Technology Evolution Planning L ead-time

Timely mitigation of product obsolescence issues
must include engineering and budget lead-times

What Market Resear ch I nformation

Information is

Needed?

Standardized product obsolescence infor|
periodically to forecast and monitor

i I > {0l Data
(/ (Sustain/Critical)
Priz A | Field Data/User Feedback
/ /\/ \ (Improve/Sensible)
Pri 3 k A

Integrating System Change I nfor mation

1 P31, New Requirements
(Enhance/Possible)

Projected system changes are grouped into like categories
and plotted on atime-line to align technical and schedule
relationships for integrated change planning
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Module 4 Review (cont’d)

System Obsolescence Profile

5. System obsol escence profile;

technology evolution planning
lead-time

6. Integrated Program Plan (I PP)
Inputs; technology evolution
planning process flow

127




Can a L egacy System with COTS Still

Benefit from COTS Risk Mitigation?

No Yes Some

1. Involve COTS-knowledgeable individualsin all analytical processes.............covovviiii i, | : L]
2. Involve users early and throughout the program life cycle to identify and — = M
FESOIVE COT STl aOU ISSUES. .. .t et e et et et e e e e e e e e et e et et e e e et e enens I Iy
3. Perform continuous COT S product market research (i.e., technology trends, = A
product applicability and 0bSOIESCENCE SLALUS. ........cv i e e I
4. Integrate market research results with field data and new requirements...........ccoccevii i een : L1 L
5. Develop and maintain flexible performance requirements suited to the use of = —
(@0 RS o] (0 L1 o £ mpua.
6. Institute and maintain ongoing COTS product testing capability...........ccoviiiiiiiiiii i, L)L L
7. Develop and maintain non-technical COTS selection factors..........oovviii i e, L) L
8. Use COT S-sengitive analytical and DUAQEL PrOCESSES........vvviuiiee it e e e e eaa, : || :
9. Integrate COT S-based technology evolution planning with overall Integrated —
PrOgramM Plan (PP ... e e e e e e e e L L
10. Emphasize strong and COT S-relevant configuration management practiCes...........oovovvveeenevnnennn, L L) L
11. Use a COTS-experienced systems integration ageNt. .. ... ... veiiin e ere e e e eae L L L
12. Leverage the commercial infrastructure wherever feasible...............ccoo |
13. Avoid the modification of COTS productswhen possible...........c.cooiiiiiiii e : : :



Module 5. COTS Obsolescence Risk
Analysis Exercise
(controlling the unknown risks)

129



COT S Obsolescence Risk Analysis Flow

Market research & Determine viable Determine risk
supportability === obsolescence === |evelsand risk
Information support options mitigation steps

Template #3

Develop mitigation Provide technical Develop high/med.
scheduleand === rgtiondleand ===  risk system
fundi ng needs operational impacts pbsolescence profile
|— e g Wl vty [ Temmolate #5 — Budge Defense Rationale [ Zemplate #6 - System Obsescence profite

What if the requested funding for the obsolescence risk smm | SCHEDULE(EY)
mitigation action was deferred for one year? }w;f‘,l\ \ \ \ 1 \ I I
Risk:
Rationale: :
B

o of epar)—aper sualtcr toocoaty | paessock 4 0epaing (rxcwcrecnly)
)31 e vt b e (e )

Use of standard obsolescence analysis templates

can help to mitigate COT S obsolescence risks 0




Obsolescence Risk Analysis Exercise

Objectives |

Guide App. D.1

1. Learning what market research information is needed and defining the
information elements

2. Projecting end of repair (EOR) and end of maintenance (EOM) dates for
COTS products

3. Analyzing and selecting viable risk mitigation/product obsolescence support
options and determining thelr impact to the system

4. Assigning product obsolescence risk levels and recommending mitigation
actions using programmatic risk management templates

5. Developing and communicating credible budget defense rationale
6. Integrating COTS product information into a system obsolescence risk profile

Know what information to ask for, how to understand It

how to mitigate the risks and communicate to management
131




risk isin the eye of the beholder



Obsolescence Risk Analysis Exercise
AlS Program Situation Summary === |

Mitigation
Guide App. D.6

Y our are supporting the Automated Information System (AlS) project. It isahybrid
system comprised of both custom and COTS products. It has been fielded at 20 sites
for about three years and does not have any COTS risk mitigation strategies in place.

The contractor has recently indicated that one of its COTS product suppliers just went
out of business. Concerned about the other COT S products, your system engineering
group has tasked the contractor to deliver amarket research report for all the COTS
productsin the AlS and you have just received it.

The contractor has summarized the top 6 COTS product risks that appear to need
attention due to near term end of service dates they have obtained from the product
manufacturers and suppliers.

The program’s budget does not have any provisions for technology refresh or

obsol escence-induced supportability problems. It indicates that an external system
Interface change requires an upgrade of the Central Computer Complex_hardware
and operating system software. It is scheduled for initial key site deployment four
years from now with one year planned for development, test and integration.
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AUTOMATED INFORMATION SYSTEM

Architecture Diagram (notional)

External
Input/Output
Device

M aintenance

I Workstations
|
|
e
= B Central Corr; uter -
| Y M aintenance
Complex @ Workstation Printers
e @ v
-— —
1€ -— =
= =] =
]
Operator Display —]
Workstations E— Data Storage COTSRisk
e . Mitigation
Devices Guide App. D.6
System High
Speed Printers
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M ar ket Resear ch | nformation Element Definitions

I nformation Block Title

Description

Line ltem #

Item identification sequence number assigned by the report originator

Integrator Part #

System integration agent’ s unique part number assignment

Item Description

Commonly used nomenclature for the item

OEM Original equipment manufacturer that produced the item
Item Type Type of product |.e., COTS, modified COTS or custom made
Quantity Per System Total quantity of items contained in each system

End of Life Date

When the manufacturer no longer produces thisitem

End of Service Date

When the manufacturer no longer provides repair, replacement or technical support

H/W Interface

| dentifies the hardware components that interface with thisitem

S/W Interface

| dentifies the software components that interface with thisitem

Average Failure Rate (Per Y ear)

The average number of actual failures per year of thisitem. If the system is newly fielded, mean
time between failure projections may be used until actual failure datais collected

Failure Rate (Last 12 months)

The actual number of failures that have occurred over the past 12 months

Mitigation
Guide App. D.2

COTSRisk
135




M ar ket Resear ch | nformation Element Definitions

(cont’ d)

Failure Trend

| dentifies whether or not afailure trend exists (upward, downward or none) by measuring
failure data against an agreed upon threshold and includes module repairability success %

Total Depot Spares

The total number of spare assets for thisitem including those in the repair pipeline but not
including site spares

Ready For |ssue Spares

The number of immediately usable spares that are available for replenishment of site spares

Site Spares The number of total spares available at all operational sites
OEM Next Generation Product F* | Whether or not the next generation product by the OEM is form, fit and function (F°)
Compatibility compatible with the currently used product

Alternate F? Products Available?

Whether or not there are other products on the market from different manufacturers that are
form, fit and function (F%) compatible

Alternate F2 Products Available?

Whether or not there are other products from the OEM or from other manufacturers that come
close to meeting full form, fit and function (F°) requirements

T&E Time

The amount of time the integrator estimates it will take to acquire the product (or develop a
change kit) and the time to test and evaluate the product (or fix) in a system context

Procurement/Production Lead
Time

The length of time it will take to acquire and initially deploy production quantities of the
change kit

System Availability Impact

Describes the operational consequence(s) of continued failures of thisitem

Workaround

I dentifies temporary methods of addressing continued failures of thisitem

Notes/Additional Information

Additional related information
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AlS Operator Display Monitor (ODM)
M ar ket Resear ch | nfor mation

COTSRisk
Mitigation
Guide App. D.6.1

Line System Qty End End of Average Failure Failure Total Ready
Item Integrator Item OEM Item Per of Life Service H/W Sw Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate (per 12 Spares | Issue
year) months) Spares
Operator 6
Di Sp| ay Suny 24 months
6 1000-6 Monitor Inc. COTS 6 mon(t)hs from B B 6 10 up 20 20
(ODM) ag present
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E PrOdUC’FiO“ Availability Workaround Notes/Additional I nformation
# Product F* | Available? | Available? | Time Lead Time I mpact
Compatibility
re-assignment of current monitor is a sealed unit and
not E3 A r operator sectors to not repairable; new OEM monitor is
6 40 compatible e yes lecs 6l e aien remaining display 21" vice current 20”; sole source
months months workstations (one manufacturer
workstation max.)
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Obsolescence Analysis Wor ksheet

Program AIS  Item# 6 Description _Operator Display Monitor

End of Repair Date: 6 monthsfrom present (same as EOS due to sole source OEM) Cﬁ;g;ijs
End of Maintenance Date: 30 months from present (20 depot spares divided by usage of 10 = 24 + 6 months to EOS) it
Obsolescence Support Options Viability Yes No  Don't Know Rationale

(1) No action required X imminent EOR and EOM

(2) Lifetime buy (any source) X don’t know if OEM or other sources have this product
(3) Extended maintenance/warranty X not a repairable unit

(4) Third party maintenance X not a repairable unit

(5) Technology refresh X no 2 products available; don’'t know F2 differences
(6) Redesign/integrated change X don’'t know F2 differences; no planned system changes
(7) Purchase datarights X cost prohibitive

(8) Reclamation/salvage X not arepairable unit

Integrator Tasking/Results (derived from “don’t knows’ above)
-Task 1: Determineif OEM has extra ODMsin stock and available for purchase. Are there other sources for this product?
- Results: OEM indicates 5 ODMs available for purchase prior to EOS. ABC Monitors Inc.has a stock of 5 ODMs available at 75% extra cost.

- Task 2 What are the F? product design differences?

- Results: Other F2 20" displays are available but all would require major cabinet and wiring redesign. A 20" flat panel prototype was recently demonstrated at a
trade show. Integrator has high confidence it will meet all specified requirements within existing cabinet space. This display would require minor wiring changes
only. OEM will have prototypes available for purchase in one year and begins full production in two years.

-Task 3:
- Results:

Complete Risk Worksheet and Waterfall Schedule

Recommended Mitigation: (derived from risk worksheet) Purchase remaining 10 ODMs from Suny and ABC Monitors Inc. to push out EOM date.
Buy the 20" flat panel prototype and test the redesign. Buy production flat panels for waterfalled deployment.

Fundi ng Requi Iements: (derived from waterfall schedule) Reprogramming required for immediate purchase of ODMs. Funding required next year
for prototype purchase and testing. Funding required 2 years from now for production of ODM replacement kits. Funding required 3 years from now to begin

waterfall deployment
eploy 138




Submitted by:

FAA Risk Worksheet
Program/Project Title AlS

Seq. #:

Date:

1 Risk: Operator Display Monitor (ODM) will be non-supportable in 6 months.

2 Point of Contact

3 Source and Root Cause:

ODM manufacturer (Suny Inc.) has declared end of service date of 6 months
from present. Their next generation monitor is 21" and does not meet the
specified requirements nor will it fit in the cabinet without a major redesign.

COTSRisk
Mitigation

| Guide A

. D.6.3

4 | Risk Assessment Rationale
@ Technical o) Schedule | o Cost | Lack of product support will eventually affect system performance
Likelihood A B c)E Cannot mitigate risk but different approach might
Consequence |1 2 3 (4)5 Unacceptable system performance but alternatives available.
Consequence Definition:
L « Finite spares asset supply
i E « Initial system degradation due to loss of workstations
k « Lowered system availahility
Ie D « System mission failure
i C  Unacceptable flight safety risks due to loss of sector
h 5 management capability.
[0}
0 A
d
1 2 34 5
Consequence : :
Risk Resolution Date: NLT 30 months from present to avoid EOM
5 | Mitigation Nf:\'/;'ﬁk
Options Description Implemented
| Avoidance 1. Procure remaining available spare ODMsto buy time for prototype H Q\_/D L
testing and redesign activities.
= 2. Procure 20" flat panel prototype, redesign the cabinet as required and H @ L
Transfer perform system tests to determine suitability.
1| control 3. Procure flat panel production units and develop ODM replacement Kits. H @ L
O Assumption 4. Begin waterfall replacement of ODMs t sites. H M@
[]| Research & H ML
Knowledge
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Communicating Risk

Likelihood

> W O O m

1 2 3 4 5
Conseguence

Use of arisk grid ssimplifies and standardizes
the communication of program uncertainties | **




FAA Programmatic Risk
Likelihood Definitions

COTSRisk
.Mitigamion
What is the likelihood the risk will happen? = l
L evel Existing Approach and Processes
- Near ...cannot mitigate this type of risk; NO known
Certainty processes or alternatives are available.
D Highly ...cannot mitigate thisrisk, but a different
Likely approach mignht.
c Likely ...may mitigatethis_risk, but glternative
approaches will be required.
5 Low ...have usually mitigated this type of risk
Likelihood with minimal oversight in similar cases.
A Not ...will effectively avoid or mitigate this risk
Likely based on standard practices.

Mitigation
Guide App. D.7.3

COTSRisk
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FAA Technical Consequence Definitions

Given therisk isrealized, what would be the magnitude of the impact?

L evel Technical Schedule Cost
1 Minimal Impact Minimal Impact Minimal Impact

Minor performance shortfall, same | Additional tasks required, able to Development or acquisition

2 approach retained meet key dates cost increase< 1%
M oderate performance shortfall, Minor schedule dlip, will miss Development or acquisition
3 ...aternatives available need date without workaround Costincrease > 1% & < 5%
Unacceptabl e performance but Program critical path impact Development or acquisition
4 aternatives available but workaround available cost increase > 5% & < 10%
5 Unacceptabl e performance and No known way to achieve Development or acquisition

NO aternatives exist

program milestones

cost increase > 10%

COTS Risk
Mitigation
| Guide App. D.6.3
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Mitigation

Line Item 6 - Operator Display Monitor (ODM) —

I Present Y ear | Second Y ear | Third Year | Fourth Year | Fifth Year
1Q 2Q 3Q 4Q]1Q 2Q 3Q 4Q|1Q 2Q 3Q 4Q]1Q 20 3Q 4Q| 1Q 2Q 3Q
Procure additional 10 ODMs from Suny and ABC Monitors Inc.

Risk Mitigation Waterfall Schedule === |

Procure 20” flat panel prototype and test redesign

s Redesign and test successful
g Production units available, begin full development
LIJ | |
s Begin site deployments
=
o :
— !

i Current

i Date

10 2030 4Q|1Q 20 3Q 4Q]1Q 2Q 30 4Q]1Q 2Q 3Q 49| 1Q ¥ 30




Budget Defense Rationale

What if the requested funding for the obsolescence risk
mitigation action in year three was deferred for one year?

Mitigation
Guide App. D.6.5

Risk: ODM will be unsupportable in 6 months s l

Rationale:

o Falluresare accelerating (up 66% from average)

« Extended EOM based on linear failure projection only

e Cannot avoid EOM situation (4th quarter fourth year)

o Will result in loss of operator workstations

o Mission performance at risk (i.e.; sector loss, flight safety etc.)
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Mitigation
Guide App. D.6.5

What If... =

Funding for flat panel development in third year were
deferred for one year?

Budget Defense Rationale

o Failuresare accelerating (up 66% from average)
o Extended EOM based on linear fallure projection only
e Cannot avoid EOM situation (4th quarter fourth year)
o Will result inloss of operator workstations
o Mission performance at risk (i.e.; sector loss, flight safety etc.)
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Exercise | nstruction Sheet

Using the same method & reference materials asthe AlS ODM sample
exercise and the package of materials provided for each table:

. Read the market resear ch information for your table’sassigned AlSlineitem and
remember to includetheflat panel mitigation action as part of the scenario

. Fill out the 8.5” by 11" obsolescence analysis wor ksheets individually or by group
discussion to arrive at an agreed upon infor mation set

(NOTE: Theinstructor will be available to answer questions about
the scenario, the market information and the analysis process)

. Fill out the 8.5” by 11" FAA risk worksheetsindividually or by group discussion to
arrive at an agreed upon information set

(NOTE: After identifying proposed Contractor Tasksfrom the
“don’t know” responsesto the options, ask theinstructor to
review and provide contractor responses)
. Plot out risk mitigation activities on either the near term or long term risk mitigation
waterfall scheduleindividually or by group discussion

. Fill out the 8.5” by 11" budget defense rationale sheetsindividually or by group
discussion

. Transfer theresults of the table’ sanalysis onto the large wor ksheets for classreport
out and discussion (allow 2 hoursfor analysisand .5 hours per table for repor4éut)



M ar ket Resear ch / Product Supportability I nfor mation

AlSLineltem #1 — PC Modd 2001 Maintenance
Workstation CPU

Line System Qty End End of Average Failure Failure Total Ready
Item I ntegrator Item OEM Item Per of Life | Service H/W SIW Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate(per 12 Spares [ Issue
year) months) Spares
PC Model 4
2001 Dill 18 months
1 1000-1 Mantenance e COTS 2 months from A A 6 6 none 4 4
Workstation ago present
CPU
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E PrOdUC’FiO“ Availability Workaround Notes/Additional I nformation
# Product [ Available? | Available? | Time Lead Time I mpact
Compatibility
loss of one of two =
degraded capability OEM is changing product line.
1 20 no yes yes ! ! loss of two of two = none OEM has no excess inventory.
month month . . :
loss of diagnostics OEM isonly product source.
and certification
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M ar ket Resear ch / Product Supportability I nfor mation

AlSLineltem #2 — Data Storage Device Disk Drive

Line System Qty End End of Average Failure Failure Total Ready
Item I ntegrator Item OEM Item Per of Life Service H/W Sw Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate(per 12 Spares | Issue
year) months) Spares
6
DataStorage | Tam- 12 months
2 1000-2 Device Disk dum | €OTS 2 months from A A 2 4 up 8 8
Drive ago present
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E PrOdUC’FiO“ Availability Workaround Notes/Additional I nformation
# Product F* | Available? | Available? | Time Lead Time I mpact
Compatibility
loss of one of two =
new DS'.D L loss of redundancy
compatible 2 4 I b  tw
; i oss of two of two =
2 20 with existing no no months months . none sole source manufacturer
operating no data retrieval
system capability
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M ar ket Resear ch / Product Supportability I nfor mation

AlSLineltem #3 - ODW Graphics Engine

Line System Qty End End of Average Failure Failure Total Ready
Item I ntegrator Item OEM Item Per of Life Service H/W Sw Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate(per 12 Spares | Issue
year) months) Spares
. 3
obw uni- months
3 1000-3 Graphics view | COTS 6 present from B B 4 5 none 10 10
Engine Inc. present
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E PrOdUC’FiO“ Availability Workaround Notes/Additional I nformation
# Product F* | Available? | Available? | Time Lead Time I mpact
Compatibility
] manufacturer just announced
5 2 re-assignment of bankruptcy; existing engine
3 20 none L2 yes |loss of workstation operator tasksto incompatible with flat panel change
months months remaining workstations o st 25
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M ar ket Resear ch / Product Supportability I nfor mation

AlSLineltem #4 —High Speed Printer Print Head

Line System Qty End End of Average Failure Failure Total Ready
Item I ntegrator Item OEM Item Per of Life Service H/W Sw Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate(per 12 Spares | Issue
year) months) Spares
_ 8
High Speed Omni 12 months
4 1000-4 Printer Print | -Print [ COTS 2 months from C c 20 40 up 70 43
Head ago present
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E PrOdUC’FiO“ Availability Workaround Notes/Additional I nformation
# Product F* | Available? | Available? | Time Lead Time I mpact
Compatibility
loss of one of one = use maintenance
Only complete 1 2 loss of redundancy workstation printers
4 20 printer is F3 no yes loss of two of two = but at much slower
compatible month months _ v —
no print capability
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M ar ket Resear ch / Product Supportability I nfor mation

AlSLineltem #5 — Central Computer Complex Operating
System

Line System Qty End End of Average Failure Failure Total Ready
Item I ntegrator Item OEM Item Per of Life | Service H/W S\wW Failure Rate (last Trend Depot For
# Part # Description Type | System Date Date Interface | Interface | Rate(per 12 Spares | Issue
year) months) Spares
8
CCE Tan- 36 months
5 1000-5 Operating qum | COTS 2 months |  from B-F B-F n/a n/a n/a n/a na
System ago present
Line Site OEM Next Alt. F3 Alt. F? Procur ement/ System
Item | Spares Generation Products Products T&E Production Availability Workaround Notes/Additional I nformation
# Product F* | Available? | Available? | Time Lead Time I mpact
Compatibility
loss of system sole source OEM israising software
S n/a OIC none yes na n/a operations none license costs 10X at the EOS date
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System
Obsol escence

Risk Profile



Module 6. Wrap Up



» Training objectives review

» Documentation access
e Parking lot review

o Student objectives

e \Workshop summary

o Critigue sheet
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Module 5 Review - Objectives

\/ 1. Learn what market research information is needed and the definition of the
Information elements;

\/2. Project end of repair (EOR) and end of maintenance (EOM) dates for COTS
products;

\/3. Integrate COT S product information into a system obsolescence risk profile;

\/ 4. Analyze and select viable risk mitigation/product obsolescence support
options and determine their impact to the system;

\/ 5. ldentify product obsolescence risk issues and mitigation actions using
programmatic risk management templates;

\/6. Develop and communicate credible budget defense rationale; and
\/7. Integrate COT S product information into a system obsolescence risk profile.

Know what information to ask for, how to understand it,
how to mitigate the risks and communicate to management
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COTSRiIsk Mitigation Worksho

‘ Training Objectives ,

e Tran “practitioners’
- how and when to apply COTS risk mitigation strategies
- how to project COTS product obsolescence

- how to minimize COTS product obsolescence impacts

e Traln project leads'managers
- how COTSrisk mitigation strategies contribute to more
Informed decision-making

- Implement effective COT S planning, budgeting and life

cycle support -



COTSRIsk Mitigation Summary

COTS-based systemsare - MUST ACCEPT THIS

real and are hereto stay

COTS products have unique
characteristics (+ and -) & risks ‘ MUST UNDERSTAND THEM

Rapid obsolescence of COTS MUST HAVE A FLEXIBLE
productsisaprimary concern STRATEGY

Mitigation strategies exist to
help manage COTSrisks ‘ MUST APPLY THEM

Mitigation strategiesareinter- ‘ MUST BE CONTINUOUS

related and generate technology AND INTEGRATED
evolution planning infor mation

COTSRisk
Mitigation

Guide 1.5

The strategic implementation of COTS risk mitigation
activities provides the tactical information needed for
more effective COTS acquisition and life cycle support
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Benefitsto the FAA ¢
(R

 Toolkit to standardize repeatable process
- COTSrisk mitigation implementation checklist

- COT S obsolescence risk analysis procedure and templates

- Supporting guidance and courseware

* Nucleus of COTS-oriented FAA personnel

 Market-oriented business standard for the future

Better information  Better knowledge
Better decisions Better systems
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M aking thiswork...

 Question business practices
» Apply the strategies and tools
 Educate and inform
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09T

FAA ICIP Course/Workshop Critique

Course/Workshop Name Session Dates

A. Questions 1-6 (circle one number only please) NO SOMEWHAT YES

1. Were the overall course/workshop objectives 1 2 3 4 5
made clear?

2. Was there agreement between course/workshop 1 2 3 4 5
objectives and the materia provided?

3. Were challenging problems or questions for 1 2 3 4 5
discussion raised during the course?

4. Were the major points and concepts presented 1 2 3 4 5
clearly?

B. Questions 5-8 LOW MEDIUM HIGH

5. How would you rate the quality of the material 1 2 3 4 5

covered and provided?

6. How would you rate the pacing and speed of 1 2 3 4 5
the material covered?

7. How would you rate the usefulness and practical 1 2 3 4 5
application of this course/workshop to your job?

8. In general, how would you rate the quality of the 1 2 3 4 5
instructor and effectiveness of the instruction?

C. Would you recommend this course to co-workers? Yes No

D. What were the strengths of the course?

E. What are your recommendations for improvement?

F. Additional comments?

Name (optional) Organization




