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ELEMENT SUMMARY INFORMATION

Element: 3.1.11 Computer-Based Record Keeping System

Purpose of the Element (Air Carrier’s responsibility): To prepare and maintain the Air
Carrier’s records in an electronic format.

Objective (FAA responsibility): To determine if the air carrier’s Computer-Based Record
Keeping System process includes safety attributes.

Inputs:

Operations Specifications
Operational Control

Training Programs (Crewmembers, Station Personnel, Dispatchers, Outsource, etc.)

Operations Required Records

Dispatch or Flight Release

Flight Load Manifest/Weight and Balance Control
Passenger Lists

Marketing

Management Flight Crewmembers

Pilot Operating Limitations/Recent Experience
Appropriate Airman/Crewmember Checks and Qualifications
Airman Certificates and Medical Records
Scheduling/Reporting System

Flight Crewmember Flight/Duty/Rest Time
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Safety Attribute Inspection (SAIl) Job Aid

Flight Attendant Duty/Rest Time
Dispatcher Duty/Rest Time

Computer Software/Hardware System
Database Management System (DBMS)

Outputs:
e The Air Carrier has a DBMS that allows for the input, storage, retrieval, and generation of
accurate and reliable data

Performance Measures:

e The Air Carrier’s DBMS meets the requirements of FAR 121, Subpart V.

e The Air Carrier’s DBMS is in accordance with their Operations Specifications.

e The Air Carrier’s computer-based records reflect the same accuracy and reliability of Manual
records.
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Safety Attribute Inspection (SAIl) Job Aid

SRR:

121.683 (a) (1) Crewmember and dispatcher record.
121.683 (a) (2) Crewmember and dispatcher record.
121.683 (b) Crewmember and dispatcher record
121.683 (c¢) Crewmember and dispatcher record.

121.695 (b) Disposition of load manifest, dispatch release, and flight plans: Domestic and

flag operations.

121.697 (e) (1) Disposition of load manifest, flight release and flight plans: Supplemental

operations.

121.697 (e) (2) Disposition of load manifest, flight release and flight plans: Supplemental

operations.
121.711 Communications records: Domestic and flag operations.

Other CFRs and/or FAA Guidance

AFS 220 Policy Letter “Computer-Based Record Keeping System”

FAA Order 8400.10, Vol. 1, Chap. 4, Sec. 6 (Five-Step Approval Process)
FAA Order 8400.10, Vol. 3, Chap. 11, Sec. 4 “Computer-Based Record Keeping”
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SRR SPECIFIC INFORMATION

Job Aid release dated 12/12/00

SRR Intent Inspectors

121.683 (a)(1) | To require the Air Carrier to maintain records | Certification: Operations
of all activities relating to crewmember and Surveillance: ASI
dispatcher employment (e.g., flight, duty, rest
time, training, qualifications, etc.).

121.683 (a)(2) | To specify the release from employment Certification: Operations
Record Keeping requirements for flight Surveillance: Operations
crewmembers and dispatchers (Domestic and
Flag Operators only).

121.683 (b) TBD Certification:

Surveillance:

121.683 (¢) To require computer-based Record Keeping Certification: Operations
systems to be approved by the FAA. Surveillance: Operations

121.695 (b) To require Domestic and Flag Operators to Certification: Operations
retain copies of load manifest, dispatch Surveillance: ASI
release, and flight plans records for at least
three (3) months.

121.697 (e¢)(1) | To require Supplemental Operators to identify | Certification: Operations
the individual responsible for custody of Surveillance: ASI
records in the Operations Manual.

121.697 (e)(2) | To require Supplemental Operators to retain Certification: Operations
copies of load manifest, dispatch, and flight Surveillance: ASI
release records for at least three (3) months.

121.711 To require the recording and retention for Certification: Operations
thirty (30) days of communication between Surveillance: ASI
dispatchers and flight crews.
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3.1.11 Computer-Based Record Keeping System

SECTION 1 - RESPONSIBILITY ATTRIBUTE

Objective: To determine if there is a clearly identifiable, qualified, and knowledgeable person who is
accountable for the quality of the Computer-Based Record Keeping System process.

To meet this objective, the inspector will accomplish the following tasks:

1. Identify the person who is responsible for the quality of the Computer-Based Record Keeping
System process.

2. Review the description in the Manual that delineates the duties and responsibilities of the person.

3. Evaluate the person’s qualifications and work experience (or resume’ if appropriate).

4. Review the appropriate organization chart.

5. Discuss the Computer-Based Record Keeping System process with the person.

To meet this objective, the inspector will answer the following questions:

1. Is there a clearly identifiable person who is answerable for the O vEs If yes, provide the
quality of the Computer-Based Record Keeping System process? name:
O No If no, explain:
2. Does the person understand the procedures associated with the O vEs If no, explain:
Computer-Based Record Keeping System process? d ~No
3. Does the person understand the controls associated with the O vEs If no, explain:
Computer-Based Record Keeping System process? d ~o
4. Does the person understand the interfaces associated with the O vEs If no, explain:
Computer-Based Record Keeping System process? d ~No
5. Does the person understand the process measurements associated O vEs If no, explain:
with the Computer-Based Record Keeping System process? d ~No
6. Is the responsibility of this position clearly documented in the air O vEs If no, explain:
carrier’s Manual(s)? d ~o
7. Are the qualification standards for this position clearly documented? | (1 ygs If no, explain:
U No
7a. Are the qualification standards for this position appropriate for the O vEs If no, explain:
duties that are assigned. 4 ~No
8. Does the person meet the qualification standards? O vEs If no, explain:
U No
9. Does the person acknowledge that he/she has responsibility for the O vEs If no, explain:
Computer-Based Record Keeping System process? d ~o
10. Does the person know who has authority to establish and modify the | ( ygs If no, explain:
Computer-Based Record Keeping System process? d ~No
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Safety Attribute Inspection (SAIl) Job Aid

3.1.11 Computer-Based Record Keeping System
SECTION 2 - AUTHORITY ATTRIBUTE

Objective: To determine if there is a clearly identifiable, qualified, and knowledgeable person with the
authority to establish and modify the Computer-Based Record Keeping System process.

To meet this objective, the inspector will accomplish the following tasks:

1. Identify the person who has the authority to establish or modify the Computer-Based Record
Keeping System process.

2. Review the description in the Manual that delineates the duties and responsibilities of the person.

3. Evaluate the person’s qualification and work experience (or resume, if appropriate)

4. Review the appropriate organizational chart.

5. Discuss the Computer-Based Record Keeping System process with the person.

To meet this objective, the inspector will answer the following questions:

1. Is there a clearly identifiable person who has authority to establish O vEs If yes, provide the
and modify the air carrier’s policies for the Computer-Based name:
Record Keeping System process? U No If no, explain:

2. Does the person understand the procedures associated with the O ves If no, explain:
Computer-Based Record Keeping System process? d No

3. Does the person understand the controls associated with the O vEs If no, explain:
Computer-Based Record Keeping System process? d No

4. Does the person understand the interfaces associated with the O ves If no, explain:
Computer-Based Record Keeping System process? d n~o

5. Does the person understand the process measurements associated O ves If no, explain:
with the Computer-Based Record Keeping System process? U No

6. Is the authority of this position clearly documented in the air O ves If no, explain:
carrier’s Manual(s)? U ~No

7. Are the qualification standards for this position clearly O ves If no, explain:
documented? U No

7a. Are the qualification standards for this position appropriate for the | [ ygs If no, explain:
duties that are assigned? d ~No

8. Does the person meet the qualification standards? O ves If no, explain:

U No

9. Does the person acknowledge that he/she has authority for the O ves If no, explain:
Computer-Based Record Keeping System process? U No

10. Does the person know who has the responsibility for the Computer- |  ygs If no, explain:
Based Record Keeping System process? U No

11. Are the procedures for delegation of authority clearly documented O vEs If no, explain:
for the Computer-Based Record Keeping System process? d nNo

s3_1_11T2ROrg-OPs.doc Revised Template dated 10/11/00 Page 6 of 15

Job Aid release dated 12/12/00



Safety Attribute Inspection (SAIl) Job Aid

3.1.11 Computer-Based Record Keeping System

SECTION 3 - PROCEDURES ATTRIBUTE

Objective: To determine if the air carrier has documented procedures for accomplishing the
Computer-Based Record Keeping System process.

To meet this objective, the inspector will accomplish the following tasks:

procedures.

1. Review the documented instructions and information related to the Computer-Based Record
Keeping System process to ensure that they contain who, what, where, when, and how.

2. Review the FAA Guidance and Specific Regulatory Requirements (SRR) included in the
supplemental information section of this SAL

3. Discuss the Computer-Based Record Keeping System process with appropriate personnel to gain
an understanding of the procedures.

4. Observe the Computer-Based Record Keeping System process to gain an understanding of the

To meet this objective, the inspector will answer the following questions:

1. Do written procedures exist to achieve the desired result of the Computer-Based Record Keeping

System process:

1.1 Do the Air Carrier’s written procedures require preparation and O vEs If no, explain:
maintenance of airman training records (e.g., pilot, flight d ~o
engineer, flight attendant, flight instructor, check airman, aircraft
dispatcher)? [SRR 121.683 (a)(1)]

1.2 Do the Air Carrier’s written procedures require preparation and O vEs If no, explain:
maintenance of crewmember and dispatcher qualification records | [Q No
(e.g., aircraft type ratings, proficiency checks, competency checks,
line checks)? [SRR 121.683]

1.3 Does the Air Carrier have written procedures for recording flight | A Ygs If no, explain:
and duty time? [SRR 121.683] d ~o

1.4 Does the Air Carrier have written procedures for recording all O vEs If no, explain:
required information from airmen’s medical certificates [FAA d ~No
8500-9]?

1.5 Does the Air Carrier have written procedures for recording O vEs If no, explain:
special airports and area qualifications for crewmembers? [SRR d No
121.683 ]

1.6 Does the Air Carrier have written procedures for recording the O vEs If no, explain:
completion of required operating experience for crewmembers? d ~No
[SRR 121.434 (c)(1)(i) and (ii), 121.434 (e)]

1.7 Does the Air Carrier have written procedures for recording O vEs If no, explain:
recency of experience? [SRR 61.57] d ~No

1.8 Does the Air Carrier have written procedures for recording O vEs If no, explain:
observations of its check airmen by the FAA or ADE? d ~o

1.9 Does the Air Carrier have written procedures for recording O vEs If no, explain:
observations of its APDs or SDEs? d ~No
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3.1.11 Computer-Based Record Keeping System

SECTION 3 - PROCEDURES ATTRIBUTE

achieve the same desired results as the primary procedures so that an
equivalent level of safety is maintained (e.g., a manual system used as a
result of equipment failure)?

1.10 Does the Air Carrier have written procedures for recording O vEs If no, explain:
aircraft listings? d No
1.11 Does the Air Carrier have written procedures for the preparation O vEs If no, explain:
and maintenance of dispatch or flight releases and load manifests? | (3 No
1.12 Does the Air Carrier have written procedures for recording all O vEs If no, explain:
enroute radio communications between the company and its a No
pilots? [SRR 121.711]
1.13 Does the Air Carrier have written procedures to establish and O vEs If no, explain:
maintain a parallel Record Keeping system? d ~No
1.14 Does the Air Carrier have written procedures for entering data O vEs If no, explain:
into its DBMS? d ~No
1.15 Does the Air Carrier have written procedures for implementing O vEs If no, explain:
changes to their approved DBMS? d ~o
1.16 Does the Air Carrier have written procedures for backing up their | (A ygs If no, explain:
DBMS data? U No
1.17 Does the Air Carrier have written security procedures for their O vEs If no, explain:
DBMS? U No
2. Do the procedures identify: who, what, where, when and how? O vEs If no, explain:
U No
3. Are the procedures in compliance with the CFR(s)? O vEs If no, explain:
U No
4. Do the procedures conform to other written guidance (E.g., Operations O ves If no, explain:
Specifications, FAA Orders, Airworthiness Directives, Advisory d ~No
Circulars, Handbook Bulletins, Directives, and Manufacturer’s
Recommendations)?
5. Does the air carrier have the resources to support the written procedures | (d Ygs If no, explain:
for the Computer-Based Record Keeping System process? U No
6. If alternate procedures exist for use during irregular conditions, do they g YES If no, explain:
No

([l N/A, No alternate
procedures exist for this

element
7. Are the procedures published in different manuals relating to the O ves If no, explain:
Computer-Based Record Keeping System consistent? U No
8. Does the air carrier have a documented method for assessing the O ves If no, explain:
impacts of procedural changes to the Computer-Based Record Keeping | 3 No
System?
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Safety Attribute Inspection (SAIl) Job Aid

3.1.11 Computer-Based Record Keeping System

SECTION 4 - CONTROL ATTRIBUTE

Objective: To determine if checks and restraints are designed into the Computer-Based Record
Keeping System process to ensure a desired result is achieved.

To meet this objective, the inspector will accomplish the following tasks:

controls.

1. Review the documented instructions and information related to the Computer-Based Record
Keeping System process.

2. Review the FAA Guidance and Specific Regulatory Requirements (SRR) included in the
supplemental information section of this SAI.

3. Discuss the Computer-Based Record Keeping System process with appropriate personnel to gain
an understanding of the controls.

4. Observe the Computer-Based Record Keeping System process to gain an understanding of the

To meet this objective, the inspector will answer the following questions:

1. Are the following checks and restraints built into the Computer-Based Record Keeping System

process:

1.1  Does the Air Carrier verify their preparation and maintenance | [ Ygs If no, explain:
of all records required by FAR 121, Subpart V? a No

1.2 Does the Air Carrier ensure that its check airmen have received | [ vgs If no, explain:
an FAA or APD observation within the agreed upon timeframe? | [Q No

1.3 Does the Air Carrier ensure that its APDs/SDEs have received | [ vgs If no, explain:
FAA observation(s) within the agreed upon timeframe? a No

1.4 Does the Air Carrier verify that their aircraft listing is O vEs If no, explain:
accurate? d ~No

1.5 Does the Air Carrier ensure that all of its flights have a record | [ Ygs If no, explain:
of dispatch or flight release, as well as load manifest, that is a No
verifiable for no less than ninety (90) days? [FAR 121.695 and
121.697(e)(2)]

1.6 Does the Air Carrier verify that all of their enroute radio O vEs If no, explain:
communications with pilots have been recorded and maintained | [ No
for no less than thirty (30) days?

1.7 Does the Air Carrier have the ability to determine accuracy by | [ Ygs If no, explain:
comparison between parallel Record Keeping systems? d No

1.8 Does the Air Carrier validate the electronic data with the O vEs If no, explain:
source record for accuracy? d ~No

1.9  Does the Air Carrier’s DBMS verify the accuracy of its records | A Ygs If no, explain:
(e.g., flight and duty, rest time, training, qualifications, etc.)? d No

1.10 Does the Air Carrier obtain FAA approval prior to O vEs If no, explain:
implementing software revisions to their DBMS? d No
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3.1.11

Computer-Based Record Keeping System

SECTION 4 - CONTROL ATTRIBUTE

1.11 Does the Air Carrier’s DBMS have a schedule for data back O vEs If no, explain:
up? U No
1.12 Does the Air Carrier maintain their back up data at a separate O vEs If no, explain:
location? d ~o
1.13 Does the Air Carrier’s back up data include all data as O vEs If no, explain:
specified in their DBMS procedures Manual? d No
1.14 Does the Air Carrier’s DBMS require the identity of each O vEs If no, explain:
individual who attempts to make a record entry into the system? | [ No
1.15 Does the Air Carrier’s DBMS record the identity of each O vEs If no, explain:
individual who makes a record entry into the system? d ~No
1.16 Does the Air Carrier’s DBMS ensure that individual passwords | A Ygs If no, explain:
are determined by —and known only to-- their respective user d ~o
(i.e., double-blind passwords)?
1.17 Does the Air Carrier’s DBMS provide for an audit trail that O vEs If no, explain:
identifies all individuals who make entries (i.e., who, when, and | [ No
what was modified)?
1.18 Is the Air Carrier’s DBMS operating in accordance with its O vEs If no, explain:
Operations Specifications? d ~No
1.19 Is the Air Carrier’s DBMS accessible to the FAA for electronic | A Ygs If no, explain:
review? 4d ~No
2. Do the checks and restraints ensure the desired result is achieved for | [ vEs If no, explain:
the Computer-Based Record Keeping System? d ~No
3. Does the air carrier have a documented method for assessing the O vEs If no, explain:
impacts of any changes made to the checks and restraints in the d No
Computer-Based Record Keeping System?
4. Does the air carrier have the resources to support the checks and O vEs If no, explain:
restraints for the Computer-Based Record Keeping System? d No
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3.1.11 Computer-Based Record Keeping System

SECTION 5 - PROCESS MEASUREMENT ATTRIBUTE

Objective: To determine if the air carrier measures and assesses its Computer-Based Record Keeping
System, to identify and correct problems or potential problems.

To meet this objective, the inspector will accomplish the following tasks:

1. Review the documented instructions and information related to the Computer-Based Record
Keeping System process.

2. Discuss the Computer-Based Record Keeping System process with appropriate personnel to gain an
understanding of the process measures.

3. Observe the Computer-Based Record Keeping System process to gain an understanding of the
process measures.

To meet this objective, the inspector will answer the following questions:

1. Does the air carrier’s Computer-Based Record Keeping System process include the following
process measurements?

1.1 Does the Air Carrier record instances in which records were not O ves If no, explain:
prepared or maintained as specified in their DBMS procedures d No
Manual?

1.2 Does the Air Carrier record instances in which an FAA inspector, O ves If no, explain:
an ADE, or an APD observed its check airmen? d ~No

1.3 Does the Air Carrier record instances in which the FAA observed O ves If no, explain:
its APDs and SDEs? d ~o

1.4 Does the Air Carrier record instances in which their fleet is not O vEs If no, explain:
accurately reflected in their aircraft listing? d ~o

1.5 Does the Air Carrier record instances in which they have failed to O ves If no, explain:
maintain dispatch or flight release and load manifest records for at | [ No
least ninety (90) days?

1.6 Does the Air Carrier record instances in which enroute radio O ves If no, explain:
communications have not been recorded and maintained for at least | [ No
thirty (30) days?

1.7 Does the Air Carrier have the ability to record instances in which O ves If no, explain:
the records derived from parallel Record Keeping systems did not d ~No
match?

1.8 Does the Air Carrier record instances in which electronic data did | [ vgs If no, explain:
not match source data? 4d ~No

1.9 Does the Air Carrier record instances in which they have O ves If no, explain:
implemented changes to their software prior to obtaining FAA d ~o
approval?

1.10 Does the Air Carrier record instances in which the back up of data | [ Ygs If no, explain:
was not performed according to schedule? d No
1.11 Does the Air Carrier audit its DBMS and record any instances in O ves If no, explain:

which a record entry did not accurately identify the individual d No
responsible for the entry?
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3.1.11 Computer-Based Record Keeping System

SECTION 5 - PROCESS MEASUREMENT ATTRIBUTE

1.12 Does the Air Carrier’s DBMS record instances in which someone, O vEs If no, explain:
without authorization, attempted to make an entry into its system? d No
1.13 Does the Air Carrier record instances in which password security O vEs If no, explain:
was compromised? d No
1.14 Does the Air Carrier record instances in which the DBMS audit O vEs If no, explain:
trail did not accurately reflect entries? d No
1.15 Does the Air Carrier record instances in which its DBMS operated | [ Ygs If no, explain:
contrary to its Operations Specifications? d ~No
1.16 Does the Air Carrier record instances in which the FAA was unable | 1 Yvxs If no, explain:
to access the DBMS? a No
2. Does the air carrier document their process measurement methods and O vEs If no, explain:
results? a No
3. Are the air carrier’s process measurement methods effective? O vEs If no, explain:
O No
4. Does the air carrier use their process measurement results to improve O vEs If no, explain:
their programs? a No
5. Are the process measurement results accessible to the FAA? O vEs If no, explain:
O No
6. Does the organization that conducts the process measurement have direct | (] ygs If no, explain:
access to the person with responsibility for the Computer-Based Record | [Q no
Keeping System?
7. Does the air carrier have the resources to support the process O vEs If no, explain:
measurement for the Computer-Based Record Keeping System? d ~o
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3.1.11 Computer-Based Record Keeping System

SECTION 6 — INTERFACES ATTRIBUTE

Objective: To determine if the air carrier identifies and manages the interactions between the
Computer-Based Record Keeping System process and the other element processes within the air carrier
organization.

To meet this objective, the inspector will accomplish the following tasks:

1. Review the documented instructions and information related to the Computer-Based Record
Keeping System process.

2. Discuss the Computer-Based Record Keeping System process with appropriate personnel to gain an
understanding of the interfaces.

3. Observe the Computer-Based Record Keeping System process to gain an understanding of the
interfaces.

To meet this objective, the inspector will answer the following questions:

1. Are the following interfaces identified for the Computer-Based Record Keeping System process:

1.1 Manual Currency (Element 2.1.1) O ves If no, explain:

U n~No
U NA,

1.2 Content Consistency Across Manuals (Element 2.1.2) O vEs If no, explain:

U ~No
U /A,

1.3 Manual Distribution (Element 2.1.3) O ves If no, explain:

U No
U /A,

1.4 Manual Availability (Element 2.1.4) O ves If no, explain:

U ~No
U NA,

1.5 Operational Control (Element 3.1.4) O ves If no, explain:

U ~No
U /A,

1.6 De-Icing Program (Element 3.1.7) O ves If no, explain:

U n~No
U NA,

1.7 Carriage of Cargo (Element 3.1.8) O ves If no, explain:

U ~No
U N/A,

1.8 Safety Program (Ground and Flight) (Element 7.2.1) O ves If no, explain:
U No
U NA,
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3.1.11 Computer-Based Record Keeping System

SECTION 6 — INTERFACES ATTRIBUTE

1.9

Dispatch or Flight Release (Element 3.2.1)

El YES
U ~No
U /A,

If no, explain:

1.10

Flight Load Manifest/Weight and Balance Control (Element 3.2.2)

O ves
U No
U NA,

If no, explain:

1.11

Training of Flight Crewmembers (Element 4.2.3)

El YES
U ~No
U NA,

If no, explain:

1.12

Training of Flight Attendants (Element 4.2.4)

O ves
U No
U /A,

If no, explain:

1.13

Training of Dispatchers (Element 4.2.5)

El YES
U No
U NA,

If no, explain:

1.14

Training of Check Airman and Instructors (Element 4.2.7)

O ves
U ~No
U /A,

If no, explain:

1.15

Outsource Crewmember Training (Element 4.2.9)

O ves
U No
U NA,

If no, explain:

1.16

Pilot Operating Limitations/Recent Experience (Element 4.3.1)

El YES
U ~No
U /A,

If no, explain:

1.17

Appropriate Airman/Crewmember Checks and Qualifications
(Element 4.3.2)

O ves
U No
U NA,

If no, explain:

1.18

Scheduling/Reporting System (Element 6.1.1)

El YES
U ~No
U /A,

If no, explain:

1.19

Flight Crewmember Flight/Duty/Rest Time (Element 6.1.2)

O ves
U No
U NA,

If no, explain:

1.20

Flight Attendant Duty/Rest Time (Element 6.1.3)

El YES
U ~No
U /A,

If no, explain:

1.21

Dispatcher Duty/Rest Time (Element 6.1.4)

O ves
U No
U NA,

If no, explain:
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Safety Attribute Inspection (SAIl) Job Aid

3.1.11 Computer-Based Record Keeping System

SECTION 6 — INTERFACES ATTRIBUTE

Manual(s)?

1.22 Director of Safety (Element 7.1.3) O ves If no, explain:
U No
U nia,
1.23 Director of Operations (Element 7.1.4) O ves If no, explain:
U ~No
U NA,
1.24 Marketing O ves If no, explain:
U No
U NA,
2. List any additional interfaces identified:
3. Are there written procedures for the use of air carrier personnel in the O vEs If no, explain:
application of these interfaces? d No
4. Are there controls to ensure that interfaces occur? O ves If no, explain:
U No
5. Are the interfaces between the Computer-Based Record Keeping O ves If no, explain:
System process and other processes treated consistently in the a No
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