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	SUBJ:
	SUGGESTIONS FOR ENHANCED SECURITY AT GENERAL AVIATION AIRPORTS


1.
PURPOSE. This information is provided to aviation safety inspectors to allow them to assist flight schools and fixed base operators in enhancing security in and around general aviation airports and aircraft parking areas.

2.
BACKGROUND.  On October 9, 2002, the Federal Bureau of Investigation (FBI) issued a message to State and local law enforcement agencies concerning statements attributed to al-Qaeda leaders.  These statements threatened new attacks against U.S. economic interests and “key sectors of the U.S. economy.”  General aviation is a significant contributor to the nation’s economy and could be one of these targets or could be used to initiate an attack.  As a result, the Federal Aviation 
Administration (FAA) is reissuing information originally published in March 2002 and which expired in July 2002 concerning 
recommendations for enhancing security at general aviation airports.  That previous information was geared toward student pilots and has been rewritten for this notice to encompass all pilots.

3. DISTRIBUTION.  This notice is distributed electronically to all Flight Standards District Offices (FSDO), and offices will receive a printed copy in six to eight weeks.  This information is also still available on the FAA’s web site at the following URL:  http://www.faa.gov/avr/afs/afs800/fbo.htm .

4.
APPLICABILITY.  This notice applies to principal inspectors of flight schools and other aviation safety inspectors who have surveillance responsibility for fixed base operators.

5.
ACTION.  Inspectors shall provide the information in paragraph 6b to all flight schools and fixed base operators within the jurisdiction of each FSDO either by providing them a copy of this notice or by referring them to the URL indicated above.  Inspectors shall encourage flight schools and fixed base operators to implement applicable 
suggestions contained in this notice.

6.
SUGGESTIONS FOR ENHANCED SECURITY FOR FLIGHT SCHOOLS/FIXED BASE OPERATORS. 


a.
Business Considerations. Flight schools and fixed base operators should consider implementing any of the following suggestions appropriate to the size and scope of their flight operations. Flight schools and fixed base operators should 
evaluate their operations from a security standpoint and institute policies and procedures commensurate with their specific business. Before attempting to implement any of these suggestions, consider designating an employee as a security 
coordinator to be responsible for maintaining, upgrading, and updating any security policies and procedures.


b.
Possible Security Enhancements.



(1) Use a different aircraft ignition key from the door lock key.



(2) Limit pilot access to aircraft keys until the pilot has met the fixed base operator’s or flight school’s insurance 
requirements for rental of or instruction in aircraft.



(3) Consider having all pilots check in with a specific employee—i.e., dispatcher, aircraft scheduler, a flight instructor, or some other “management” official—before being allowed access to parked aircraft; or have the pilot sign or initial a form and not receive keys until an instructor or other “management official” also signs or initials.



(4) Establish positive identification of any pilot before every flight.



(5) To prevent unauthorized use of aircraft, take steps appropriate to the specific type of aircraft to secure it when it is unattended.



(6) Place a prominent sign near areas of public access warning against tampering with or unauthorized use of aircraft; clearly post emergency telephone numbers (police, fire, FBI) so that people may report suspicious activity. (Emphasize that people other than employees should not take action on suspicious activity but should report it to the appropriate law 
enforcement authority.)



(7) Train employees as well as pilots who regularly use the airport to be on the lookout for suspicious activity, e.g., transient aircraft with unusual or unauthorized modifications; persons loitering for extended periods in the vicinity of parked aircraft or in pilot lounges; pilots who appear to be under the control of another person; persons wishing to rent 
aircraft without presenting proper credentials or identification; persons who present apparently valid credentials but who do not display a corresponding level of aviation knowledge; any pilot who makes threats or statements inconsistent with 
normal uses or aircraft; or events or circumstances that do not fit the pattern of lawful, normal activity at an airport.



(8) The Transportation Security Administration, in conjunction with the Aircraft Owners and Pilots 
Association (AOPA), will be establishing a hotline in December 2002 for pilots to report suspicious activity at general 
aviation airports. AOPA will be distributing information on its “Airport Watch” program to the nation’s 5,400 public-use 
airports. In the meantime, pilots, flight schools, or fixed base operators should report suspicious activity to local law 
enforcement or a nearby field office of the FBI.

7.
DISPOSITION.  This notice will not be included in an upcoming change to Order 8700.1 and will expire on the date indicated above. Any questions concerning this notice should be directed to the General Aviation and Commercial Division, AFS-800, at (202) 267-8212. 

ORIGINAL SIGNED BY

James J. Ballough

Director, Flight Standards Service

Distribution:  Electronically to all FSDOs
Initiated By:  AFS-1
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