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NASA failure history captures cumulative complexity
                                 circa 2000

Navigating Seas of Complexity 



2003: Run up to Columbia 
accident

increasingly brittle systems 
under  

faster, better, cheaper (FBC) pressure

NASA failure history captures creeping complexity

1999: 3 space exploration 
failures

NASA FBC circa 00 
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FBC:   finite resources, continuing change 
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Resilience Engineering

Resilience Engineering 
• Stance & perspective:  adapting to cope with 
complexity — empirical patterns  
• Multiple lines of inquiry: biological, cognitive, control, 
networked, human systems — Layered Networks 
• Science-based: fundamental laws & hard constraints 
• Humble but different integrated systems engineering  
• Pragmatic engineering capabilities to outmaneuver 
complexity penalties 
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Continuous adaptability

poised to adapt 
The capabilities a system draws on to respond to inevitable surprises. 
Systems can be reliable and brittle, i.e., not robust or resilient.   

Adaptive capacity is a system’s readiness or potential to change 
how a system currently works — its models, plans, processes, 
behaviors —  to continue to fit changing situations, anomalies 
and surprises.  
Model surprise is ubiquitous. 

Responding to surprise requires preparatory investments that 
provide the potential for future adaptive action.   



 

Operating in Seas of Complexity 

places where surprise is tangible  



Tangled Layered Networks

Complexity: extensive and hidden interdependencies 
as capabilities increase
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The Spaghetti Constraint  

every time I work on my CI/CD software projects I am blown away 
by how many unseen dependency spaghetti messes are hidden in 
modern software infrastructure

Amy Tobey May 7, 2020



“No plan survives first 
contact with the enemy.”
“perfect” software                production traffic

t

No plan survives first contact with a disaster-in-the-making

^^
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Theory 
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resilience essential for systems to succeed despite their design

OUTMANEUVER COMPLEXITYC/S/E/L  :2013 Complexity in Natural, Social & Engineered Systems 

A system does what it is designed to do,  
except that is not what the designer intended.

Finite Resources / Change 
Pressures 
SNAFU is normal 
Poised to Adapt05

Systems are Messy  
(some) People provide Resilient Performance

SNAFU is the natural state of systems



•  Rebound from shock event  

• Robust adjust competence envelope to handle  
well-modeled disruptions 

• Graceful Extensibility  (vs. brittleness)  
the capability to stretch/extend near and beyond boundaries 
how to be prepared to be surprised 

• Sustained Adaptability ability to adapt over cycles of 
change, given hard tradeoffs (architecture for continuous 
adaptability)

Multiple Senses of ‘Resilience’

Linear  
Systems 

Adaptive 
Systems / 
Non-Linear



Perspective and Miscalibration
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Perspective and Miscalibration
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Perspective and Miscalibration
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organizations rationalize core finding away on 3 grounds:  
rarity, prevention, compliance 

a. SNAFUs occur rarely given the organization’s design thus investing 
in SNAFU Catching is a narrow issue of low priority.  
b. there is a record of improvement that reduces the likelihood/
severity/difficulty of SNAFUs.  
c. when SNAFUs occur, poor response is due to people who fail to 
work to the rules for their role within the organization’s design. 

these rationalizations wrong empirically, technically, & 
theoretically 05

Rationalizations 

Graceful extensibility (SNAFU Catching) is essential for the 
viability of adaptive systems in complex worlds 
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Pragmatics: Resilience Engineering 

Pragmatics  
pathways to outmaneuver complexity

Coping with the Spaghetti limit  
   Techniques to discover hidden interdependencies in testing 
Why reliable systems fail?  Unconfounding reliability, robustness and 
resilience-as-extensibility 

Safety management as guided adaptability: Build initiative and 
reciprocity across roles https://www.researchgate.net/publication/
337179120_Safety_II_professionals_How_resilience_engineering_can_transform_safety_practice 

New shared control architectures to reduce risk of saturation 
   

https://www.researchgate.net/publication/337179120_Safety_II_professionals_How_resilience_engineering_can_transform_safety_practice
https://www.researchgate.net/publication/337179120_Safety_II_professionals_How_resilience_engineering_can_transform_safety_practice
https://www.researchgate.net/publication/337179120_Safety_II_professionals_How_resilience_engineering_can_transform_safety_practice
https://www.researchgate.net/publication/337179120_Safety_II_professionals_How_resilience_engineering_can_transform_safety_practice
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Resilience as _______ 

poised to adapt 
            Build &  Sustain your systems’ adaptive capacity
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Resilience Engineering

Resilience Engineering 
• Empirical patterns on adapting to cope with complexity — 
SNAFU Catching 
• Fundamental laws & hard constraints on Layered Networks 
— Science-base 
• Humble but different integrated systems engineering 
capabilities to outmaneuver complexity penalties  

Resilience is a Verb https://www.researchgate.net/publication/
329035477_Resilience_is_a_Verb 
Why Reliable Systems Fail? (13 mins)  
https://www.youtube.com/watch?v=QSiXEZLZ1y0 
Outmaneuvering Complexity (44 mins)  
https://www.youtube.com/watch?v=KJJ2NCjc2Wg

https://www.researchgate.net/publication/329035477_Resilience_is_a_Verb
https://www.researchgate.net/publication/329035477_Resilience_is_a_Verb
https://www.researchgate.net/publication/329035477_Resilience_is_a_Verb
https://www.researchgate.net/publication/329035477_Resilience_is_a_Verb

