
15S.24 IT Risk Management and Information Systems 
Security 

 

Description 
Address 80% of high value risks within 30 days. Establish oversight by the Cybersecurity Steering 

Committee to assure consistent risk acceptance decisions. Visualize vulnerabilities on all IP based 
systems. 

 
Special Designations: OSI, DOT Goals, STI 

 

Commentary (March 2015) 
Activity is green. The FAA Cybersecurity Steering Committee continues its review monthly of cyber 
incident metrics. Demonstration of the RSA Archer Dashboard capabilities occurred and dialogue 
regarding data for inclusion is underway. 

 
Commentary (February 2015) 

 

 
Activity is green. The FAA Cybersecurity Steering Committee continues its review monthly of cyber 
incident metrics. On February 9, the Dyre malware was detected on the FAA infrastructure. It was 
contained after 36 hours and remediation commenced on the approximately 4500 infected machines. 
Training on DHS selected RSA Archer product, and its dashboard capabilities is underway. 
 

Status Table (Quantitative Metric ‐ Meet or Exceed) 
 

Period Target Actual Status 
10/2014 3 3 Green 
11/2014 3 3 [Green] 
12/2014 3 3 Green 
01/2015 3 3 Green 
02/2015 3 3 [Green] 
03/2015 3 3 [Green] 

 

✓ Indicates that the item is complete. 

 




