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Why a European
aviation PKI?

Specific ... But based on Commercial Off the Shelf solution
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State of the Art Solution

TimeStamping, Signing, Validation, Automation,
Authorisation

Certificate Interoperability

Recognised by other European & Global trusted parties
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European Aviation
Common PKI (EACP)

A Building Block for the European Aviation Digital Infrastructure

Improve security throughout aviation value chain

Trust Framework (governance, policies, procedures)

Common service reducing costs & providing:

- certificates

- Interoperability between existing PKI
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o] Prepare Tech Framework & Procedures

B Define Governance & Funding Principles

Prepare Callfor Tenders
2020 202

European PKI — CEF Project

Mlandate Preparation

2022
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Co-financed by the Connecting Europe

Facility of the European Union
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Governance Set|up

Possible Public Funding

CFT

"

Operation
To be retendered periodically

European Aviation Common PKI
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Co-financed by the Connecting Europe
Facility of the European Union
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."

»

EUROCONTROL .

: RASuite IOPSuite ValidSuite

FlexSuite

omaweld 1sha|

European Aviation Common PKI Product Portfolio
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Trust Framework

EACP Membership Agreement
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EACP Trust
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Opédrational Trust Framework

| |

| l | i

| l | !

| e Fully aligned with ' | '

: e ully aligned wit - |

e ICAQ Trust | . EACP Technical -

' Framework i EACP Policies l

I e~ Bl l Framework :

L o | IUser Agreement — PKI Governance Model !

Smart - Certificate Policy — PKI Specification E

) . . — PKI System Design And Implementation
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Draft governance |B%

Co-financed by the Connecting Europe
Facility of the European Union
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WORKING ARRANGEMENTS EACP
Agreement
ND TECH PKI Executive Board (PEB)
A . L S e NM Technical Directors el e EACP Members (Directors)
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e ‘ o3 Information Management
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PMA
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Policy Level EACP Members
; (Policy Managers)
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Task E TATE) PKI Management Unit
1 Task Force

PKI User Group

EACP Members
Experts

EACP Gov. Staff

Operation Level u * Outsourced
Common procu rement

Registration Authority Services Day to Day Operation

EACP
Contract
(CFT)

EACP Gov. Staff or outsourced European Aviation CA Operators

Day-to-Day operation




Membership
& charging

€ Pay Membership
€ Fee commensurate to use

. EACP Member
EACP User

Criteria to be trusted

Services
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€ Fee commensurate to use
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Co-financed by the Connecting Europe
Facility of the European Union

Governance

Establish the service
Fund the common procurement & set-up
Decide on Policy, Charging, Strategy
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Intra Europe

European Aviation
Root CA

European
Interoperability CA

European Aviation
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Identity CA
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Aviation Safety
Critical CA
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European Aviation European Aviation
Bridge CA Interoperability CA

European Aviation
Aeronautical
Identity CA

European
Aviation Safety
Critical CA

European

European Aviation
Aircraft
Manufacturer CA

European

Aviation
Othr CA




Smart.

European Aviation
Root CA

>

European Aviation
Bridge CA

\4

European Aviation
Issuing CA

International Aviation Trust
Framework (IATF) Root CA

Civil Aviation operation
Domain (CAOD) CA

Secure. /\\
Shareabls. 2o e

. ' =2 o9
Aviation /
Information.

lobal Interoperability

¢

FAA Aviation
Root CA

D

( US Bridge CA

\4

/ \
\ =%

9@ F@

Interoperability between certificates
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Relationships
EACP / IATF

* Technical:

* Global interoperability of various solutions
* Tests between FAA and EUROCONTROL
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Co-financed by the Connecting Europe
Facility of the European Union

CA certificates, CRLs, OCSP

CA certificates, CRLs, OCSP
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IATF PKI
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IATF PKI

IATFSCVP
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CA certificates, CRLs, OCSP
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ECTL Signing As Service
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ECTL PKI
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ECTL Consumer

m T ECTL Validation As Service

L] S 1

ECTL SWIM Node
AMQP

——~

US Validation As Service

US SWIM Node
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ESPHOC Overview

EUROCONTROL Cloud Lab

EA Root CA

OCSP Server

Repository CA
Certs and CRLs

ECTL Consumer
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FAA CyTF Lab

EA Root CA
FAA Root CA

IATF CAOD
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SCVP Server

Us AMQP
Gatway

Florida Test Bed
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AMHS A-CDM  SWIM Registry

SWIM Remote TWRs SWIM  +++

AIM/AIP Remote sensors CNS Surveillance CNS
SBAS

MET

Future Datalink

Proof of origin SWIM

EFB Pilot License Badge
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‘ Scope — what are users’ needs?
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‘ Ability to invest at COVID time
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, Initial financing low if limited number of early adopters |
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‘ Wide deployment needed to secure the network
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