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Mission 

Secure ATO systems and services from existing 

and evolving cybersecurity threats. 

ATO Cybersecurity Group 

The ATO Cybersecurity Group is made up of five 

Teams that work cohesively to perform cyber 

security functions as an enterprise service to the 

Air Traffic Organization (ATO).   

Functional Overview 

ATO Cybersecurity Group functions ensure that 

ATO complies with all federal mandates, has the 

tools and resources needed for NAS cyber 

situational awareness, and is aligned with the FAA’s 

Cyber Strategy. 

Enhance NAS cybersecurity through 
leading edge capabilities, a highly 
skilled cybersecurity workforce, strong 
partnerships, and increased information 
sharing. 

Cyber Partnerships 

Partnerships focused on: 

 Standards to enhance the protection of

Government and Industry Critical Infrastructure.

 Timely, relevant, and actionable cybersecurity

information sharing across the aviation ecosystem.

 Collaborative cybersecurity initiatives (e.g.

exercises) to support cross-agency security

enhancement.

FISMA Compliance/ 
Risk Management

• Security Testing

• Security Authorization 
Management

• Vulnerability Remediation
Management

Security Testing Reports

Security Authorization Packages

Prioritized Remediation Plans

Examples:

NAS Cyber 
Operations

• NAS Cyber Monitoring

• Anomalous Event Detection

• Event/Alert Response 
Coordination

Cyber Anomaly Analysis

Event Ticketing /Tracking

Data Calls, Response Actions, 
Upward/Outward Reporting

Examples:

Functions

Functions

Outputs

Operations

Enterprise Security 
Strategy, Awareness, 

and  Governance

• Strategic Planning

• Gov’t/Industry Partnering

• Policy Development/Audit 
Coordination

NAS Cybersecurity Framework & 
Cyber Strategic Plan 

Cyber Exercises & 
Internal/External Information 

Sharing

ATO Security Orders/Audit 
Responses

Examples:

Functions Products

Aviation Cyber 

Initiative (ACI)

ATO 

Cyber 

Group




