2020
FAA CYBERSECURITY AWARENESS SYMPOSIUM
THEME "CYBER HYGIENE"

ATO CYBERSECURITY GROUP (ACG)
ACQUISITION MANAGEMENT SYSTEM (AMS)
INFORMATION SYSTEM SECURITY (ISS) ASSESSMENT

Purpose

e To integrate ISS at each system acquisition (JRC) milestone to ensure
Information System Owners (ISO) and Programs understand and include
ISS requirements throughout a system’s acquisition.

The Information Security Guidance for System Acquisition (ISGSA)
facilitates, through ISS Assessments, the:

e Identification of ISS risk for use by the JRC;

e Preparation of security cost and benefit factors.

e Prioritization of common controls.

Team Functions

e The ATO Cybersecurity Group (ACG) Program Control & Governance
Team maintains the ATO-tailored AMS ISS templates.

e Information Systems Security Officers (ISSO) guide programs through
the ISGSA process.

e The ATO ACG Manager (AJW-B4) reviews and provides recommendation
for concurrence for submitted ISS completed templates.
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The Process
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