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1 SCOPE

This Web Services Requirements Document (WSRD) has been prepared in accordance with [FAA-STD-070] and provides the design characteristics for an interface between the [PROGRAM NAME] and the NAS Enterprise Messaging Service (NEMS) for subscription by NAS and non-NAS consumers using SWIM compliant infrastructure and interface standards.
The purpose of this WSRD is to define SWIM-based service requirements for the Enterprise Service Monitor (ESM) Status service provided by the [PROGRAM NAME].
The ESM Status services are designed to distribute via NEMS the statuses of the SWIM service. The statuses are provided by SWIM service provides. 
The ESM service described in this document sends the status of [PROGRAM NAME] services to NEMS.
2 APPLICABLE DOCUMENTS

2.1 Government Documents
	[FAA-STD-063] XML Namespaces, 1 May 2009. 
 

	[FAA-STD-064] Web Service Registration, 1 May 2009.  



	[FAA-STD-066] Web Service Taxonomies, 26 February 2010.  



	[FAA-STD-068] Preparation of Standards, 4 December 2009.  
[FAA-STD-065] Preparation of Web Service Description Documents, 26 February 2010. 

	[FAA-STD-070] Preparation of Web Service Requirements Documents, Draft, 11 July 2011.

System Wide Information Management (SWIM) Solution Guide, Revision 1.0, 25 June 2013.

[NAS 1370-500.5] National Airspace System (NAS) FAA Enterprise Network Internet Protocol Version 4 (Ipv4) Address Assignment Plan, Revision 1.3, 13 May 2006. 

2.2 Non-Government Standards and Other Publications
	
	
	21 Nov 1994
	FAA

	[W3C XML Recommendation] World Wide Web Consortium eXtensible Markup Language (XML) Version 1.9, Fifth edition, 26 Nov 2008. http://www.w3.org/TR/2008/REC-xml-20081126/
[IEE 802.3] Information Technology – Telecommunication & Information Exchange between Systems – LAN/MAN – Specific Requirements – Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications, 2002.
[WSDR] Web Services Description Requirements, W3C Working Draft, 28 October 2002.

http://www.w3.org/TR/2002/WD-ws-desc-reqs-20021028/
[RFC 2119] Key words for Use in RFCs to Indicate Requirement Levels, Network Working

Group, March 1997. http://www.rfc-editor.org/rfc/rfc2119.txt
[ISO/IEC 11179-1] Information Technology – Metadata Registries (MDR) – Part 1:

Framework, 15 September 2004. http://metadata-standards.org/11179/
[WS Glossary] Web Services Glossary, W3C Working Draft, 14 November 2002. http://www.w3.org/TR/2002/WD-ws-gloss-20021114/

[WSA] Web Services Architecture, W3C Working Group Note, 11 February 2004.

http://www.w3.org/TR/ws-arch



3  DEFINITIONS

3.1 Terms and Definitions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", “MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119. These keywords are capitalized when used to unambiguously specify requirements. When these words are not capitalized, they are meant in their natural-language sense.

	Binding
	An association between an interface, a concrete protocol, and a data format. A binding specifies the protocol and data format to be used in transmitting messages defined by the associated interface. [WSDR]


	Data Element 
	A unit of data for which the definition, identification, representation, and permissible values are specified by means of a set of attributes. [ISO/IEC 11179-1]


	Discovery 
	The processes through which a service consumer may search for and find services, (generally done by providing criteria to search for against a corpus of service metadata which service providers have provided to describe their services). [FAA-STD-065]


	Message 
	An identifiable collection of units of information (data elements), presented in a manner suitable for communication, interpretation, or processing within a context of interacting Service Oriented Architecture (SOA) components.


	Metadata 
	Data that defines or describes other data. [ISO/IEC 11179 -1]

 

	Message

Exchange Pattern

(MEP)


	A template, devoid of application semantics, that describes a generic pattern for the exchange of messages between agents. It describes the relationships (e.g., temporal, causal, sequential, etc.) of multiple messages exchanged in conformance with the pattern, as well as the normal and abnormal termination of any message exchange conforming to the pattern. [WS Glossary]


	Namespace
	A collection of names, identified by a URI reference, that are used in XML documents as element types and attribute names. The use of XML namespaces to uniquely identify metadata terms allows those terms to be unambiguously used across applications, promoting the possibility of shared semantics.



	Protocol 
	A formal set of conventions governing the format and control of interaction among communicating functional units.

 

	Quality of Service Characteristic 
	A parameter that specifies and measures the value of a provided service. 


	Registry 
	An enabling infrastructure that uses a formal registration process to store, catalog, and manage metadata relevant to the services. A registry supports the search, identification, and understanding of resources, as well as query capabilities. [FAA-STD-064] 


	Service Interface 
	An abstract boundary that a Web service exposes. It defines the types of messages and the message exchange patterns that are involved in interacting with the Web service, together with any conditions implied by those messages. [WSA] 


	Service Provider 
	An organization that offers the use of capabilities by means of a service.




3.2 Acronyms and Abbreviations
	ACRONYM
	DESCRIPTION

	AIG
	Application Interface Gateway

	AMS
	Acquisition Management System

	ASCII
	American Standard Code for Information Interchange

	CAT 11
	Category 11

	CID
	Computer Identification

	EFSTS
	Electronic Flight Strip Transfer System

	FAA

FTI
	Federal Aviation Administration

Federal Telecommunications Infrastructure

	ICAO
	International Civil Aviation Organization

	IFR
	Instrument Flight Rules

	IMC
	Instrument Meteorological Conditions

	IP
	Internet Protocol

	IRD
	Interface Requirements Document

	ISMC
	Infrastructure System Monitor and Control

	ISO
	International Standards Organization

	JMS
	Java Messaging Service

	NAS
	National Airspace System

	NEMS
	NAS Enterprise Messaging Service

	RVR
	Runway Visual Range 

	SISO
	Sign-in/Sign-out

	SMES
SOA
	Surface Movement Event Service
Service Oriented Architecture

	SOAP
	Simple Object Access Protocol

	TCP
	Transmission Control Protocol

	TLS
	Transport Layer Security

	TRACON
	Terminal Radar Approach Control facility

	UTC
	Universal Time Coordinated/ Coordinated Universal Time

	VFR
	Visual Flight Rules

	VRTM

WAN
	Verification Requirements Traceability Matrix

Wide Area Network

	WJHTC
	William J. Hughes Technical Center

	WSDL
	Web Services Description Language

	XML
	eXtensible Markup Language

	
	

	
	


4 SERVICE INFORMATION
4.1 Service Characteristics
The [PROGRAM NAME] ESM Status Service sends service status information to NEMS via the Java Messaging Service (JMS). The ESM Status service provides the following SWIM-based services: [PROGRAM NAME] ESM Status. The characteristics of the service are described in detail below.

	[PROGRAM NAME] Service Characteristics

	Name 
	[PROGRAM NAME] ESM Status Service 

	Description 
	The ESM Status Service provides status information for consumption by the Enterprise Service Monitor capability via the National Airspace System (NAS) Enterprise Messaging Service (NEMS). 

	Namespace 
	[namespace] 

	Version 
	1.0 

	Service category 
	[Refer to 

urn:us:gov:dot:faa:taxonomies:service-category]

Note: Service categorization for these services:
ATM Service Category: NAS Management
SWIM Service Product Category: Operation and Maintenance
Service Interface Type: Message-Oriented
Messaging Model: Publish/Subscribe

	Lifecycle stage 
	[lifecycle]

	Service criticality 
	Routine


4.2 Service Provider
The ESM Status service is provided by [ORGANIZATION NAME]. The namespace for [ORGANIZATION NAME] is [namespace].
	Point of Contact

	Name 
	[name]

	Organization 
	[organization]  

	Title 
	[title]

	Phone 
	[phone]

	Email 
	[email] 


4.3 Service Consumers
The ESM Status Service publishes data to NEMS.  NEMS is the enterprise service bus that delivers data to service consumers.   Service consumers “on-ramp” (i.e. connect) to NEMS and subscribe for access to SWIM data. Service consumers include FAA programs which support Operation and Maintenance capabilities.

5 FUNCTIONAL REQUIREMENTS

5.1 Service Business Function Requirements
[ESM Req 1]  ESM Status Service SHALL provide [PROGRAM NAME] services health data to authorized consumers via SWIM. 
[ESM Req 2]  Upon occurrence of an event that impacts the availability of the business service, [PROGRAM NAME] ESM Status Service SHALL send status event messages.

[ESM Req 3]  [PROGRAM NAME] ESM Status Service SHALL send status messages on a predefined reoccurring basis.

[ESM Req 4]  [PROGRAM NAME] ESM Status Service SHALL send a StatusEventMessage each time a significant change to the status of the business service is detected, or on a periodic basis.  
5.2 Service Interface Requirements
[ESM Req 5]  The [PROGRAM NAME] ESM Status Service SHALL be built using SWIM compliant infrastructure and interface standards. 

[ESM Req 6]  The [PROGRAM NAME] ESM Status Service SHALL provide service health data using JMS interface.

[ESM Req 7]  The [PROGRAM NAME] ESM Status Service SHALL provide routing information in each output message header for NEMS to determine the authorized recipient of the data.
5.2.1 Operations
[ESM Req 8]  The [PROGRAM NAME] ESM Status Service message SHALL be of type Plain Old XML (POX) over JMS. There is no concept of operation with a POX/JMS service. 
5.2.2 Messages
[ESM Req 9]  [PROGRAM NAME] ESM Status Service sends messages to NEMS asynchronously, using an Out Only Message Exchange Pattern (MEP). 
[ESM Req 10]  Message accuracy SHALL be ensured via checksum at the network layer or below. No provision is made for message retransmission. 

[ESM Req 11]  [PROGRAM NAME] ESM Status Service SHALL send to NEMS, using best effort delivery mode, the message described in the following table. 
Table 5‑1 ESM Status Message

	Message
	Direction
	Service
	Description

	StatusEventMessage
	OUT
	[BUSINESS SERVICE]
	Sent upon occurrence of a status event, or periodically as a heartbeat message.


The data elements comprising the message are defined in section 5.2.4 

5.2.3 FAULTS

The [PROGRAM NAME] ESM Status Service does not provide fault messages.
5.2.4 DATA ELEMENTS

5.2.4.1 Data Elements of StatusEventMessage
The [PROGRAM NAME] ESM Status Service provides status events. 
[ESM Req 12]  [PROGRAM NAME] ESM Status Service SHALL include in each StatusEventMessage at least the required data elements in Table 5‑2  and Table 5‑3. The items that are listed as not required will be sent when available unless otherwise noted. 
Table 5‑2 StatusEventMessage Header Data Elements

	Data Element
	Required
	Description

	[MSG HEADER ELEMENT]
	
	

	
	
	

	
	
	


Table 5‑3 StatusEventMessage Payload Data Elements

	Data Element
	Required
	Description

	msgType
	Y
	Defines the type of the message

	sendTo
	Y
	Defines the authorized consumers of the message

	reportTime
	Y
	UTC date and time of message generation

	eventID
	Y
	Unique identifier for the message

	reporterComponent
	Y
	Identifier for the managed entity providing the status message

	sourceComponent
	Y
	Identifier for the managed entity being reported on

	Current Operational State
	Y
	The current operational state of the component being reported on

	Last Operational State Transition
	N
	Information about the last operational state transition (for example, a report on when component last transitioned from DOWN to UP)

	Business Service Operational Status
	Y
	The current operational status of the business service

	Situation Report
	Y
	Details regarding the current situation being reported on

	Endpoint Report
	N
	Details on the subcomponents of the business service or source component, including status and metrics


[ESM Req 13]  [PROGRAM NAME] ESM Status Service SHALL set the eventID field to a unique value upon the generation of every new output message.  [RECOMMENDATION: “business_service_timedatestamp”  e.g. “servicename_esmp_201701241545”]
6 NON-FUNCTIONAL REQUIREMENTS
6.1 Quality of Service Requirements
[ESM Req 14]  A one-way connection SHALL be established between a NEMS node and [PROGRAM NAME] ESM Status Service for message delivery via JMS. 
The following table provides guidance for QoS parameter values based on RMA category.
Table 6‑1 QoS Guidance
[image: image1.png]RMA [ Minimum [ Maintenance | Cold Start Time* Service Mean Time

Category | Availability | Service Period | (minutes after Restoration Max | Between
(latest 12- | (Days x Hours) | application power) | Time (minutes) | Outages
month (minutes)
period)

RMA3 | 09998478 | 7x0a 5 8 584

RMA4_ | 05979452 | 724 5 180 583

RMAG® | 0.9904215 | 5X12 NA NBD® 522





The following table lists the [PROGRAM NAME] ESM Status Service Quality of Service parameters.
Table 6‑2 [PROGRAM NAME] QoS Parameters
	QoS Parameter
	Value
	Definition
	Method

	Availability
	0.999
	The probability that a system or constituent piece may be operational during any randomly selected instant of time. (Definition from NAS-SR-1000)
	MTBF/(MTBF + MDT)

	Data Latency
	1 sec
	Time interval from the time an input message is received and a corresponding message is put on the output JMS queue. 
	Continuous measurement

	MTBF
	499.5 hours
	System reliability metric.
	The sum of the individual times between noncritical failures divided by the number of noncritical failures.

	MTTR
	0.5 hours
	System maintainability metric for unscheduled outages.
	The sum of the individual times to repair divided by the number of repairs

	
	
	
	


6.2 Security Requirements

[ESM Req 15]  [PROGRAM NAME] ESM Status Service SHALL connect to NEMS using a supported security mechanism as defined by the NEMS connectivity documentation. Basic authentication using plain-text user-id and password will be used at a minimum if other, more secure options are not available.
7 IMPLEMENTATION REQUIREMENTS
[ESM Req 16]   [PROGRAM NAME] ESM Status Service SHALL comply with applicable SWIM protocols and format standards of XML version 1.0. 

[ESM Req 17]  [PROGRAM NAME] ESM Status Service SHALL be implemented in accordance with the System Wide Information Management (SWIM) Solution Guide. 
[ESM Req 18]  The [PROGRAM NAME] ESM Status Service SHALL implement addressing for the ESM Status Service interface as specified in NAS 1370-500.5

[ESM Req 19]  [PROGRAM NAME] ESM Status Service SHALL be implemented in accordance with the seven-layer OSI reference model using the TCP/IP family of protocols as specified in the table below.
7.1 Binding Requirements
[ESM Req 20]  [PROGRAM NAME] ESM Status Service SHALL be implemented using the JMS transport protocol.

[ESM Req 21]  Messages sent by [PROGRAM NAME] ESM Status Service SHALL conform to the XML protocol.
7.2 Processing Requirements
[ESM Req 22]  [PROGRAM NAME] ESM Status Service SHALL send StatusEventMessages to NEMS with instructions to route the message to authorized end-users only (i.e. message header value sendTo = “authorized”).

7.3 Operational Environment Requirements
[ESM Req 23]  [PROGRAM NAME] SHALL support TCP/IP transport. 

8 QUALITY ASSURANCE PROVISIONS

The following sections describe the quality assurance provisions for the interface.

8.1 Responsibility for Verification

The FAA is responsible for developing and implementing the verification of requirements for each project. The FAA may delegate verification activities to other organizations, independent contractors, and/or the prime contractor. The Test and Evaluation process guidelines within the Acquisition Management System (AMS) SHALL be used and SHALL be tailored as necessary for the levels and methods of verification in the Verification Requirements Traceability Matrix (VRTM).

8.2 Special Verification Requirements

The special verification requirements SHALL include, but not be limited to those defined in the following paragraphs.

8.2.1 International Standards Organization (ISO) Conformance

Any protocols used in this WSRD SHALL demonstrate ISO conformance using a test method or certification that is approved by the FAA.

8.2.2 ISO Interoperability

Any protocols used in this WSRD SHALL demonstrate ISO interoperability using a test method or certification that is approved by the FAA.

8.2.3 Non-ISO Interoperability

Prior to the start of integration level verification, functional interoperability SHALL be demonstrated at the William J. Hughes Technical Center (WJHTC) System Support Computer Complex, or other appropriate demonstration site.

8.3 Verification Requirements Traceability Matrix

Verification SHALL be in accordance with Table 8-1.  Verification levels and methods implemented in the VRTM are defined in the following paragraphs.
Table 8‑1 Verification Requirements Traceability Matrix
	
	D=Demonstration   A=Analysis   I=Inspection   T=Test   X=Not Applicable

	Requirement
Number
	Requirements Title
	Verification Level

	
	
	Subsystem 
	Integration

	[ESM Req 1]  
	ESM Status Service SHALL provide [PROGRAM NAME] services health data to authorized consumers via SWIM.
	I
	I

	[ESM Req 2] 
	Upon occurrence of an event that impacts the availability of the business service, [PROGRAM NAME] ESM Status Service SHALL send status event messages.
	I
	I 

	[ESM Req 3] 
	[PROGRAM NAME] ESM Status Service SHALL send status messages on a predefined reoccurring basis.
	
	

	[ESM Req 4] 
	[PROGRAM NAME] ESM Status Service SHALL send a StatusEventMessage each time a significant change to the status of the business service is detected, or on a periodic basis.
	
	

	[ESM Req 5] 
	The [PROGRAM NAME] ESM Status Service SHALL be built using SWIM compliant infrastructure and interface standards.
	
	

	[ESM Req 6] 
	The [PROGRAM NAME] ESM Status Service SHALL provide service health data using JMS interface.
	
	

	[ESM Req 7] 
	The [PROGRAM NAME] ESM Status Service SHALL provide routing information in each output message header for NEMS to determine the authorized recipient of the data.
	I
	I

	[ESM Req 8] 
	The [PROGRAM NAME] ESM Status Service message SHALL be of type Plain Old XML (POX) over JMS. There is no concept of operation with a POX/JMS service.
	I
	I

	[ESM Req 9] 
	[PROGRAM NAME] ESM Status Service sends messages to NEMS asynchronously, using an Out Only Message Exchange Pattern (MEP).
	D
	X

	[ESM Req 10] 
	Message accuracy SHALL be ensured via checksum at the network layer or below. No provision is made for message retransmission.
	X
	D

	[ESM Req 11] 
	[PROGRAM NAME] ESM Status Service SHALL send to NEMS, using best effort delivery mode, the message described in the following table.
	T
	X

	[ESM Req 12] 
	[PROGRAM NAME] ESM Status Service SHALL include in each StatusEventMessage at least the required data elements in Table 5‑2  and Table 5‑3. The items that are listed as not required will be sent when available unless otherwise noted.
	D
	X

	[ESM Req 13] 
	[PROGRAM NAME] ESM Status Service SHALL set the eventID field to a unique value upon the generation of every new output message.  [RECOMMENDATION: “business_service_timedatestamp”  e.g. “servicename_esmp_201701241545”]
	T
	X

	[ESM Req 14] 
	A one-way connection SHALL be established between a NEMS node and [PROGRAM NAME] ESM Status Service for message delivery via JMS.
	X
	D

	[ESM Req 15] 
	[PROGRAM NAME] ESM Status Service SHALL connect to NEMS using a supported security mechanism as defined by the NEMS connectivity documentation. Basic authentication using plain-text user-id and password will be used at a minimum if other, more secure options are not available.
	X
	D

	[ESM Req 16] 
	[PROGRAM NAME] ESM Status Service SHALL comply with applicable SWIM protocols and format standards of XML version 1.0.
	I
	I

	[ESM Req 17] 
	[PROGRAM NAME] ESM Status Service SHALL be implemented in accordance with the System Wide Information Management (SWIM) Solution Guide.
	I
	I

	[ESM Req 18] 
	The [PROGRAM NAME] ESM Status Service SHALL implement addressing for the ESM Status Service interface as specified in NAS 1370-500.5
	X
	I

	[ESM Req 19] 
	[PROGRAM NAME] ESM Status Service SHALL be implemented in accordance with the seven-layer OSI reference model using the TCP/IP family of protocols as specified in the table below.
	X
	I

	[ESM Req 20] 
	[PROGRAM NAME] ESM Status Service SHALL be implemented using the JMS transport protocol.
	I
	I

	[ESM Req 21] 
	Messages sent by [PROGRAM NAME] ESM Status Service SHALL conform to the XML protocol.
	I
	I

	[ESM Req 22] 
	[PROGRAM NAME] ESM Status Service SHALL send StatusEventMessages to NEMS with instructions to route the message to authorized end-users only (i.e. message header value sendTo = “authorized”).
	D
	D

	[ESM Req 23] 
	[PROGRAM NAME] SHALL support TCP/IP transport.
	X
	I


8.3.1 Verification Levels

The three levels of verification are Subsystem, Integration, and Site.  All requirements imposed by this WSRD SHALL be verified at one or more of these levels. 

Subsystem-level.  For subsystems developed under contract, this level of verification is usually accomplished at the contractor’s facility and culminates in the formal acceptance of a contractual end-item.  For subsystems developed by the Government, this level of verification is usually accomplished at the WJHTC, or at a key site.

Integration-level.  This level of verification is conducted at the WJHTC, or at a key site.  The verification conducted shall determine if the hardware, software, or subsystem to be deployed for site installation will perform in a NAS environment and in accordance with NAS system-level operational and functional requirements.

Site-level.  This level of verification is usually performed at the designated site. The verification portion of the subsystem installation and checkout shall emphasize demonstration of the overall system performance requirements.  It includes the demonstration of an end-item, subsystem and/or system, the final acceptance demonstrations, and commissioning activities.
8.3.2 Verification Methods

The four verification methods that can be used at any of the three verification levels are as follows. 

Inspection.  This method is used to determine compliance without using special laboratory equipment, procedures, or services, and consists of a non-destructive static-state examination of the hardware, software, and/or the technical data and documentation.

Demonstration.  This is a method in which qualitative determination of properties is made for a configuration item, including software and/or the use of technical data and documentation.  The items being verified are observed, but not quantitatively measured, in a dynamic state.

Analysis.  This is a method in which hardware or software designs are compared with known scientific and technical principles, procedures, and practices to estimate the capability of the proposed design to meet the mission and system requirements.

Test.  Test is a method in which performance is measured during or after the controlled application of functional and/or environmental stimuli.  Quantitative measurements are analyzed to determine the degree of compliance.  The process uses standardized laboratory equipment, procedures, and/or service.

