NOTICE U.S. DEPARTMENT OF TRANSPORTATION N 8900.361
FEDERAL AVIATION ADMINISTRATION )
Effective Date:

National Policy 5/3/16

Cancellation Date:
5/3/17

SUBJ: Use of Industry-Furnished Portable Electronic Devices

1. Purpose of This Notice. This notice provides guidance for the acceptance and appropriate
use of portable electronic devices (PED) provided to Federal Aviation Administration (FAA)
offices or individual aviation safety inspectors (ASI) by aviation industry entities. This notice
does not address the use of FAA-issued PEDs.

2. Audience. The primary audience for this notice is Flight Standards District Office (FSDO),
certificate management office (CMO), Aircraft Evaluation Group (AEG), and International Field
Office (IFO) managers and ASls. The secondary audience includes headquarters (HQ) and
regional Flight Standards divisions (RFSD).

3. Where You Can Find This Notice. You can find this notice on the MyFAA employee

Web site at https://employees.faa.gov/tools_resources/orders_notices. Inspectors can access this
notice through the Flight Standards Information Management System (FSIMS) at
http://fsims.avs.faa.gov. Operators can find this notice on the FAA’s Web site at
http://fsims.faa.gov. This notice is available to the public at
http://www.faa.gov/regulations_policies/orders_notices.

4. Background. The aviation industry continues to aggressively transition to electronic devices
for maintaining, updating, and distributing information, manuals, and training materials.

The FAA supports this transition, and understands that this transition poses unique challenges to
the methods in which FAA field offices perform certification, surveillance, oversight, and
training functions. The increased use of PEDs by the aviation industry (e.g., Apple iPad,
Microsoft Surface, and Android tablets) as a means to communicate and/or provide required
documents to the FAA has prompted a need for this notice to ensure that FAA employees using
industry-furnished PEDs are doing so ethically, securely, and without unnecessary liability.

5. Definition of Industry-Furnished PED. An industry-furnished PED is any PED provided to
an FAA office or employee by a regulated entity or training provider for use in accomplishing
official duties.

6. Guidance. FAA office manager approval is required before an employee can accept a PED
provided by a regulated entity or a training provider in order to facilitate accomplishing official
duties. Managers are responsible for establishing office awareness, training, and procedures that
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support the following guidance that ensures FAA employees using industry-furnished PEDs are
doing so ethically, securely, and without unnecessary liability.

a. General.

(1) FAA employees must limit the use of industry-furnished PEDs to official business
related to the specific device issuance (i.e., an ASI must not conduct business related to a
certificate holder on a device issued by a different certificate holder).

(2) FAA employees must not use industry-furnished PEDs for personal business
(e.g., personal storage, personal Internet browsing, personal emails, or anything else of a
personal nature).

(3) Office managers must limit access to industry-furnished PEDs to those office
personnel having job functions that require their use. Office managers are responsible for
creating written office procedures to track custody of PEDs within the office. Individual users are
responsible for the physical control of the device when it is in their custody.

(4) Industry-furnished PEDs may require the creation of an account in order to function
properly (e.g., Apple ID). FAA employees must use their official government email when
creating such accounts, and must not include any type of payment information (e.g., personal
credit card or government credit card).

(5) FAA employees must not connect industry-furnished PEDs to any FAA hardware
or network.

(6) Office managers must not approve employees to use an industry-furnished PED
without verification that the employee has read and understands this notice and the local office
procedures.

(7) When an FAA office or employee no longer has need for access to the materials on an
industry-furnished PED, the office manager will make the determination to either return the PED
to the issuing entity, reissue it to another employee for the same purpose, or, if necessary, dispose
of it properly pursuant to General Services Administration (GSA)/FAA-approved procedures.
Under no circumstance will an employee keep an industry-furnished PED for personal use once
it is no longer necessary for official business.

b. Acceptance and Use of PEDs Furnished by Regulated Aviation Industry Entities.
The following information and guidance specifically addresses PEDs furnished to an FAA office
by a regulated entity to facilitate FAA oversight functions (including PEDs issued as part of
industry-provided training under a Memorandum of Understanding (MOU)):

(1) An industry-furnished PED remains the property of the issuing entity and is not
considered a gift. The FAA office or individual inspector makes temporary use of the PED to
facilitate specific oversight responsibilities.

(2) An industry-furnished PED remains under the administrative control of the issuing
entity. The issued PED must only contain the materials, operating systems, software applications,
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data, and documents originally issued or updated by the issuing entity. The FAA will not alter the
contents of an issued PED.

(3) Office managers must be familiar with the administrative policy and procedures of an
entity furnishing a PED, to include policy related to PED updates, security, and personal conduct.
FAA employees using the devices must follow the PED policy of the entity or the PED policy of
the FAA, whichever is more restrictive.

(4) Before accepting a PED from a regulated entity, the office manager must obtain
written assurance from that entity that the FAA and its employees will not be held liable for the
unintentional loss, damage, or alteration of the PED or its contents.

c. Acceptance and Use of PEDs Furnished by Training Providers. The following
information and guidance specifically addresses PEDs furnished to an FAA employee enrolled in
a contracted training course:

(1) The industry-furnished PED and its contents are generally included in a contract
between the FAA and the training provider. The device is provided at the expense of the training
center. The training center must not require FAA students to purchase PEDs or software and any
attempts to do so should be reported to the FAA Academy Contracts and Program Administration
(AMA-260) at 405-954-4427 for resolution.

(2) The industry-furnished PED and its contents are considered property of the FAA but
they are not controlled by the FAA information technology (IT) department. Office managers are
responsible for controlling custody of these devices. PEDs issued by training providers are not
the personal property of the individual employee using it.

(3) These PEDs must only contain the materials and software issued or updated by the
training provider. In some cases, a training provider may load a student’s PED with materials
from multiple courses.

7. Action. FAA office managers responsible for employees handling industry-furnished PEDs
should be familiar with the guidance in this notice and must develop local procedures and
awareness training to support the guidance in this notice. ASIs approved to accept and use
industry-furnished PEDs must be aware of this notice.

8. Disposition. We will incorporate the information in this notice into FAA Order 8900.1 before
this notice expires. Direct questions concerning this notice to the New Program Implementation
Branch (AFS-240) at 202-267-8166.

{@M@W\'

Jo.hn S. Duncan
Director, Flight Standards Service
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