U.S. DEPARTMENT OF TRANSPORTATION ORDER
FEDERAL AVIATION ADMINISTRATION 3370.5B

National Policy

Effective Date:
06/29/17

SUBJ: Employee Close Out and Clearance Procedures

1. Purpose of This Order. This order provides FAA-wide policy and procedures for the employee
close out and clearance process also known as exiting, out-processing, separation or off-boarding.
This policy governs processes such as the surrender of Federal Government property and accountable
items, terminating access to facilities and automated systems, canceling credentials, settling financial
obligations, the securing of government records and information, exit/final occupational medical
surveillance activities, etc. The procedures outlined in the Order must be applied to the employees
leaving their position of record and undergoing clearance as identified in paragraph 7.

2. Audience. This order applies to all FAA employees.
3. Where Can | Find This Order? You can find this order on the MyFAA Web site at:

https://employees.faa.qov/tools resources/orders notices/ and
https://my.faa.gov/content/myfaa/en/employee services/employee exit information.html.html

4. Cancellation. This order cancels and supersedes FAA Order 3370.5A dated June 23, 2010, as
well as any regional, center, or local orders on clearance procedures for FAA employees and all
previous versions of clearance forms.

5. Privacy Statement. Solicitation of the information identified in Employee Closeout and Clearance
Forms FAA 3370-5 and 3370-5A is authorized by the Federal Claims Collection Act of 1966, 31
U.S.C. 3701 et seq., Claims of the United States Government; 5 U.S.C. 5514, Installment Deduction
for Indebtedness to the United States (salary offset); Executive Order 12731, Section 101 (1),
Principles of Ethical Conduct for Government Officers and Employees; 49 C.F.R. Part 92, Recovering
Debts to the United States by Salary Offset; FAA Order 4600.27C, Personal Property Management;
and FAA Order 1370.121, Information Systems Security and Privacy Program and Policy. The
information a clearing employee furnishes will be used to verify compliance with the FAA employee
close out and clearance process by identifying records properly associated with the employee’s period
of employment in the FAA and to obtain additional information, if necessary. The information may
be shared with law enforcement agencies when they are investigating a violation or potential violation
of civil or criminal law. Failure to provide the requested information may result in FAA’s inability to
complete the employee’s exit process. Routine use of the information identified in this form is
outlined in System of Records Notices DOT/ALL 10 and OPM/GOVT-1 located here:
https://www.transportation.gov/individuals/privacy/privacy-act-system-records-notices.

6. Explanation of Changes. This revision updates and clarifies FAA-wide policy and procedures.
The title had been changed to clarify the purpose of the Order. The Privacy Statement has been
revised. The changes further define the roles and responsibilities for the employee close out and
clearance process, adds the requirement to address records management and preservation of
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information subject to preservation notices or litigation hold notices prior to departure and adds the
requirement to address exit/final occupational medical surveillance activities. The number of days that
a manager has to submit the completed form after an employee has left has been reduced from 30
calendar days to 10 business days. Questions about this process should be directed to your local
servicing Human Resource Management office.

7. Scope. This order applies to employees who will be moving out of/or away from their present
position of record due to the following:

a. Termination/Resignation.
b. Retirement.

c. Transferring as an FAA employee from one FAA office/organization to another FAA
office/organization.

d. Transferring to another government agency.

e. An extended leave or absence. The definition of an extended leave or absence varies,
depending upon the circumstances.

f. Death.

8. Objectives. This order centralizes and standardizes a process of internal controls to allow the FAA
to:

a. Reclaim any government property issued to separating employees.
b. Collect any financial debts owed to the government.

c. Recover any liabilities for the additional expenses of training, employment and/or
transportation agreements owed by separating employees.

d. Remove access privileges to facilities, information systems and communication systems.

e. Capture and maintain official government records in accordance with applicable disposition
instructions.

f. Capture and preserve information beyond normal retention periods in accordance with a
preservation notice or a litigation hold notice, to the extent applicable.

g. Permit exit/final occupational medical surveillance activities to occur.

h. Gather information from departing employees concerning their reason for leaving.
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9. Policy. This clearance process must be used to clear an employee’s record of government
property, systems access, facility access, official government records in their possession, information
subject to preservation notice or litigation hold notice (if applicable), exit/final occupational medical
surveillance activities and any outstanding debt to avoid incurring any liabilities that will then need to
be repaid. The Office of Human Resource Management will only process final separation actions
with proper completion of the Employee Close Out and Clearance form.

10. Exceptions and Waivers. None. In the event that an employee departs without completing the
clearance process or is deceased, it is the responsibility of the employee’s manager of record to
complete the form on the employee’s behalf within 10 business days after the employee’s departure.

11. Roles and Responsibilities. Lines of Business and Staff Offices with responsibilities listed on
the Employee Close Out and Clearance Form will assume final authority for items within their areas
of responsibility. They will provide clear guidance to departing employees and prompt processing of
the checkout requests. Individuals who sign the Employee Close Out and Clearance Form must meet
the appropriate level of access requirements for systems, accountable items and security credentials.

a. Employee’s Organization (e.g., Line of Business/Staff Offices in Headquarters, regions,
field facilities, etc.)

(1) Manager of Record is responsible for: (Note: this responsibility is assigned to the Air
Traffic Manager at Air Traffic Facilities and may be re-delegated as deemed appropriate.)

(@) Acting as or identifying a Clearance Coordinator. Clearance Coordinator
responsibilities are outlined in section (a) (3).

(b) Ensuring that the objectives of this order are met and that the Employee Close Out
and Clearance Form, FAA 3370.5 (for use at facilities outside of the Mike Monroney Aeronautical
Center) or FAA 3370.5A (for use exclusively at the Mike Monroney Aeronautical Center) are
formally completed prior to the employee’s departure and that documentation is faxed to the Financial
Services Division, General Accounting Branch, FAA General Accounting Section (AMK-322) no
later than 10 business days after the employee’s departure. Even though someone else within the
office may be tasked to help the employee complete the process, the final responsibility rests with the
manager of record. This includes ensuring that all items on the form are completed.

(c) Following established policy to ensure proper Employee Close Out and Clearance
Form processing. In the case of transfer to another FAA office, both the losing and gaining offices
will coordinate as to what items (badge, travel card, equipment, etc.) the employee may take to his/her
new duty station. If the transferring employee is required to preserve information pursuant to a
preservation notice or litigation hold notice, the losing office manager of record must coordinate with
the Office of the Chief Counsel to ensure the proper location for preservation.

(d) When the employee is not co-located or within local driving distance of their
assigned Security Servicing Element (SSE) or their manager of record, the employee's manager of
record is required to coordinate with the closest SSE or FAA facility/office to ensure that a Clearance
Official is on hand to retrieve the DOT/FAA ID card and sign the applicable item on Form FAA
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3370-5 or FAA 3370-5A acknowledging that they have received the card. The manager of record is
responsible for ensuring that the DOT/FAA 1D card has been mailed to their assigned SSE within one
business day of receiving the card from the employee. DOT/FAA ID Cards shall be sent via
registered mail, FedEX, or courier. Couriers may be other FAA employees. When the courier option
is used, the ID card shall be placed in a sealed package.

(e) Approving and releasing the separation action if the employee is leaving the agency.
(Note: if transferring within the agency, the gaining office initiates the personnel action).

() Ensuring that the completed Employee Close Out and Clearance Form is faxed to
AMK-322 immediately upon completion. AMK-322 will review the employee record for any
outstanding debts and initiate collection procedures. The original must be kept in the originating
office for a period of one year.

(9) Making reasonable determinations on appropriate clearance actions for employees
going on extended leave or absence (e.g., lowering purchase and travel card limits, securing property,
etc.).

(h) Ensuring proper disposition of Travel Cards:

i. The Travel Card Agency Program Coordinator (APC) must be advised of all
known transfers, separations, and retirements. Cardholders co-located with the Travel Card APC
will present the Employee Close Out and Clearance Form in person and obtain the Travel Card
APC’s signature in the appropriate block. Cardholders not co-located with the Travel Card APC will
either email or fax the form to the Travel Card APC for signature. The Travel Card APC will furnish
a copy of the signed page to the Cardholder by email or fax.

ii. A list of Travel Card APCs is available at:
https://my.faa.gov/tools resources/travel.html

iii. Cardholders transferring within the FAA - The Manager or Cardholder should
advise the Travel Card APC no later than two weeks before the effective transfer date. The Travel
Card APC of the transferring office will advise the gaining office Travel Card APC of the change.
Employees must check-in with their new Travel Card APC to have their card transferred to the new
Travel Card APC’s hierarchy.

iv. Separations and Retirements - The Manager or Cardholder should immediately
advise the Travel Card APC of known separation or retirement dates, but no later than two weeks
before the effective date. Travel during the employee’s last two weeks should be minimal. This
allows enough time for all charges to post to the travel card account and travel vouchers to be
processed and paid, before separation or retirement. The Cardholder must surrender the travel card to
the Travel Card APC during checkout. The Travel Card APC should sign the appropriate line on the
Employee Close Out and Clearance Form for the travel card and the travel card must be shredded or
otherwise destroyed. The Travel Card APC must close the account in the contract bank database. The
Cardholder is responsible for payment of all undisputed charges made to the travel card.
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(i) Ensuring proper closeout of Purchase Card bank access:

1.The Purchase Card Agency Program Coordinator (APC) must be advised of
all known transfers, separations, and retirements. Employees co-located with the Purchase Card
APC will present the Employee Close Out and Clearance Form in person and obtain the
Purchase Card APC’s signature in the appropriate block. Employees not co-located with the
Purchase Card APC will either email or fax the form to the Purchase Card APC for signature.
The Purchase Card APC will furnish a signed copy to the employee by email or fax.

ii. A list of Purchase Card APCs is available at:

https://my.faa.gov/org/staffoffices/arc/programs/purchase card/points of contact.html

iii. Cardholders transferring within the FAA - Before transferring, cardholders
must coordinate with their new manager who will assess the need for a purchase card. If the need to
retain the purchase card exists, coordination with the Purchase Card APC assigned to the new
organization is required. The Purchase Card APC will notify the contracted financial institution to
make appropriate changes for the card transfer.

iv. If a purchase card is not required in their new positon, the purchase card must
be shredded or otherwise destroyed. The approving official must notify the Purchase Card APC
confirming that all purchase card check out requirements have been met. All open transactions in the
bank database must have both cardholder and approving official approvals completed before the
Purchase Card APC will sign the Employee Close Out and Clearance form.

v. Any remaining unused purchase card checks for closed/canceled accounts must
have the check numbers recorded and the checks shredded. All valid written, unused, and lost/stolen
check numbers must be reported to the Purchase Card APC. The Purchase Card APC must close the
cardholder account in the contract bank database. Purchase card files are to be retained in the
approving official’s office for a period of six years.

vi. Approving Officials, Reviewers and Other Users with Bank Access-The
Purchase Card APC will remove or transfer bank access as necessary.

vii. Separations and Retirements-The Manager or Cardholder must
immediately advise the Purchase Card APC of known separation or retirement dates, but no later
than two weeks before the effective date. Card purchases made during the employee’s last two
weeks should be minimal. No checks may be written during the employee’s last two weeks prior to
separation or retirement, in order to allow sufficient time for all charges to post and be approved.

()) Ensuring that if the employee leaving is the designated Property Custodian, property
responsibilities are reassigned accordingly, and property clearance is signed by appropriate level
manager.

(k) Ensuring that the employee’s performance summary and appraisal closeout is
completed.
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() Ensuring that records created, received or maintained in the course of business are
properly identified, organized and transferred prior to departure. Additionally, the manager must
ensure that government records are secured and properly handled according to the records retention
schedules. The schedules can be found at http://www.faa.gov/about/initiatives/records/. A listing of
the RMOs can be found at http://www.faa.gov/about/initiatives/records/contact/.

(m) Ensuring that information subject to preservation beyond normal retention periods
due to a preservative notice or a litigation hold notice is properly identified and retained. The manager
must coordinate with the Office of the Chief Counsel to preserve any information subject to a
preservation notice or litigation hold notice.

(n) Ensuring that final exit/final occupational medical surveillance activities will occur
prior to departure and all occupational medical records (such as any exposure records, etc. created,
received or maintained in the course of business are identified and transferred to the Occupational
Med Records Repository for inclusion in the employee’s specific employee Medical folder (EMF)
prior to departure. This will then allow proper handling of employee medically confidential
information (which is PII) in accordance with OPM requirements.

(0) Ensuring that timecards through the final pay period are completed properly to

include:
i. That all leave used is documented and approved.
ii. That any overtime worked is documented and approved.
o iii. That all days in the pay period after the employee’s separation are properly
coded.

Iv. That the final timecard is filed in a timely manner.

v. That any necessary subsequent timecards are coded to show the employee has
separated and are filed in a timely manner.

(p) Ensuring that the employee clears local facility requirements such as returning
keys, removing electronic access codes and returning parking security passes.

(9) Retaining original completed close out and clearance forms for a period of 1 year.
(DAA-GRS-2014-0004-0003, GRS 2.5, Item 20).

(2) Employee (clearing employee) is responsible for:

(@) Notifying their manager of record at least two weeks prior to planned separation,
including transfers to another FAA office or government agency.
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(b) Completing the Employee Close Out and Clearance Form and process, by any
means necessary, to include the hardcopy, signatures and/or electronic signatures. (Note: failure to
complete this process may delay the prompt payment by the government of any funds due to
employee, to include a pension.)

(c) Contacting their manager of record or Clearance Coordinator for instruction on how
to complete the process if they have any questions.

(d) Separating personal papers from official government records. Personal papers are
defined as documentary materials belonging to an individual that are not used to conduct Agency
business, are related solely to an individual’s own affairs or used exclusively for that individual’s
convenience.

(e) To the extent applicable, notifying the manager of record and the Office of the Chief
Counsel that they are required to preserve information in accordance with a preservation notice or
litigation hold notice. Coordinate with the manager of record and/or clearing official, and the Office
of the Chief Counsel to have information subject to a preservation notice or litigation notice preserved
in its original format.

(f) If a clearing employee is uncertain whether a preservation notice or litigation hold
notice is still pending or if they are subject to a preservation effort, the clearing employee must
coordinate with the Office of the Chief Counsel to determine if the employee was subject to a
preservation effort. If they are, follow the steps outlined in the preceding paragraph to preserve
information.

(9) Notifying the Occupational Medical Surveillance Program & Recordkeeping, point
of contact at 9-FAA-OccMed-Rec-Submit@faa.gov at least two weeks prior to planned separation.
Provide your full legal name, contact phone number, FAA email address, the clearance date, and if
transferring to another Agency, the specific Agency and department. The Occupational Medical
Surveillance Program & Recordkeeping point of contact may contact you for coordination of exit
Occupational Medical Surveillance.

(3) Clearance Coordinator (e.g., Administrative Officer or Air Traffic Manager if the
responsibility has been delegated) is responsible for:

(@) Issuing the Employee Close Out and Clearance Form to the employee.

(b) Working with the employee to identify the offices responsible for completing the
Employee Clearance Form.

(c) Assisting in the preparation and review of the Employee Close Out and Clearance
Form prior to final signature.

(d) Coordinating the releasing personnel action if the employee is leaving the agency.

(Note: if transferring within the agency, gaining office initiates the personnel action).
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b. Financial (The Office of Finance and Management) is responsible for:

(1) Providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to internal controls, safeguarding assets and collecting of outstanding debts or
advances.

(2) Providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to facilities management, mobile devices, property, and telecommunications.

(3) The General Accounting Section (AMK-322) will retain completed clearance forms for a
period of 1 year. (DAA-GRS-2014-0004-0003, GRS 2.5, Item 20)

c. Security (The Office of Security and Hazardous Materials Safety) is responsible for:

(1) Providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to internal security (facility, classified/sensitive unclassified information,
communications security, identification media, and credentials) and;

(2) Personnel security (security clearances) by ensuring that employees with active security
clearances are debriefed in accordance with FAA Order 1600.1E, Revised Chapters 9 and 10.

d. Counsel (The Office of the Chief Counsel) is responsible for:

(1) Providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to post- employment ethics. (Not required for employees who are transferring to
another FAA organization, federal agency, on extended leave/absence, or deceased.)

(2) Providing advice to the manager of record, clearing official, and/or the clearing
employee on the steps to be taken to preserve information under a preservation notice or litigation
hold notice.

e. Human Resources (The Office of Human Resource Management) is responsible for:
(1) Providing agency-wide policies and procedures for the standardized, centralized close out
and clearance process as well as those aspects of the FAA close out and clearance process that relate

to processing of the personnel actions.

(2) Following FAA Federal Personnel/Payroll System Business Processes for separations and
retirements.

(3) Monitoring and evaluating the effectiveness of the FAA clearance process.
(4) Implementing the FAA Separation Questionnaire that collects data on reasons why

employees leave the FAA, as well as analysis and the preparation of reports. (Iltem number 9
on the Employee Close Out and Clearance Form provides link to survey.)
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(5) Assisting in the completion of the form by answering any questions, if needed.

f. Occupational Medical Surveillance Program and Recordkeeping (Air Traffic
Organization) as assigned by the Designated Agency Safety and Health Official (DASHO) is
responsible for providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to occupational medical surveillance and recordkeeping activities, protection of
occupational medical surveillance confidentiality information (which is personally identifiable
information per Order 1370.121 Information Systems Security Program), and follow the Occupational
Safety and Health Administration (OSHA) and the Office of Personnel Management (OPM)
requirements for occupational medical records and surveillance and Employee Medical Folders
(EMFs).

g. Information Technology (The Office of Information and Technology Services) is
responsible for providing agency-wide policies and procedures for those aspects of the FAA clearance
process that relate to information security, access to systems, and protection of personally identifiable
information, in accordance with Order 1370.121, Information Systems Security and Privacy Program
and Policy.

12. Distribution. This order is distributed to all FAA employees.

L h)

Michael P. Huerta
Administrator
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Appendix A

Employee Close Out and Clearance Form
{FAA 3370-5)
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2. DOTeRes Me ntification Eadge

FPPSEt)

2. Employes notified of Gn-Line Sepamtion Cuestion naine: httpsd
& nphoees f3 3 gov iong.is toffices hriprog mm,_ polic i tesiting emplopee’

5. NationalWwiorkers Som penstion Ciffice (202)267- 99227 e rify nou euthorized
monetay benefit Nota pplicablke toinemal temes

Optional hanes {Chack box: for itames that ara applicabla

&. Perscnallychargedfsccountable property (Bptope, cell phones, librmny e,
took, stest wpto cands, GETS cads, et D

7.officia | ecods inyour poesession, ethe rpaperorekctonic have been dentified
fort@nskerto reconk lason, and approval by menager D

&. Information su bject tolitigation hold has been dentified and coordinated with 0O | || || ‘

the Orffice of the Chief Counse o 202-267 7 561

2. ooy pational Medical Surveillnce Frogram & kecond keeping. Contect kecods

O e % RS-0 e - Rec-5ubim itz gow - | Ena e BxitF ifa loocu pational

redicalan ree illnce activities oocur and werify prope rd eposition and stats of |:|
oocupationa | medical reoonds and emnplowes's Emplopes Medical Folder. Recods

G ke il cooed inate with Cokdl Clingcy

FAh Form 2370-5 (5711A Previouseditions ar obsolata
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Appendix A

Marna of Ernplowas | | Crganiztion CodafRagion |:|

Claarad by:
Reomn  Signatureand Organizational Codie . Date

10, DATE R, Creden tiak S Pass portn, irport Badge

11. Terminate of tRnsfer phone senice

12, Clear woice il 3 nd reset pasaond

15, Trams it b nefie (if applcabl)

14, CAATEFae Parking feh ic ke Decal

O0000

15, Gowern e it Travel Cand iark- 3940 [ Trewe | advances /PCS) Fax Ckamnce Form
and SeparEtion Nobce 1o 202-267-5907

16, Gowern e it Pur hase Cand
ForClemrance Contact: A0 o0 (905 2547550

17. Reseanchsubec riptions terminated (Gatne r Fomester, Cyberreds atc,) if paid for
by the Fa dor the employes

18, Time ke pr - Ensu e com pliancewith 113 1y ofander

19, Contracting Cifier kepresentative (J0R) e ponsibilities @eioed i

21, Employee parfiormance a1 mmary and 3 ppa sl cloeeoutoompleted

22 poste mployme it ethics infiormation ochec kowith wour 4G office) Mok iequined
1o trnsfer ioancther Fas, g Fedemloffice, exte nded lezve of abeance or
decemed.

23 Beurity Debriefing: For fec et Top fec et 556 will prow ide a security
Tarmination Statemnent © be signed at depar e

235b. Security Debriefing: For THECand £A P contact AECH300 10 days befone
di pa i re o sc hedube de- breifing.)

24 Y hingtonsReg ional Dpemtion Som mand Center Access Contiol Cevices

25, Unfuffilled Service 8g reement o Training - varified by e mploeee's
organigation Recnaiting, Retention, Relocation can be verified by HE senvicing
Person nel Ciffioz

26, Cuttanding Re niiting, Rete ntion, Relacation payments can beverified by HR
sardicing person nel office

27. Cutstanding de bis ftrevel advances, BOS, ower payment, cther debts Fax
completed o0 o 905954 5035 of H05-9 55069, AME- 322

DDDDDDDDEDDDDD

Miscallansous:

O

Fah Form 3370-5 (571A Pravious editionsanre obsolkta
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Appendix A

Marnea of Emploves Organization CodafRagion |:|

Part Il Unracovarad Proparty
Instr uctions for the Managar of Racord'Jaarance Coondinaton of aquivalant: Fanychargeable item in section lwas not accoanted for or retumed,
indicate the dolkr value of the accounted ite m o be collected friom the em plaves's final = By pewne i),

e m Arnount Chamnce Offic @ 5ig natu e Printed Name
e A mount Clamnce Ciffic i 5ig naty e Printed Name

Remarks

Part Y Enployaa and Managamant Catfication
BOTHTHE EMPLOYEE AM D THE MANAG EROF RECORD MUST CERTIFY THAT THE HAYE COMPLETED THE FORM AND

e eolliaEPSs Moo of e o e g fourd o the FAA Formas webshis,

I e, exphain.

If the e i any known unresobed debt, this Sorm must be faoed to o322 (90 5954 59 55 O H05-9 5445969 pRor 10 employes depar e

Ernpbowes Certification:

Icertify thatl have noGowern me nt property, compater softwaneshardware, keys, records or official documents, inclading o Eesified rrate rial ssued orfumished by the
Federml o iation ad minstrEtion. lunderstand that the depreciated valoe of Govern me nt property changed 1o me ray beowithheld fom monies due me ifthe koss, theftor
damnage tosuch property & detarmined by 3 boand of 5ursey and the Reviewing Offi @l o be due toneg igence orinte it on my part

E rnphoivess 5 iq natune Lt

=

A oo Ewane of 3y unresobed debt for this e mployes? DVE I:lND

I yes, exphin

If the re i any know unresclved debt, thisform must be froed 100 k322 (90 5954 50 35 Ora05-0 545969 prior to emploves's dapa e

tanagerof Fecord sCertification: |cerify the lkamnce process for s parting employee has
bezn conn pletied. [t Telke phonef

Mote bz nagerof kecod shoul retain original in @ secune kocation, fora penod of 1 wear after
date of @2 paEtion of tRnsfar, N8 R Gene @l Reoonds Schedule Dipos ition suthority Qe -

LEE-201d-000 0003 [GEE 2.5, jten 0201,

Snaiune Printed Namne

o

st |
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