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SUBJ:  MIKE MONRONEY AERONAUTICAL CENTER ANALOG LINE POLICY

1. Purpose.  This order establishes policy about the acceptable use of and the approval process for analog lines at the Mike Monroney Aeronautical Center (MMAC).  
2. Distribution.  This order is distributed at the manager and supervisory levels and above at the MMAC including tenant organizations.
3. Cancellation.  Order AC 1370.8, Mike Monroney Aeronautical Center Modem Policy, is cancelled.
4. General.  This policy is intended to emphasize and heighten security awareness as addressed in Order 1370.82, Information Systems Security Program (ISSP).  This order covers uses of analog lines that are: 
· To be connected for the sole purpose of sending and receiving faxes. 
· Used for telephone services where a digital telephone is unavailable. 
· To be connected to modems, modem services, and dialing adapters that connect to or could be connected to the MMAC information infrastructure or Internet access point (IAP).
5. Who must comply with this order.  All government employees, contractors, support personnel, and others who perform work at the MMAC or use FAA information systems, applications, data, information, and other resources identified in Order 1370.82 must comply with this order.
6. How this order relates to Order 1370.82.  Order 1370.82 states that the Information System Security Certifier (ISSC) is responsible for certifying that system security management and physical controls are defined and in place, and that risk has been mitigated, commensurate with the magnitude of harm.  This policy covers both accidental and intentional disclosure of, or damage to, the MMAC infrastructure assets due to improperly configured remote access devices, specifically modems.
7. MMAC Policy for Analog Lines.

a. Scenarios & Business Impact.  There are two important scenarios that involve analog line misuse, which we attempt to guard against through this policy.  The first is an outside attacker who calls a set of analog line numbers in the hope of connecting to a computer that has an attached modem.  If the modem answers from inside the MMAC premises, there is a possibility of breaching the FAA’s internal network through that computer.  At the very least, information that is held on that computer can be compromised.  This could potentially result in the substantial loss and/or compromise of vital information and data.

The second scenario is the threat that anyone with physical access to the MMAC facility may use a modem-equipped laptop or desktop computer to connect to the FAA’s trusted network through the computer’s Ethernet connection. Then, the intruder could call out to an unmonitored site using the modem, with the ability to siphon Government information to an unknown location.  This could also potentially result in the substantial loss and/or compromise of vital information and data.

b. Facsimile Machines.  As a rule, the following applies to analog lines requested for fax machines:

· Fax lines are to be approved for organizational use only.

· A computer capable of making a fax connection is not allowed to use an analog line for this purpose.

c. Telephones Using Analog Lines.  The following applies to analog lines requested for telephone sets:

· Analog lines are approved for conference room speakerphones, when needed (i.e., Polycom, ClearOne, or similar devices).

· Analog lines are approved for analog telephone instruments in areas where a digital phone set cannot be installed.  This includes, but is not limited to, desktop phone sets, secure terminal equipment (STE), and other unique requirements.

d. Computer-to-Analog Line Connections.  Generally, requests for computers or other intelligent devices to be connected with analog lines from within the MMAC will not be approved for security reasons.  Analog lines represent a significant security threat to the FAA, and active penetrations have been launched against such lines by hackers.  Waivers may be granted on a case-by-case basis.

e. Requesting an Analog Line Policy Waiver.  All analog lines which support modems, modem services, and the systems the modems support must be certified and authorized by the Manager, Technology Support Division (AMI-300), as the MMAC Backbone ISSC, to ensure their secure operation.  The MMAC Backbone ISSC, when special circumstances permit, may grant waivers, extensions, and other exceptions to this policy.  Use AC Form 1370-32, Analog Line Policy Waiver Request, for this purpose.

(1) To obtain approval of a waiver, the individual requesting an analog line must provide the following information to the MMAC Backbone ISSC:

· A clearly detailed business case of why other secure connections available at the MMAC cannot be used.

· The business purpose for which the analog line is to be used.

· The software and hardware to be connected to the line and used across the line.

· The external connections to which the requester is seeking access.

(2) The business case must answer, at a minimum, the following questions:

· What business needs will be conducted over the line?

· Why is an FAA desktop computer equipped with Internet capability unable to accomplish the tasks proposed for the analog line?

(3) In addition, the requester must be prepared to answer the following supplemental questions related to the security profile of the request:

· Will the machines that use the analog line be physically disconnected from the FAA’s internal network?

· Where will the analog line be placed(e.g., a cubicle, lab, etc.)?

· Is dial-in capability from outside the MMAC needed?

· How many lines are being requested, and how many people will use the line?

· How often will the line be used (e.g, once a week, 2 hours per day, etc.)?

· What is the earliest date the service for the line may be terminated? (The organization must request termination of the line as soon as it is no longer in use.)

· What other means will be used to secure the line from unauthorized use?

· What protocols will be transmitted over the line?

· Will an FAA-authorized anti-virus scanner be installed on the machine(s) that use the analog lines?

f. Continued Compliance.  If approved analog lines have modems or modem services that do not maintain compliance with this order, the ISSC may notify the sponsoring organization of the modems or modem services that compliance must be attained within 30 days of the notification.  Failure to comply within 30 days may result in disconnection of analog line services.  All approved analog lines must be recertified on an annual basis, by March 31, to ensure continued compliance with this policy.  Recertification request are initiated by AMI-320, using AC Form 1370-33, Annual Recertification Request for Waiver to the MMAC Analog Line Policy.

/s/ Lindy Ritz

Director, Aeronautical Center
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