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Thirty-Seventh Meeting of the

Informal South Pacific ATS Co-ordinating Group
(ISPACG/37)
Thirtieth Meeting of the FANS Interoperability Team (FIT/30)
Papeete, Tahiti

26 April 2023
Agenda Item 8: Information Papers
Iridium ATS Voice A2G CLI Change
Presented by Iridium Satellite 
SUMMARY
Changes required to Iridium ATS Voice Service Air-to-Ground CLI due to changes in global telecom PSTN networks.  Details of issue, mitigation testing, and notice to ANSPs on change.
1. Introduction

1.1 Iridium has prepared this Information paper in order to notify all parties that Iridium must take actions to change the Caller Line Identifier (CLI) that Iridium has used for the past decade for air-to-ground calling. Iridium must make these changes to overcome global changes to the Public Telephone Switch Network (PSTN) regarding CLI authentication. 
1.2 The U.S. Federal Communication Commission (FCC) passed new rules in order to combat the increasing occurrence of robo-calling and other tactics used to present false CLI information in order to obscure the true calling party. The following website can be of additional reference regarding the FCC actions covering what has become known as the STIR/SHAKEN framework. Details maybe found at  https://www.fcc.gov/call-authentication.

1.3 Extract from the FCC website above defining STIR/SHAKEN….”STIR/SHAKEN are acronyms for the Secure Telephone Identity Revisited (STIR) and Signature-based Handling of Asserted Information Using toKENs (SHAKEN) standards. This means that calls traveling through interconnected phone networks can have their caller ID "signed" as legitimate by originating carriers and validated by other carriers before reaching consumers. STIR/SHAKEN digitally validates the handoff of phone calls passing through the complex web of networks, allowing the phone company of the consumer receiving the call to verify that a call is in fact from the number displayed on Caller ID.”
1.4 This STIR/SHAKEN approach has been adopted globally and changes are underway in the global telecom infrastructure to enable the CLI validation.
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Iridium ATS Safety voice was developed as per the ICAO Satellite Voice Guidance Material (SVGM) First Edition July 24, 2012. The requirement for CLI for air-to-ground calling is stated in Section 3.2.4.2 subsection f) as shown below: 
1.6 Iridium ATS voice currently displays CLI information to the ground party, ANSP or other aviation operations using the octal form of the ICAO 24-bit aircraft address along with the priority of the call for a total of 9 digits. 
Example: For ICAO 01234567 and priority 2 calling, the CLI would appear as 012345672

1.7 The use of this 9 digit CLI information for Iridium ATS is encountering call rejections in the global airspace. The first three digits of the CLI presented may indicate a county code somewhere in the world which would not match the telecom interface expectation resulting in the call being rejected.
1.8 Current countries where Iridium ATS Air-to-Ground calls are being rejected as of March 1, 2023:

a) United Kingdom

b) China

c) Germany

d) Australia (just starting to show occurrences)

e) Canada  (just starting to show occurrences)

1.9 At this time, Iridium has attempted to work with the global telecom operators, but this has proven to be unfeasible. Therefore, Iridium must make a change to the CLI information used regarding air-to-ground CLI in order to comply with the STIR/SHAKEN requirements.
1.10 Iridium is therefore announcing that steps will be taken to change the Air-to-Ground CLI in order to pre-pend the Iridium global calling code 8816 to all of the air-to-ground CLI. With this change, the Iridium ATS voice CLI for air-to-ground will now contain 8816 + octal ICAO 24 bit + priority. Therefore, based on the prior example details of ICAO 01234567 and priority 2, the new CLI will appear as 8816012345672.

1.11 Iridium has tested this “8816” pre-pend with calls to China, Germany, and UK. Iridium has also coordinated this change with several global telecom companies to ensure the Iridium Air-to-Ground call will be managed in their ground network correctly. 

2. Discussion

The reasons for this change on Iridium ATS Air-to-Ground CLI information can be summarized as follows:
2.1 Increasing implementation of SHAKEN/STIR globally makes in infeasible to manage global telecom changes for each and every global telecom carrier

2.2 Iridium addition of “8816” is very similar to Inmarsat country code pre-pend.

2.3 Iridium will coordinate with global ANSPs with 30-day notice period targeted April 1 to May 1 for comments.  Iridium will target global launch of this “8816” in May 2023. 

2.4 Iridium has the ability to selectively apply or remove the 8816 from each and every country so we can manage any issues with inclusion of prepend “8816” if needed.
2.5 Based on the foregoing, the following is proposed:

	Why
	Iridium Air-to-Ground calls are seeing increasing call blockage by global telecoms

	What
	Shaken/Stir changes to PSTN sees the Iridium CLI and rejects the call as not valid

	Who
	Iridium has proposed and tested a solution and is prepared to coordinate with global ANSPs

	When
	Notification planned April 1 to May 1 2023 (30 day notice) and plan to implement in May


3. Action by the Meeting

3.1 The ISPACG/FIT is invited to:

a) note the information provided;

b) endorse Iridium plans for change and note in actions of ISPACG/FIT
c) provide direction as deemed necessary.
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