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Description, Major Players & Milestones

« Background: Team proposed NAS Enterprise Domain Tier for SWIM Core
Services, integrated with the existing NAS IT infrastructure.

» Scope: Operational Eval demonstrating Net-Centric Core Services for SWIM
delivered as a shared NAS service

— For example: FTI currently provides the shared NAS Enterprise Security
Gateway service (ED8) which enables non-NAS users to interoperate

« Stakeholders: FTI, SWIM, WARP, ITWS (WJHTC) & Ops Planning Services

1D |TaskMName Start Finish 0 008
T s o i T 11 s | D€lIVErables: Information Exchange
1_ EDX Operational Evaluation Wed 32608 Fri 710100 v y X X .
[ 2| TaskonerReeeiven e 32618 Wen 7608 4326 —Rel 1: Basic Net-centric Core Services & Weather
3 Project Kickoff Wed 3726008 | Wed J6/06 Wfﬂﬁ ) - ) - .
[ Felaset We32608 Thu 10908 product distribution via pub/sub services (Oct 08)
L Bageline Release 1 Wed 326/08 | Fri 103108 .
[ 6 | Ressaiseanod WeUIGIE | Won U153 — Rel 2: Extended Core Services & NEXRAD
L Steeting Committee Demo Thu 10808 Thu 10908 . i i
[ 5 | Rekase2 Mon 7708 Fi 13009 weather product distribution to ITWS, message
9 Bageline Release 2 FriGi29/08 ) Fri 1/20M03
10 RevissaRalease? Hon 77108 | Won 117108 transformation to web services (Nov 08)
L Release 3 Fri82908 = Wed 527109 [ .
12 Baseline Release 3 Fri 11/2808 | Wed 527109 — Rel 3+: Advanced Core Services & WARP’s
13 Revised Release 3 Fri /2908 Thu 11508
14 Sleering Cormmitee Demo | Wed 211108 Wed 241100 +,211 federated ESB, ERAM/weather over|ay (Jan 09)
15 Executive Demanstration Wed 2(15/09 | Wed 225008 + 225 |
16 Final Report FATHOME,  Fri7A0ME @ 710
FT1 EDX Op Eval demonstrates a NAS Enterprise Domain
tier for establishing a shared services model for SWIM.
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Building on The Solution:
Scaling the DEX for increased capability

s P_roblem . Solution Net-centric Infrastructure for
Today’s CyllndeDr s of Excellence Net-centric SOA-based data exchange Secure SOA-based Data Exchange
[ =NJ[ |
T AT
S\ External
LI = NAS
%ﬁ | I . Stakeholders
D [
A\ A
NG=
Lack of Information Sharing » Network Enabled Information Access » Securing data exchange between NAS
Lack of Agility to Adapt to — Scalable architecture, incremental Stakeholders: Location-independence,
Dynamic Situations investment & low risk transition to NG trusted content delivered over a NAS “portal”
Costs to Deploy New Interfaces — EDX Op Eval demonstrates Core Services . Network-centr_ic: IT i_nfrastructure_layer
and Applications is too High as shared, net-centric services enhances service delivery & security
i — Increased awareness of NAS ops status * Network Awareness: Product/Service
Timely Access to Common Data : : L : BRI
¢ through consolidated service management registration & Service Administration

Is Lacking process enables “SmartRouting”, enhances

network to deliver the “right data, right user”
* Building Consumer-centric information

— Net-centric core services enable
rapid on-ramping of new NAS users

 Weather Assimilated into Decision Making :
. . sharing model: Content producers
* Layered Adaptive Security “provide-to-cloud” & users “consume-from-
« Performance Based Operations & Services cloud”, enabling content re-use with no code
modifications at source

Lacks Tools to Support
Performance Based Operation

Satisfying External Stakeholders: Net-centric Core Services

enables more content, avarlable to more users!
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Layered, Two-tier Architecture:
Enterprise Domain & Service Domain

» Layered architecture used for re-usability of information/content assets

— Service Domain Tier: Application programs able to provide/consumer available data
— Enterprise Tier: hosts “Enterprise Services” accessible by all authorized users

* Interface management layer abstracts Enterprise Domain to service domains

— Alleviates requirements on Application Programs to expose services to enterprise

— Enables simple, standardized mechanism for App Pgms to discover, acquire & ingest
enterprise services rapidly improving information re-usability across the NAS
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ESH Interface ES8 Interface middieware
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DEX Service
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Release 4. Scope

« EDX R4 continues to validate shared, Net-centric Core Service as a
NAS-tier capability for data exchange
— R4 integrates the DEX with NAS boundary protection security policy

 Integration of DEX in the NAS Enterprise Security Gateway
» Leverages information sharing with external NAS users, cost effectively

— Interoperability with Segment 1 Service Container into a NAS-Tier
* ITWS Segment 1 integration demonstrates a Segment 1 to Segment 2 transition

— EDX R4 demonstrates FAA enterprise governance across the NAS
» Enforcing a NAS governance to prevent content from being disseminated within NAS

— Geo-Carving RUC to demonstrate advanced subscriber capabilities
— Further integration with Operational Management systems
* Integration of IT infrastructure & service level monitoring & control in existing Ops Center
» Got Data? Content on-ramped & available in the DEX:

— All operational weather (WARP & ITWS), SUA, PIREPs, METARS,
ERAM, NOTAMS, FBWTG, satellite imagery and more.

¥ Federal Aviation
4 Administration
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EDX Rel 4: Expanding Infrastructure
Through Incremental Investment
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Node Node
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= FTI WAN DEX System
Azt DEX Service Management — Management
lewer
Messaging |—» Service Administration Node
NEXRAD / Node WJHTC
FBWTG - . . ¢
Provider e NAS Enterprise[Security Gateway
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HWDS Server : Legend
Provider DEX Messaging Application DEX Service
Geo Carver Node Viewer
DEX Access v FT1 Servi
ERAM Management |<—» ervice
Provider Node Security Controls Flight Plan Domain
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Service Level Security DEX Messaging DEX Access Domain Service
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n erpr!Se egI_S ry/Cata C_Jg / Management NESG
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Viewer ESB
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Leveraging Net-Centric Infrastructure:
Building on a Solid Foundation
* Release 1: Basic Core Services
— On-ramp weather products & more:
 SUA, PIREPs, METARs, NOTAMS, FBWTG, satellite imagery, etc.
* Release 2: Expanded Core Services Capability
— On-ramp Nexrad information with ESB based mediation

* Release 3: Advanced Core Services
— On-ramp WARP products from ECP, ERAM (ERAM/WX Integration)

* Release 4 build on existing capability, adding:
— On-ramp ITWS & new weather subscription capability
— Increased interoperability: Added Service Container & Geo-carver
— Increased scalability: Continued to optimize ESB router performance
— Increased flexibility: Mediation for WS-to-JMS conversions
— Increased availability: Auto-migration for catastrophic failure modes
— Increased usability: Tools added for policy & system management

*[ Incremental expansion & scalability supports

incremental migration to NextGen.

SWIM TIM: EDX Operational Evaluation A Federal Aviation
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DEX On-Ramping:
Flexible “Service Domain” Integration
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DEX Compliance to SWIM Standards

DEX COMPLIANT
PEX ho F PRODLET SERVICE PROVIDED | PRODUCT STANDARDS To SWIM
MATURITY STANDARDS
DEX Messaging Oracle Service Messaging, Mediation High JMS 1.1; SOAP 1.1, 1.2; WSDL 1.1; HTTP 1.0,1.1; Yes
Node: Bus MTOM; WS-Security 1.0; WS-SecurityPolicy 1.2; WS-
Policy Attachment 1.0; SAML 1.1, XQuery 1.0 and XPath
2.0
WebLogic Server Application Server, JMS, High JMS 1.1; SOAP 1.1, 1.2; WSDL 1.1; Java EE 5/ EJB 3.0; Yes
Security Policy JAX-RPC 1.1; JAX-WS 2.1; JAXB 2.1; MTOM; WS- except Active-MQ
Enforcement Security 1.0, 1.1; WS-Policy 1.2, 1.5; WS-Security Policy (not a standard)
1.1, 1.2; JAAS; XACML 2.0; SAML 1.1, XML 1.0
DEX Access Oracle Service Run-time Service High WSDL 1.1; UDDI 3.0.1 One minor revision
Management Registry Registry behind UDDI
Node Version 3.0.2
Oracle Enterprise Governance - Design- Medium No compliancy
Repository time Service Repository specified
WebLogic Server Product Catalog Service, High JMS 1.1; SOAP 1.1, 1.2; WSDL 1.1; Java EE 5/ EJB 3.0; Yes
DEX Navigator JAX-RPC 1.1; JAX-WS 2.1; JAXB 2.1; MTOM; WS-
Security 1.0, 1.1; WS-Policy 1.2, 1.5; WS-Security Policy
1.1,1.2; JAAS; XACML 2.0; SAML 1.1, XML 1.0
Oracle DB Database Services High JDBC; SQL, XQuery, XPath, XSLT, SOAP 1.1 Yes
Oracle VPD Database Role Based High No compliancy
Access Control specified
Oracle ldentity ldentity Management High SPML 2.0; WS-Security 1.1 Yes
Manager
Oracle Internet LDAP High LDAP v2 and v3; SSL v3; TLS 1.0; SASL, X.509 V3 Yes
Directory
Oracle Enterprise Security Policy High SAML 1.1; XACML 2.0; JAAS Yes
Security Management
DEX System Oracle Enterprise SOA Service Medium SNMP Yes
Management Manager Management
Node

DEX 1s compliant with SWIM open standards,
except proprietary ActiveMQ JMS messaging protocol.
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Net-Centric Information Exchange

Applying Net-centric Concepts:
Establishing Infrastructure for an Agile NAS

Net-Centric Ops: S WM TIM 10  gssure dcommunications®



Today’s Point-to-Point:

* Net result:

Where does the future start?
* NAS was built as:

— Lacks ability for dynamic airspace management

Net-Centric Ops: SWIM TIM 11

assuredcommunications’

— Lack of data sharing, adaptability & re-usability

— Cost/Schedule constraints prevent flexibility of
new interfaces & applications

* What’s needed?

— Network-centric approach to information exchange within the
NAS can accelerate the FAA’s migration to NextGen

* Net-centric Infrastructure & Net-centric Information Services
— Net-centric infrastructure provides enterprise framework for reliable
communications & data connectivity

— Net-centric information services provides information through the
net-centric infrastructure to users, in a timely & secure manner

— Point-to-point network & system architectures,
developed on prevailing technologies &
mired in proprietary protocols

Ktz

Problem

Today’s “Cylinders of Excellence”

[ ]

=

FAA. “System Wide Information Management
Concept Of Use”, Version 3.1. 26 March 2007



Net-centricity:
DoD Concept of Operations | '/-‘ >

Joint System Architecture View

:!.‘

Defense Knowledge Online

Cloud Computing:
« Spectrum of services that enable users
users to access infrastructure resources

[ JoSoriificate Joint Entarprise
alidation Service Directory Services
) fe [ &

Enterprise Faderated
Search

Intent of “cloud computing” model:

[ T n”t]mw{v | ( }%ﬂw = ] » Abstract underlying infrastructure
‘NCES Service Oriented Architecture Foundatlon h to the end user Commur“ty

Messaging Mediation

Enhnrpﬂm Sw\rlue
Management

Cenlrallzed & Federated Enterprlee Ser\ﬂcee Referem:e lrnplernentatleﬂe * PrOVISIOI’l Of dynamlcal Iy Scalable &

L ~_often virtualized resources as services
NGEN accs BOE DIB i Other .
caNes s08t0E GHh g ovo ; Spectrum of services:
» Simple shared infrastructure services

Gle °°""°“‘ Delivery Service (GCDS) « Infrastructure & Platform “as a service

— A robust, globally interconnected network environment (including infrastructure, systems,
processes, and people) in which data is shared timely & seamlessly among users, applications
& platforms.
— Characteristics:
« Securely interconnecting people and systems
* Independent of time or location,
* Supports a substantially improved military situational awareness,
» Better access to information to dramatically shorten decisions cycles

Simpson, Terry. “Network and Enterprise Services —
Service Oriented Architecture (SOA)". 7 November 2007

Net-Centric Ops: SWIM TIM 12 assuredcommunications’



DoD Framework for Net-centricity S

Mission
Services

Core
Services
Shared IT Applicatic mr||Mru Data £
services | Near Reai Time R Time Dol
Network
Services
_ Support Services:
Data, or information architecture _
*Governance, Information Assurance (Security)
*Quality of Service (Service Mgmt)
Net-Centric Ops: SWIM TIM 13 aseumedeammunications® Simpson, Terry. “Network and Enterprise Services —

Service Oriented Architecture (SOA)". 7 November 2007



Net-centric Operations:

Addressing the Enterprise Services | >

DoD Lesson learned:

— Traditional approach to data has been data administration.
— Data administration to promote interoperability via standardization of data elements

Battiefieid Mesupply

NeXtGen Blua Force and Replenishment
Decision- kers Tracking ¢ 0 Eritical c'::tr':::'tlsr:u
ecision-ma he et

Application Programs:
NAS Mission Services

Shared, Net-centric
Infrastructure

Applied to NAS

NAS Operations 4
Business Process Definition
Policy Establishment

Net-Centric Data Strategy

Human & Machine based
Decision-making

Applications Programs:
Application Services

> Net-Centric
Infrastructure

Business Process Definition
Policy Establishment

— Vision of net-centric data requires greater availability of data to the enterprise
— Expands focus to visibility & accessibility of data rather than standardization
— Recognizes need for data usability for anticipated & unanticipated users/apps

Net-Centric Ops: SWIM TIM 14 assuredcommunications’

Department of Defense. “Department of Defense

Net-Centric Data Strategy”. 9 May, 2003



SOA Is an enabler for
[ Net-centric Operations J | '/-‘ >

 Service Orientated Architecture is...
— A business transformational technology, not an application
— Infrastructure that accelerates the rate of innovation
— A catalyst for operational efficiencies
— Capability enabling enterprise to leverage power of information
— Find & access relevant information;

! Eine
Discoverable by network with tools to
muost users use & provide

W

— Expose information for others to discover;

— Increase performance & data access reliability
— Collaborate in a more effective manner;
— Distribute data to forward deployed areas;

— Enterprise infrastructure for evolving DoD _
systems to a Service-Oriented Architecture. o ocmented

* Net-centric Data Strategy

* Core Enterprise Services will allow users
& information systems to:

Syntax [structure)
and Semantics

Pulvermacher, Mary K. “Implementing A Net-Centric Data

Net-Centric Ops: SWIM TIM 15 assuredcommunications’ . .
Access Service — White Paper”. December 2007.



Case Study: Navy
Establish a model & implement | '/-‘ =

» Established conops/use for Service Bus:
— Must support any type of communications style
* One-way messaging, hub/spoke,

request/response, brokered delivery,
peer-to-peer & orchestrated workflow

* Lessons Learned: Communications & Networks
— SOA & net-centricity require major culture change Navy Technical Reference Model
— Rigorous Configuration Management
— Leadership support (Governance)
— Policy enforcement is important to build in

Application Services

Best Practice:
Establish a Technical
Reference Model

CANES SO0A Runtime Infrastructure Architecture

Driheer

Application Programs interact
with shared infrastructure

Semic e-based
Applic ation

--Platferm interface--

Supports communication &
various services from
“Infrastructure Services" layer

Service Bus

i )';Y_}

Shared infrastructure:
Policy enforcement point

)
s
38
EE
@ W
2w
-
=

Davila, Jose. “The Navy Service Oriented Architecture

Net-Centric Ops: SWIM TIM 16 assuredcommunications’ ..
Reference Model, a new beginning”. May 2009



NextGen Case Study:
Telecommunications Industry

.N-___Lf\-_- N o - 0 __ AN VY YA
_<Traditional Networks Se Voice Mail
_— Provide basic services Email
_ —Technology evolved & started off _
value added services Texting
- TIIpMIvY 1 1wy NeXtGen
Network (NGN) Internet
Conve_rged
Services IPTV
enhanced services
Call Waiting =k T‘“‘?
oDooQ Call Forward — 4
ooo AT o) Y.
Oog = ol T
boo 3-way Call e T
. |

Net-Centric Ops: SWIM TIM 17
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Net-centric Operations:

Enabler for NextGen

JPDO:

Net-centricity: information sharing components
known as net-centric infrastructure services

The Legacy System Challenge

NAS NextGen
;‘;“‘ Fr?‘ “"":"’,, Network
pi-  pia o ———
g » sl JF
pr L AQ M} { J("""’_‘J ' r"
F lr - F f -
pl > g »
r 4 - nal
e p
Sum E;Slsuv:terqa — m:? of Systems
[ “Hey architects, a little help here, too!”
- Col. Doug Wreath, June 23, 2009

Net-Centric Ops: SWIM TIM 18
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NAS EA Conference: June 23 — 25, 2009
Day 1 JPDO Panel Col Doug Wreath.pdf



The new: Simplified NAS l/-IARRIS
_

SV-1p - Context Diagram

Enterprise Core Services:

Ceakholder
Operations

i

Airerfi

Shared Services across
all NAS users

womter]  Mepresents all
b | fight vehicles
— including LIAS and

.......
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|
» llance Surveillance Weather
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N ;)ﬂ\t:\ Wea | T Imformation Tlight Lk e | |\.|.tr\ Separation. | [ Serveiliance Informaion [ acceSS|b|e W|th|n the NAS
vy Tk ‘\-| powvml | [ Managessmit Marnagcsnm
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* Exposed & made available
= cbm'-'- | Brstam d Services -\r.ului.-l |l pi

— L via Core Services

T I
Sq;pmlinlﬂn I Erinmpriss Mistagag Bae | I ML e Dilk —

* NAS Enterprise Architecture:
— Recognition of net-centric operations
* Net-centric Data: content exchanged between systems across the NAS
— SOA Services (yellow boxes) are those required to create a net-centric environment

Net-Centric Ops: SWIM TIM 19 assuredcommunications® NAS EA Conference: June 23 — 25, 2009
Day 2 Steve Stratoti 2025 SV-1.pdf



How do we use that to advance NG?
Accelerate NG Key Capabilities

S

y/\l'\'Rl

_

Next Generation Air Transportation System (NextGen)

Stakeholders ( == ‘

Aircraft Trafectory
Based Operations

o

Air Navigation Operations and Support

Key Concepts

Weather Assimilated
into Decision-Making

NextGen Objectives:

*Increase Safety

* Expand Capacity

* Improved Efficiency
*Increase Productivity
« Secure the Nation

* Ensure our Defense

Who will do the work?
Application Programs:
Develop Mission Services

Flight Planning Flight [Jata Acronautical Information G 11 ndc i [ Pﬂhl;"' D What do App Pg ms need?
ol gty Sl Smmee Cawoowew  OUEE L Shared, Net-centric
- J Infrastructure Services
Enterprise Rapid App Lower Cost Common Ops Cultural UREIaloE))
Data Access Innovation Integration Picture Incentives | |Management
Net-Centric Ops: SWIM TIM 20 assuredcommunications® Joint Planning & Development Office (JPDO),

“Enterprise Architecture V2", 3 July 2007




Mitre’s SWIM Evolution Concept:

“NAS Net-centric Infrastructure” | '/-‘ >

I
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Net-Centric Ops: SWIM TIM 21 assuredcommunications’ Thompson, et. al. “SWIM Core
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GEIA/ITAA (TechAmerica):
Shared Services Infrastructure

Euisind

New Older Older Older ) NAS Stakehold .
SIP A System SIP B System akenolaers.
NAS P NAS P NAS P NAS P
i il i = - Internal & external
g s%xf{tlgns?sj S?AS:;ﬁnsgB} d > Decision-makers
SIP A SIPB
Service Domain Tier:

Custom
Interface

Program Specific Bus

¥
=__|

I

SIPB
Service
Container

Application Programs

r

Program Specific Bus

pd

NAS Enterprise Domain Tier:
* Enables enterprise data re-use
* Core Services for access & interop

NAS Enterprise
Domain-Tier

¢

Re-usable
Tools &
Methodologi

Network accessible tools:

* Increases visibility, responsiveness
« Simplifies configuration control

« Lower total cost of ownership

Shared, Net-Centric
Infrastructure

Consolidated Administration

« Consistency of policy enforcement
* Enables centralized management

* Provides common ops picture

Net-Centric Ops: SWIM TIM 22

GEIA/ITAA (TechAmerica). “Segment 1-to-Segment 2

assuredcommunications’ !
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Security Enterprise:
Shared Securit_y Services

sDP SDP

Basic Data Service

FTI Network

Integrity

* Enhanced Data Services (ED)

— Enhanced data service are net-centric,
shared services that leverage
infrastructure across all NAS users

— NAS Enterprise Security Gateway:

* ED8 enables NAS users to interoperate
with the non-NAS (ie, AOC'’s, etc.)

» Hosted security architecture & applications
offered to NAS users as a service

Ednisiand

 Basic Data Service (BD-1)
— Provides common, basic security solution

— FAA Policy dictates all users inherit

* BD-1 level service are trusted network
services & do not communicate with
external un-trusted users

 Security policy enforced to all NAS users
consistently via net-centric approach

Enhanced security services are optional security
features and must be explicitly ordered by programs
wishing to utilize them. Options include:

NAS

Extranil Galeway
Service

Packet Fillering Firewall EDS8

VPN (ED3) (EDE)

Security: Delivered as an enhanced network service
providing enterprise governance & policy enforcement.

Net-Centric Ops: SWIM TIM 23

assuredcommunications’




Achieving Net-cent Ops in NAS:
Net-centric Information Exchange | '/-‘ >

The Source :
Operational
T . SWIM / e
v - . Messaging Consume |§
Provide ;
iLLWAS Content — Bus A content  coqeral Agencies
= & ANSP’s
e e

ASR L

Net-Centric
- oswim - IT Infrastructure;;: SWIM
Consume Messaging —> Messaging
?tenF Bus B \ Bus C
Sy Provid
Provide FTl Network Croon\{lenet

Content
Consume

* New data distribution paradigm Content

— Consumer-centric: Model where
content producers “provide-to-cloud”
& users “consume-from-cloud”,
enabling content re-use w/ no code
modifications at source
— Network-centric: Product/Service
alue registration, provisions IT infrastructure
Added & enhances network to delivering the

Publish » Data

New Ingestion
Products 9

End Consumers &
Decision-maker

Processing “right dat iaht iaht | tion”
Service Factory rg atla, rignt user, rig ocation
Net-Centric Ops: SWIM TIM 24 assuredooimInLUNICations Harris Corporation. EDX Release 4 Enterprise
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Accelerating NextGen through

Net-centric Information Exchange | '/-‘ >

* NextGen can benefit through adoption of a net-centric operational model

* NextGen key capabilities require:
— SWIM as the net-centric-enabling infrastructure leveraging SOA technology
— These shared infrastructure services establish NAS Enterprise Domain-Tier for
SWIM, accelerates NextGen with a lower total cost of ownership

» Exposes location independent NAS information as “Enterprise Services”

« Empowering application programs to accelerate rate of innovation
* Net-centric model enables content re-use with no code modifications at source
» Leverages investments across all NAS application programs

— NAS-wide enterprise awareness & operational flexibility
» Content Producers “provide-to-cloud” & Users: “Consume-from-cloud” model

— NAS-wide policy based management & governance
* Improved interoperability, re-usability & standardization
» Delivers the right data, right decision-maker, right location

Net-centric approach will accelerate formation of:
Net-centric Information Exchange,
Enabling NextGen, Now!
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EDX Operational Evaluation.: Release 4 Demo

e Scenarios

— System Security — centralized service level policy management

 Demonstrates role based access control and the value of the consolidated
administrative interface for net-centric infrastructure

— ITWS Product Distribution via DEX

* lllustrates “provide-once, consume-many” benefit of Net-centric Core Services
— On-ramp content once and distribute internal & external NAS stakeholders
 Demonstrates a Segment 1-to-Segment 2 Transition Strategy

— Enterprise Service Management
» Establishes a demarcation point between Providers & Consumers, using SAP’s
 Demonstrate policy based management for net-centric infrastructure

— GEO-Carving the RUC Model

* Demonstrates that once a NAS-Tier is in place, NextGen programs will have the
content needed to innovate, accelerating NextGen objectives

— Run-time Service Discovery and Governance
* Demonstrates the DEX environment has integrated registry, repository & ESB

. 11-Nov-09
Federal Aviation 27
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Tracking Best Practices:

Have a framework

Kzt

NextGen NAS SV-4 Framework
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e Constructs are all similar

Support Services:
Content discovery, management

SOA Core Services:
Run time services & infrastructure
for messaging, interface
management, enterprise service
& security management
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NAS Enterprise Architecture: <
Recognizing NAS at Enterprise Level |

« Automation:

—01: Net-centric Enterprise Services will replace existing s m——?
point-to-point interfaces...based on SOA :v:j“-"‘ itk
—08: Consistent security management across... f«;::_f'_;,;_;. e =
- Enterprise Services: %
—01: FAA Net-centric Programs will exchange information =
—02: ...provide policies...existing systems & networks... * aeta o o
- Facilities: =T
—04: NextGen...use new goe-independent model... : .
—07: ...capabilities include...network addressable voice... €

*Information System security
—01: Enterprise security policy and governance structure will exist...
—05:[perimeter protection] domain level must be expanded to enterprise administration
—06: Enterprise security...technology: leverage common enterprise security services
«Communications:
—01: NAS must transition...[from] sector based facility operations to networked based ops
—12: Relationship between SWIM & Communications: SWIM requires FTI IP service

“At the heart of NextGen is... net-centric infrastructure services,
or net-centricity” - sPpo conOps for NGATS

Net-Centric Ops: SWIM TIM 29 assuredcommunications’



Secure Network Connectivity: <

Foundation for Secure Data Exchange |
L e T

SRTCC

FzN FT1 Network 3= ﬂ — S

o —— . = REE =_.‘ .
o BBy | =\T ey oy _ 7 CPE| protonpesen
REGIOMAL OFFICE % : X TRACOH ONSHNTES

— "2y
B Lina Linkm — \GK
_ Al —— -
End User ) * D Oy i -~ — SpP
Decision-maker P2 =2 i~ -
H - 8
] e (s
iy — —
ATCT HOCL

Security Enterprise

Common infrastructure that

Operational services leverage

v'Ubiquitous network accessibility across the FAA Enterprise
v'Enterprise network & IT infrastructure for NAS services Internet
v'Security Enterprise: protects the FAA from external users

VPN
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Commoditized (Basic)
Service

Premium Service

Interface Management

Service administration of on-
ramping providers and
consumers

DEX JumpStart Kit.

Provider/consumer
deployment service

Security Service level access control Inter-domain credential
interoperability
Messaging Pub/sub best effort delivery, Pub/sub guaranteed delivery,

Request/Response best effort
delivery,

Near real-time latency
Low message frequency

Pub/sub durable subscriptions,
Dynamic subscriptions,
Real-time latency

High message frequency

Message Routing

Header based routing

Payload based routing

Service Management

Availability status monitoring
of SAPs (percentage
availability), Performance
monitoring ( latency, message
rates) SAP to SAP

Producer and Consumer
Service Monitoring beyond
SAPs

Mediation

Provider protocol
transformation

XML-XML message format
transformation,

Custom message format
transformation,
Message information
insertion,

Consumer protocol
transformation

Governance

Basic service metadata
management,

Lifecycle service management

Extended service metadata
management, Impact analysis
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Blueprint for the Agile NAS: <
Constructing the ATS of the Future |

*NextGen benefits of the future ATS are waiting: /
— NAS-wide enterprise awareness & operational flexibility
» Content Producers “provide-to-cloud” & Users: “Consume-from-cloud” model /
» Enterprise view eliminates “virtual point-to-point” message exchangy
— Lower total cost of ownership
» Net-centric model enables content re-use with no code modifications at source /
» Leverages investments across all NAS application programs

— NAS-wide policy based management & governance
» Improved interoperability, re-usability & standardization
 Delivers the right products, right decision-maker, right time

Net-centricity establishes the infrastructure services, leverages
investment & accelerates constructing the ATS of the Future.

Net-Centric Ops: SWIM TIM 32 assuredcommunications’



Description, Major Players & Mi/estonws

« BAacko )
services integrated with the existing NAS IT infrastructure.

« Scope: Operational Eval demonstrating Net-Centric Core
Services for SWIM delivered as a shared NAS service

— For example: FTI currently provides the shared NAS

Enterprise Security Gateway service (ED8) which enables
non-NAS users to Interoperate
o Stalknhnldarc: ETI QWIM WAPRPD IT\WS (AW IHTC)Y & Ons Planninn

D |TaskName Start Finish S8 304
s s s s s s e || e Deliverables: Information Exchange

1 | EDX Operational Evaluation Wed 32608 Fri 70/09 o y . . .
7 | TaskOrder Received Wed 376008 Wed 3126108 2 — Rel 1: Basic Net-centric Core Services & Weather
|3 | Froject Kickeff Wed 32608 Wed /3608 Wfﬂﬁ i ) i ) )
[ heease We32608 Thu 10908 product distribution via pub/sub services (Oct 08)
5 | Basaline Release 1 Wed /26008 Fri10/3108
(5 RewseiRease Wed 32608 Thon 815108 —Rel 2: Extended Core Services & NEXRAD

7 Steering Commites Demo Tho 1008 Thu 10108 . ]
5 Release? Mon7708  Fi 13008 weather product distribution to ITWS, message

] Bageline Release 2 Frir29me i 1/a0/08 . .
[0 | Ravise Release 2 Mon 777108 | ton 11717103 transformation to web services (Nov 08)
I Release 3 FriB/29008 | Wed 527109 .

12 Baseline Release 3 Fri 12808 WWed SI2T/09 — Rel 3+: Advanced Core Services & WARP’s

1 Revised Release 3 Fi®2ams Thu 15108
KN Steering Commitee Demo | Wed 2111009 Wed 2/11/00 *211 federated ESB, ERAM/weather overlay (Jan 09)

15 Executive Demanstration Wed 2(15/09 | Wed 225008 + 225 |

16 Final Report FATHOME,  Fri7A0ME ¢ 710

FT1 EDX Op Eval demonstrates a NAS Enterprise Domain
tier for establishing a shared services model for SWIM.

11-Nov-09
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Stakeholders — Make Decisions
Process — Procedures, Metrics,
C pmrrmrmtriro e

EDX Notional Architecture

Application
M eigiae

” NAS

External /x\

Enterprise
Security

S

Current Segment 1

Policies — Decisions Made System/Security CrianEy
Admin Service Administration Interface TOOlk't |nterface Toolkit . :
. Service Portfolio
NAS-Wide /x\ ' UESE 1 Management
Governance Providing A Service Level Security A E DX
Central Direction X ) i
Enterprise Services A 4 . . Egterprlse
Enterprise A Identity Management A NAS Enterprise Domain ESB ervice
Registry/ Access Management - . Repository
: - Catal AN Services /"4—>
Domain Specific atalog - K .
Governance Service Management Network Security Infrastructure Service
Providing Local Federated Enterprise Services Developers Federated
Autonomy Registry Repository
Standards-Based Managed Access To Ehteprise Standards-Based
ESB Interface *---—=> Services \ \ TTT7°7° > ESB Interface
ARTCC n I
TRACON 1 Legend
Domain A Service Domain ESB Service Domaln ES Domain DEX Service
Registry Registry FTI Service
A . . Service Management Service Management ) ) A Flight Plan Domain
Domain Services A Domain Services A Domain Services Domain Services Segrlvice
e.g. Flight Plans e.g. Weather
- ” - - Weather
Service Level Security Service Level Security Domain Service
Domain A Domain Services A Domain Services i Domain ]
Repository o : > . Repository Policy _
/*\ ” /X\ " /X\ Iw <+ Implementation
A A Points
System/Security NAS Apps Service
Admin Users Developers —

Flexible two-tier architecture enables Service Domains to make services

avalilable across the FAA enterprise through Shared Services.

Architecture scales with migration to NextGen.
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Milestones Achieved

* Delivered 4 Releases in 10 months (Plan: Rel 1, 2 & 3+ in 14 months)
— Releases supported weather content distribution, changing authoritative sources, ESB
transformation & collaboration with LM on-ramping FDO
« Demonstration scenarios to FAA Executives completed: 4/8 & 4/9/09
— R1-R3 Evaluated alternative SOA integration concepts with IT infrastructure

— Weather Products via Pub/sub and Web Service Delivery Mechanisms
* Interoperability, network awareness & minimize risk

— Supporting Common Operations Picture:
» Leverage existing investment in Security & Operations management capabilities

— Continuity of NAS Operations: BCP Scenario: ARTCC Failure/WJHTC becomes ARTCC

— Rapid On-ramping of Providers and Consumers

« Demonstrated how once an existing service domain publishes content (LM ERAM) & exposes to
NAS Enterprise Domain tier, other service domains can acquire, ingest & integrate new services

— SOA Design-time Governance: Applying FAA defined NAS-wide policy enforcement
o Gathering lessons learned:

— EDX Environment is CM controlled & uses FTI deployment processes
» Can build any node from scratch within hours & used HSV Lab for interoperability analysis & test

— Vendor independent implementation: Release 1: IBM, Release 3: Oracle
« EDX Release 4: Currently under development — July deployment
— Integrate ITWS prototype w/ NAS Enterprise Domain through boundary protection

SWIM TIM: EDX Operational Evaluation

A Federal Aviation 35
November 4, 2009
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EDX Roadmap - Release 4

NAS Enterprise Security Gateway — Provides un-trusted ESB
for simplified access to NAS products by external consumers

ITWS Interoperability — Ease of bringing SWIM Segment 1
Service Container based providers into the DEX

— Provides a Service Container adapter to Interface to DEX.

— Provider does not have to be modified.

Geo-carving: Provide subset of RUC model to consumers
— Weather IRAD

— User creates request, ESB send request to Geo-carving Service, ESB
routes data to destination

Expansion of Core Service capabilities

— High Avallability persistent messaging support via ESB — pre-requisite
for guaranteed message delivery
» Clustering capability using WLS & Messaging service migration
— Service Monitoring & Metrics: NOCC integration and consolidated
service monitoring, highly available monitoring

SO ation.Proviae O OGatet—mao O g oL an aiStrouted

SWIM TIM: EDX Operational Evaluation
November 4, 2009
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EDX Roadmap - Release 4 (cont.)

e Expansion of Core Service capabilities (cont.)

— Service Level Security — Policy driven consolidated DEX Security management
» Provide access control at the service level using consolidated policy manager
— High Availability Database — Provides highly available message routing engine & product
catalog access
» Clustered product catalog and message routing databases

— Performance Improvements — Reduced message latencies
« Database tuning & Server side caching of message routing tables

— DEX Navigator Enhancements
* Manage web service endpoints for pub/sub consumers
» Select subscriptions from web service
* View summary of all current consumer subscriptions
— Enhanced DEX JumpStart Kit — Flexible adaptor pattern for Providers & Consumers
» Allows for rapid deployment of new provider and consumers for the DEX platform

— Registry — Increased service maintainability
* Runtime usage strategy utilizing proxies for flexible service management
» Supports virtual service endpoints
— Repository — Increase service governance
» Publish services and endpoints from design-time repository to the run-time registry

» Discovery of run-time proxy services and endpoints on the ESB and ingest to the repository so
that they can be governed

SWIM TIM: EDX Operational Evaluation

Federal Aviation 37
November 4, 2009
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Benefits

e EDX is demonstrates:

— A shared services capability where Service Domain content is made visible,
accessible and interoperable with COI's across the NAS

— Value of NAS Enterprise Domain tier for data exchange
» The flexibility to have Service Domains control their own operations
» Sharing assets (IT infrastructure & information) across FAA Enterprise
* Rapid integration from available content

— How FAA can leverage existing operations and management assets, as well
as monitoring/maintenance assets
« EDX Release 4 continues to validate shared data exchange
concept of operations, known as the DEX

— Cost effective solution for sharing information with external NAS stakeholders,
within the context of NAS boundary protection & FAA security policies

— Re-usability: Once on-ramped, ITWS content will be available (internal &
external) to all authorized NAS users

— EDX R4 demonstrates FAA enterprise governance of content across the NAS

 Environment & capability that can be leveraged for other
research & development activities

SWIM TIM: EDX Operational Evaluation

A Federal Aviation 38
November 4, 2009
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Net-centric Shared Core Services:
Demonstrations — Benefits Summary

Net-Centric Core Services

FAA Benefits

Net-centric Architecture
& Operations

* NAS Agility: operational flexibility in enterprise data sharing &
interoperability

* WAN & infrastructure optimization: supports multiple failure modes (lower
cost)

* Enterprise view eliminates “virtual point-to-point” message exchange

Centralized Administration
& Management

* Increased enterprise-wide awareness, consistent application of NAS-wide
policy management & re-use existing “defense-in-depth” security
architecture investment

* IT/WAN Scalability: supports incremental expansion, NG transition risk
reduction

Lowest Total Cost of Ownership (TCO)

» Deployment: IT infrastructure used as shared services, ensures NextGen
migration through incremental investment & eliminates underutilized
infrastructure

* Maintainability: Leverages investment in existing enterprise-wide
operational shared services, maintenance & avoids costly mass system-
wide upgrades

Demonstration Scenarios

Benefits Demonstrated & Relevance to NextGen (NG)

Weather Products via Pub/sub & Web
Service Delivery Mechanisms

e Interoperability: Pervasive data availability supports evolving NG
requirements

* Network Awareness: right products, to the right people at right time

* Shared services maximizes IT re-use, investment & minimizes NG
transition risk

Supporting Information Assurance

» Enterprise awareness: Net-centricity leverages multi-layer FAA certified

Net-centric Shared Services demonstrated through

The DEX Accelerates Evolution to NextGen

HeKII(l)J\}gIt”Xb%TI’ %%&)eratl ons

* Operational flexibinty: support -‘h-itl---' g A"ﬂ"o STTOT COOP & NG Futuresd
Facilities *r-. J ministration 11-Nov-09

e Re-usabilitv: Enables re-use of F'ﬁ'aéiget & SI A model for new NAS
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