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1 SCOPE

This SWIM Service Registry Requirements document establishes requirements guiding the acquisition of a SWIM Service Registry product to be used by the FAA.  This Release 1.3, dated March 10, 2009 and prepared by the SWIM program, has not been approved. THIS DOCUMENT IS SUBJECT TO MODIFICATION PRIOR TO ITS APPROVAL.

1.1 Description

SWIM will provide a service-oriented architecture (SOA) for the NAS that enables the ready integration of systems in order to share information and provide enhanced services.  Common standards, tools and infrastructure in the SWIM environment will allow software application developers to focus on their application logic rather than integration mechanisms.  Primary among these infrastructure elements is the SWIM Service Registry, which will provide a common vehicle for discovery of and access to NAS services.

This document defines the requirements for the SWIM Service Registry in Segment 1 of the SWIM program.  These requirements are derived from previous work and analysis, primarily in the form of text use cases.  The SWIM Service Registry will be shared by all participating Segment 1 programs and will be provided by the SWIM Program.

The SWIM Service Registry consists of two basic functions–a registry function and a repository function–that work together in a unified manner.  The registry contains metadata describing NAS services, organized by one or more taxonomies.  The repository stores various artifacts defining NAS services, such as data schemas, interface and binding definitions and descriptive documents.  These two functions are often combined in commercial products called registry-repository or “reg-rep” systems.  The combination of registry and repository functionality is what is meant in this document by the term SWIM Service Registry (abbreviated as “Registry”).

The basic flow for registration of SWIM-based services may be summarized as follows.  A NAS service provider places, or publishes, meta-information about their service in an instance of the Registry called the Publication Registry.  Approved meta-information is transferred, or registered, to a logically separate instance of the Registry called the Discovery Registry.  The exposure of NAS service meta-information in the Discovery Registry facilitates its discovery and access by authorized service consumers. 

There are four fundamental roles adopted by users of the Registry–publisher, consumer, administrator, and governance lead–as depicted in the following figure.  The publisher is the service provider that publishes meta-information in the Registry.  The consumer is the service consumer that uses registered meta-information to discover and access NAS services.  The administrator maintains and administers the Registry.  The governance lead is responsible for approving actions of other Registry users, such as approving published meta-information.  Registry users in Segment 1 are assumed to be persons, such as software developers, rather than systems due to its design-time focus.  When the particular role of a Registry user is unimportant the requirement will use the term user.
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Figure 1 - SWIM Service Registry Users
The primary function of the Registry is the aforementioned service discovery.  During design-time a software developer will be able to discover NAS services of interest by means of browsing or querying the Registry.  If the developer decides to utilize a discovered NAS service, they may utilize various repository artifacts, such as WSDL files, to access the service.  If the developer wishes to be notified whenever the meta-information for a NAS service is updated, they may subscribe to receive such notifications.  In SWIM Segment 1, NAS service discovery is assumed to occur at design-time; future segments may support runtime service discovery.

The Registry will provide functions in addition to NAS service discovery.  It will provide a control point for governance in the NAS by enforcing conformance to design-time policies defining how NAS services should be provided and consumed.  The Registry will also provide a platform for managing NAS service meta-information throughout the service lifecycle.  The remainder of this document presents Registry requirements for service discovery, governance, meta-information management and other functions.

The requirements presented in this document view the SWIM Service Registry as a logical system consisting of one or more instances of any of several commercial service registry-repository products.  These requirements focus on the needs of Segment 1, which serves the design-time needs of SWIM users; runtime needs are not specifically addressed at this time.  The Registry will be made available via the ACX (administrative) network, and no SCAP is currently planned.

2 APPLICABLE DOCUMENTS

2.1 General

This section lists specifications and standards referenced in this document.  While this list is believed to be complete, readers are cautioned that all requirements appearing in Sections 3 or 4 citing other references must be met, whether or not they are listed below.

2.2 Government Documents

This section contains specifications, handbooks, orders, standards, drawings, etc., that are considered part of the requirements where applicable. The latest versions of these documents as of the date of this approved document apply.  

2.2.1 FAA Orders, Requirements, Specifications and Standards

[EWSRV]
Enterprise Web Services Registry Vision, Version 1.1, August 23, 2004.

[FAA DS]
FAA Data Standardization, U.S. Department of Transportation, Federal Aviation Administration Handbook, January 4, 2008.

[FAA ISSA]
FAA Information System Security Architecture, Version 5.

[FAA RMAH]
Reliability, Maintainability and Availability (RMA) Handbook, FAA-HDBK-006A, U.S. Department of Transportation, Federal Aviation Administration Handbook, January 7, 2008.

[SR-1000]
National Airspace System Requirements Specification, NAS SR-1000, Revision A (Functional View), Department of Transportation, Federal Aviation Administration, June 2007.

[STD-064]
FAA Standard Practice, Service Registration, FAA-STD-064, November 4, 2008.

[STD-065]
FAA Standard Practice, Web Service Specification, FAA-STD-065, February 6, 2009.


[STD-066]
FAA Standard Practice, Web Service Taxonomies, FAA-STD-066, DRAFT, March 5, 2009.

[SWIM APL]
SWIM Segment 1 Approved Products List, not yet published.

[SWIM BP]
Web Services Interoperability Organization’s Basic Profile, Version 1.2, March 28, 2007, document as annotated by FAA SWIM Systems Engineering (BasicProfile-1.2-2007-03-28[extend]).

[SWIM BSP]
Web Services Interoperability Organization’s Basic Security Profile, Version 1.1, document as annotated by FAA SWIM Systems Engineering (BasicSecurityProfile-1.1-2007-02-20[extend].doc).

 [SWIM GP]
System-Wide Information Management (SWIM) Governance Plan, Version 2.1, December 19, 2008.

[SWIM GUC]
System-Wide Information Management (SWIM) Governance Use Cases, Version 0.1, March 3, 2009.

[SWIM SRT]
System-Wide Information Management (SWIM) Service Registry Taxonomy, Version 1.0, November 11, 2008. 

[SWIM SRIRD]
FAA Interface Requirements Document, System-Wide Information Management (SWIM) Service Registry / User, NAS-IR-43070001 (Draft), October 17, 2008.

[SWIM SvSD]
System-Wide Information Management (SWIM) Service Specification Document (SvSD), Version 1.5, October 1, 2008.

[SWIM TO]
System-Wide Information Management (SWIM) Technical Overview, Version 1.1, March 28, 2008.

[SWIM VMP] System-Wide Information Management (SWIM) Version Management Process, Version 1.0, December 18, 2008.

2.2.2 Industry and Government Standards

[FIPS 200]
Minimum Security Requirements for Federal Information and Information Systems, FIPS Publication 200, March 2006.

[NIST 800-53]
Recommended Security Controls for Federal Information Systems, NIST Special Publication 800-53, Revision 2, December 2007.

[NIST 800-95]
Guide to Secure Web Services, NIST Special Publication 800-95, August 2007.

[UDDIv3]
Universal Description, Discovery and Integration (UDDI), Version 3.0.2 specification, October 19, 2004.

2.2.3 Order of Precedence

In the event of a conflict between the text of this document and the references cited herein the text of this document takes precedence.  Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.

3 REQUIREMENTS

This section presents the requirements for the SWIM Service Registry.  The appearance of the term “SWIM Service Registry” in these requirements implies the combined registry and repository aspects.  

3.1 Functional Requirements

This section presents functional requirements for the SWIM Service Registry.

3.1.1 General Requirements

This subsection presents general functional requirements for the SWIM Service Registry.

3.1.1-1

The SWIM Service Registry shall provide a registry of NAS service metadata for authorized users.

3.1.1-2

The SWIM Service Registry shall provide a repository of NAS service artifacts for authorized users.

3.1.1-3

The SWIM Service Registry shall support user roles, namely publisher, consumer, governance lead, or administrator, or a combination of these user roles.

3.1.1-4

The SWIM Service Registry shall support user groups, such as FAA, non-FAA, Airline, Department of Defense, etc.

3.1.1-5

The SWIM Service Registry shall identify consumers for specific NAS services.

3.1.1-6

The SWIM Service Registry shall associate permissions based on user role and group. 

3.1.1-7

The SWIM Service Registry shall enforce permissions based on user role and group. 

3.1.1-8

The SWIM Service Registry shall provide a change notification capability for selected events, such as the update of information for a NAS service. 

3.1.1-9

The SWIM Service Registry shall ensure the uniqueness of publisher-assigned registry keys via partitioning of the key space or other mechanism.

Note:  [UDDIv3] describes key space partitioning in Section 5.2.2.1.
3.1.2 Navigation and Discovery

This subsection presents SWIM Service Registry requirements for viewing and accessing NAS service meta-information by means of browsing and querying.  In this context, browsing refers to viewing the contents of the Registry guided by its taxonomic structure, much like browsing a website.  In contrast, querying refers to a directed request for specific service meta-information in a request-response manner.  Discovered meta-information is located in the Discovery Registry.
3.1.2-1

The SWIM Service Registry shall allow authorized users to browse NAS service meta-information based on taxonomy relationships.

3.1.2-2

The SWIM Service Registry shall allow authorized users to query for searchable NAS service meta-information based on query criteria, including logical name, taxonomy elements and other parameter values.

3.1.2-3

The SWIM Service Registry shall support keyword-based queries. 

3.1.2-4

The SWIM Service Registry shall support conditional queries.

3.1.2-5

The SWIM Service Registry shall support compound queries.

3.1.2-6

The SWIM Service Registry shall provide both textual and graphical views of NAS service metadata.  

3.1.2-7

The SWIM Service Registry shall provide a means for viewing and/or downloading NAS service artifacts by authorized users.

3.1.2-8

The SWIM Service Registry shall support different metadata views for different user roles and groups.


Note:  Metadata views are described in [SWIM GUC].

3.1.2-9

The SWIM Service Registry shall restrict browsing based on user role and group.

3.1.3 Publication

This subsection presents SWIM Service Registry requirements for publishing NAS service meta-information to the Publication Registry.
3.1.3-1

The SWIM Service Registry shall accept publications about NAS services, including service metadata, service artifacts and organizational information, from authorized publishers.

3.1.3-2

The SWIM Service Registry shall accept NAS service meta-information publications from authorized users at each lifecycle stage, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].


Note:  The required service meta-information will evolve with lifecycle stages.

3.1.3-3

The SWIM Service Registry shall delete NAS service meta-information at the request of its authorized publisher.

3.1.3-4

The SWIM Service Registry shall update NAS service meta-information at the request of its authorized publisher.

3.1.3-5

The SWIM Service Registry shall archive NAS service meta-information at the request of its authorized publisher.

Note:  Meta-information archiving requires further analysis.

3.1.3-6

The SWIM Service Registry shall notify consumers when service meta-information has been modified or deleted in accordance with their subscriptions.
3.1.3-7

The SWIM Service Registry shall notify publishers when consumers have subscribed to change notifications about their service meta-information.

3.1.3-8

The SWIM Service Registry shall accept publications of virtual service meta-information from authorized publishers.

Note:  A virtual service provides a binding stub for client software testing.

3.1.4 Meta-Information Management 

This subsection presents SWIM Service Registry requirements for managing NAS service meta-information, including metadata and artifacts. 

3.1.4-1

The SWIM Service Registry shall store NAS service organization information, including contact name(s), phone numbers, locations and e-mail addresses, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].

3.1.4-2

The SWIM Service Registry shall store NAS service metadata, including versioning information, lifecycle stage and relationships to other services, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].
3.1.4-3

The SWIM Service Registry shall store NAS service artifacts, including IRDs, WSDL files, WS-Policy files, XSD files and service-level agreements, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].
3.1.4-4

The SWIM Service Registry shall store static quality of service (QoS) objectives for NAS services, if any, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].
3.1.4-5

The SWIM Service Registry shall store meta-information for multiple versions of a NAS service, in accordance with [STD-065], [SWIM SRT] and [SWIM GP].
3.1.4-6

The SWIM Service Registry shall store NAS service artifacts using defined taxonomies, in accordance with [STD-065] and [SWIM SRT].

3.1.4-7

The SWIM Service Registry shall be able to extend the metadata and artifacts associated with NAS services. 

3.1.4-8

The SWIM Service Registry shall allow registry entries to be tagged with additional metadata consistent with applicable taxonomies, as directed by the registry administrator or other authority.

3.1.4-9

The SWIM Service Registry shall store inter-service dependency information sufficient for tracking the impacts of changes to services. 

3.1.4-10
The SWIM Service Registry shall support taxonomies of arbitrary depth in accordance with [SWIM SRT].

3.1.4-11
The SWIM Service Registry shall maintain taxonomy nodes in accordance with directives from the administrator or other authorized persons.  

3.1.4-12
The SWIM Service Registry shall support customizable, extensible and composable taxonomies in addition to the taxonomies required by [UDDIv3], [SWIM SRT] and [STD-065].  

3.1.4-13
The SWIM Service Registry shall be able to import and export taxonomies as [UDDIv3] XML files.

3.1.4-14
The SWIM Service Registry shall allow authorized users to define and extend taxonomy-based elements by means of a GUI.  

3.1.5 Policy Management and Governance

This section presents SWIM Service Registry requirements for managing design-time policies, including validation of service artifacts with defined policies and templates.  
3.1.5-1

The SWIM Service Registry shall store design-time policies that comply with WS-Policy and WS-Security Policy governing NAS services and their meta-information throughout their lifecycles, in accordance with [UDDIv3].

3.1.5-2

The SWIM Service Registry shall enforce conformance to defined design-time governance policies when a NAS service artifact is published or updated by either rejecting the artifact or accepting it as invalid and automatically notifying responsible parties in accordance with [SWIM GP].

Note:  Specific policies to be enforced remain TBD.
3.1.5-3

The SWIM Service Registry shall provide centralized design-time policy management for versioning control of WS-Policy documents. 
3.1.5-4

The SWIM Service Registry shall support roll-back of policies.

3.1.6 Workflow and Lifecycle Management

This section presents requirements that are specific to managing the workflows for NAS service evolution.  The Registry will serve as a platform for managing the workflows for program approval, acquisition management and the NAS service lifecycle, including version management.  
3.1.6-1

The SWIM Service Registry shall maintain status information for NAS services, including program approval, acquisition management and service evolution for managing the workflows defined in [STD-065] and [SWIM GP].

3.1.6-2

The SWIM Service Registry shall maintain status information for all NAS service approval, authorization and change management workflows, in accordance with [STD-065] and [SWIM GP].

3.1.6-3

The SWIM Service Registry shall maintain status information for all stages of the FAA program approval process (i.e., the JRC), in accordance with [STD-065] and [SWIM GP].
3.1.6-4

The SWIM Service Registry shall maintain status information for all stages of the FAA acquisition management (AM) process, in accordance with [STD-065] and [SWIM GP].

3.1.6-5

The SWIM Service Registry shall ensure the publication of all required service meta-information at each stage of the NAS service lifecycle, in accordance with [STD-065] and [SWIM GP].

3.1.6-6

The SWIM Service Registry shall allow specification of different service meta-information at different NAS service lifecycle stages, in accordance with [STD-065] and [SWIM GP].  

3.1.6-7

The SWIM Service Registry shall provide version control for the package of service meta-information for a NAS service, in accordance with [SWIM VMP]. 

3.1.6-8

The SWIM Service Registry shall retire a NAS service registration as directed by the governance lead or other authorized person.
3.1.7 Measurement and Reporting

This subsection presents requirements for measuring, analyzing and reporting the activities and performance of the SWIM Service Registry.

3.1.7-1

The SWIM Service Registry shall provide customizable reporting capabilities for various static, design-time facets of SOA, including policy conformance, service adoption, and impact analysis. 

3.1.7-2

The SWIM Service Registry shall report NAS service dependencies.
3.1.7-3

The SWIM Service Registry shall report NAS service consumption.
3.1.8 Security

This subsection presents security requirements for the SWIM Service Registry, including access control and support for identify management. 

3.1.8-1

The SWIM Service Registry shall comply with Federal Government standards for system security protections, including [FIPS 200]. 


Note:  Appendix A contains a key subset of the requirements in [FIPS 200].
3.1.8-2

The SWIM Service Registry shall comply with the security requirements of [SR-1000].

3.1.8-3

The SWIM Service Registry shall require user/role authentication.

3.1.8-4

The SWIM Service Registry shall provide user/role-based access control for adding, updating, viewing, and deleting its contents.  

3.1.8-5

The SWIM Service Registry shall enforce access control policies defined for NAS service information. 

3.1.8-6

The SWIM Service Registry shall provide the ability for authorized publishers to provide X.509 certificates for registered NAS services.  

3.1.8-7

The SWIM Service Registry shall provide the means for authorized consumers to verify the integrity of registered NAS service meta-information.

3.1.8-8

The SWIM Service Registry shall support HTTPS for external communications.

3.1.8-9

The SWIM Service Registry shall support external LDAP-based identity management features such as single sign-on. 

3.1.8-10
The SWIM Service Registry shall integrate with identity and access management services using open standards such as Security Assertions Markup Language (SAML).

3.1.9 Administration

This subsection presents requirements that are specific to the ability to manage and administer the SWIM Service Registry. 

3.1.9-1

The SWIM Service Registry shall log all accesses and modifications.  

3.1.9-2

The SWIM Service Registry shall archive its log information.

3.1.9-3

The SWIM Service Registry shall provide administrative control of all logs, events and errors, including threshold values and event criticality values.

3.1.9-4

The SWIM Service Registry shall provide the means of viewing and customizing logs.  

3.1.9-5

The SWIM Service Registry shall provide replication management of its contents for disaster recovery.

3.1.9-6

The SWIM Service Registry shall provide automated installation mechanisms, such as via install scripts.

3.1.9-7

The SWIM Service Registry shall provide centralized management of user, role and group privileges.

3.1.9-8

The SWIM Service Registry shall provide control and management of the views presented to users, roles and groups.

3.1.9-9

The SWIM Service Registry shall provide control and management of access to service metadata and artifacts for users, roles and groups.

3.1.9-10
The SWIM Service Registry shall provide SMTP-based notification of administration-related events.

3.1.9-11
The SWIM Service Registry shall accommodate new or updated SSL certificates.

3.1.9-12
The SWIM Service Registry shall provide backup and restore capability.  

3.1.10 Integration and Standards

This subsection presents required standards for the SWIM Service Registry for interfacing and integrating with other systems. 

3.1.10-1
The SWIM Service Registry shall comply with [SWIM SRIRD].

3.1.10-2
The SWIM Service Registry shall comply with [UDDIv3].

3.1.10-3
The SWIM Service Registry web service interface shall comply with [SWIM BP].

3.1.10-4
The SWIM Service Registry web service interface shall comply with [SWIM BSP].

3.1.10-5
The SWIM Service Registry shall comply with the information management standards:  XML, XSD, XPath, XQuery, XSLT.

3.1.10-6
The SWIM Service Registry shall be capable of parsing and interpreting WSDL 2.0 files.

3.1.10-7
The SWIM Service Registry shall comply with the following Security standards:  WS-Security, SSL/TLS, SAML, XACML, X.509 Certificates.

3.1.10-8
The SWIM Service Registry shall comply with the following system management standards:  JMX, SNMP.

3.1.10-9
The SWIM Service Registry shall interface with LDAP servers for role-based authorization and management of users and groups.  

3.1.10-10
The SWIM Service Registry shall enable users to submit and access assets of any type through Web-based user interfaces and/or IDE plug-ins.  

3.2 Non-functional Requirements

At this time there are no non-functional requirements for the SWIM Service Registry.  
4 DESIREMENTS

This section includes statements for features that are desirable albeit optional for SWIM Segment 1 in no particular order. 
4.1 Functional Desirements

4.1-1
The SWIM Service Registry should support JAXR API-based clients.

4.1-2
The SWIM Service Registry should support external Oracle databases.  

4.1-3
The SWIM Service Registry should be capable of federation, replication and interoperability with other FAA registries and repositories. 

4.1-4
The SWIM Service Registry should validate published WSDL files for compliance with [SWIM BP].

4.1-5
The SWIM Service Registry should validate published WSDL files for compliance with [SWIM BSP].

4.1-6
The SWIM Service Registry should support the following types of queries:

· find all WSDL documents that use a specified namespace pattern

· find all NAS services that have a certain text pattern in their documentation

· find all service bindings that are SOAP bindings AND use DOC literal style AND do not use HTTP as transport

· find all WSDL documents containing a specified string of characters

· find documents and/or services based on “wild card” values.

4.2 Non-functional Desirements

4.2-1
The SWIM Service Registry should require minimal computational and memory resources, for example it should require less than 50% of CPU capacity.   

5 GLOSSARY

The following definitions are assumed in this document.

	administrator
	A person responsible for maintaining and administering the SWIM Service Registry; one of the four fundamental Registry user roles (the others are publisher, consumer and governance lead).



	artifact

	A repository item attached to a service that describes the service or may be used to access the service, such as a WSDL file, an XML schema file, sample code or an IRD.  Artifacts are one of the two meta-information types (the other is metadata).


	authentication


	The process of verifying an identity claimed by or for a system entity.  [RFC 2828]


	authorization


	Permission to engage in a specific activity.  A Registry user must be authorized to access meta-information contained in the Registry.



	browsing
	Viewing the contents of the Registry guided by its taxonomic structure, much like browsing a website; one of the two ways to navigate a registry (the other is querying).  



	consumer


	A person that consumes information contained in the Registry; one of the four fundamental Registry user roles (the others are publisher, administrator and governance lead).



	deregistration


	The act of deleting all meta-information for a NAS service from the Discovery Registry.



	design-time


	The pre-runtime mode of a service.  Design-time considerations for a service include software development, testing and publication.



	developer


	A person responsible for developing a service; in the context of the Registry, a developer could be a consumer, a publisher or both.



	discoverable


	A service is that may be discovered by a potential user.



	discovery


	The act of locating and accessing the metadata for a service.

	Discovery Registry


	The logical instance of the Registry that exposes NAS service meta-information to consumers.

	expose


	To make service meta-information discoverable.  In SWIM, services are exposed via the Discovery Registry.



	governance
	The management of service conformance to defined policies and rules; supporting governance is one of the primary objectives of the Registry.

  

	group
	A logical grouping of users, such as FAA, non-FAA, airline, DoD, etc.

  

	metadata
	Data that defines or describes other data [ISO 11179].  A registry item defined by taxonomy whose usage is defined by policies.  One of the two types of NAS service meta-information (the other is artifact), metadata describes NAS services and the organizations that offer them.



	meta-information


	Information describing a NAS service, including metadata and artifacts.



	NAS service
	A service within the NAS that encapsulates a distinct set of operation logic within a well-defined functional boundary.  A NAS service provides service consumers access to one or more NAS applications or systems by means of the SWIM core services.  



	notification


	An indication presented to a user regarding the status of a system or an element in a system.  



	Publication Registry


	The logical instance of the SWIM Service Registry that accepts publications of NAS service meta-information by publishers.



	publish


	The act of placing NAS service meta-information into the Publication Registry.  This is done by a publisher.



	publisher


	A person that places (publishes) information about a NAS service in the Registry; one of the four fundamental user roles for the Registry (the others are consumer, administrator and governance lead).



	querying
	A directed request for specific information in a request-response manner; one of the two ways to navigate a registry (the other is browsing).



	register 


	The act of exposing NAS service meta-information to consumers by transferring it from the Publication Registry to the Discovery Registry.  This is done by the governance lead.



	Registry
	The SWIM Service Registry.



	registry
	An enabling infrastructure that uses a formal registration process to store, catalog and manage service metadata.  A registry supports search and query capabilities for and understanding of resources.   


	repository
	A collection of resources accessible over an internet.  It contains artifacts such as technical reference documents, reports, policy descriptions, WSDL files, XML schema files, etc.



	resource
	An object of information that is available on an internet and identified by a unique Uniform Resource Identifier.  



	role


	A mode of user interaction with the Registry.  Registry user roles are publisher, consumer, administrator and governance lead.  Registry users may have more than one role.


	runtime


	The executing mode of a service.  A service has both runtime and design-time modes.



	security


	The SWIM core service responsible for the protection of information, operation, assets and participants from unauthorized access or attack.



	service
	An implementation-independent reusable operational function that may be discovered as self-describing interfaces, and invoked using open standard protocols across networks.  Services can be combined and orchestrated to produce composite services and operations processes, in accordance with predefined policies, security and SLAs.



	service deregistration


	The act of deleting an entry from the Registry.

	service

registration


	The act of exposing a NAS service by placing meta-information about it in the Discovery Registry.  Same as registration.

	Registry
	The SWIM Service Registry.



	SWIM
	A service-oriented environment for implementing and operating NAS software-based systems that enables information-sharing.



	SWIM core services
	The fundamental SWIM mechanisms that enable information sharing:   Interface Management, Messaging, Enterprise Service Management (ESM) and Security.  These services are solution-agnostic (not limited to a single process or solution environment) and have a high degree of autonomy so that they support reuse within the NAS.  Also referred to as “core services.”



	SWIM-implementing program (SIP)


	A program responsible for one or more applications or systems participating in the SWIM environment.

	SWIM

Service

Registry


	A logical system consisting of one or more instances of commercial service registry-repository products providing a vehicle for discovery of and access to NAS services.  The Registry provides two basic functions–a registry and a repository–that work together in a unified manner.  The Registry consists of two logical instances called the Publication Registry and the Discovery Registry.


	Uniform Resource Identifier (URI)

	A compact string of characters for identifying an abstract or physical resource.  [RFC 2396]


	User


	Person that accesses the SWIM Service Registry.  A user has one or more roles (publisher, consumer, administrator or governance lead) and may be a member of one or more groups (FAA, non-FAA, etc.).




6 ACRONYMS 

API
Application Program Interface

DAV
Distributed Authoring and Versioning

ESM
Enterprise System Management

IETF
Internet Engineering Task Force

JAXR
Java API for XML Registries

JEE
Java Enterprise Edition

JMS
Java Messaging System 

JMX
Java Management Extensions 

LDAP
Lightweight Directory Access Protocol

NAS
National Airspace System

QoS
Quality of Service

SDK
Software Development Kit

SIP
SWIM-Implementing Program

SNMP
Simple Network Management Protocol

SOA
Service-Oriented Architecture

SWIM
System Wide Information Management

TBD
To Be Determined

UDDI
Universal Description Discovery and Integration

WS
Web Services

WSDL
Web Services Description Language

XML
eXtensible Mark-up Language

XPath
XML Path Language

XPDL
XML Process Definition Language

Xquery
XML Query Language

XSD
XML Schema Definition 

XSLT
XML Transformations

APPENDIX A:  Additional Security Requirements
The following requirements from [FIPS 200] address systems in the NAS.  Please note that this summary does not relax the need to comply with [FIPS 200], which remains the authoritative source of security requirements for all aspects of the NAS.

[image: image3.emf]SI-03 (2) Malicious Code 

Protection

The information system shall automatically update virus protection 

mechanisms.

SI-04 (4) Intrusion Detection 

Tools and Techniques

The information system shall monitor inbound and outbound 

communications for unusual or unauthorized activities or conditions, 

including the presence of malware (e.g., malicious code, spyware, 

adware).

SI-04 (5) Intrusion Detection 

Tools and Techniques

The information system shall provide a real-time alert when the 

following indications of compromise or potential compromise occur: 

[Assignment: organization-defined list of compromise indicatiors].

SI-06 Security Functionality 

Verification 

The information system shall verify the correct operation of security 

functions [Selection (one or more): upon system startup and restart, 

upon command by user with appropriate privilege, periodically every 

[Assignment: organization-defined time-period]] 

SI-07 Software and 

Information Integrity 

The information system shall detect and protect against 

unauthorized changes to software and information.

SI-08 Spam and Spyware 

Protection 

The information system shall implement spam and spyware 

protection.

SI-10 Information Input 

Accuracy, 

Completeness, and 

Validity 

The information system shall check information inputs for accuracy, 

completeness, and validity.

SI-11 Error Handling  The information system shall identify and handle error conditions in 

an expeditious manner.

SP-08 (2) Spam and Spyware 

Protection

The information system shall automatically update spam and 

spyware protection mechanisms.



[image: image4.emf]AC-02 (2) Account Management The information system shall automatically terminate temporary and 

emergency accounts after [Assignment: organization-defined time 

period for each type of account].

AC-02 (3) Account Management The information system shall automatically disable inactive accounts 

after [Assignment: organization-defined time period].

AC-03 Access Enforcement  The information system shall enforce assigned authorizations for 

controlling access to the system in accordance with applicable 

policy.

AC-03 (1) Access Enforcement The information system shall restrict access to privileged functions 

(deployed in hardware, software, and firmware) and security-relevant 

information to authorized personnel (e.g., security administrators).

AC-04 Information Flow 

Enforcement 

The information system shall enforce assigned authorizations for 

controlling the flow of information within the system and between 

interconnected systems in accordance with applicable policy.

AC-04 (1) Information Flow 

Enforcement 

The information system shall implement information flow control 

enforcement using explicit labels on information, source, and 

destination objects as a basis for flow control decisions.

AC-04 (2) Information Flow 

Enforcement 

The information system shall implement information flow control 

enforcement using protected processing domains (e.g. domain type-

enforcement) as a basis for flow control decisions.

AC-04 (3) Information Flow 

Enforcement 

The information system shall implement flow control enforcement 

usign dynamic security policy mechanisms as a basis for flow 

control decisisons.

AC-05 Separation of Duties  The information system shall enforce separation of duties through 

assigned access authorizations.

AC-06 Least Privilege  The information system shall enforce the most restrictive set of 

rights/privileges or accesses needed by users (or processes acting 

on behalf of users) for the performance of specified tasks.

AC-07 Unsuccessful Logon 

Attempts 

The information system shall enforce a limit of [Assignment: 

organization-defined number] consecutive invalid access attempts by 

a user during a [Assignment: organization-defined time period] time 

period. The information system shall automatically [Select

AC-07 (1) Unsuccessful Logon 

Attempts 

The information system shall automaically lock the account/node 

until released by an administratofr when the maximum number of 

unsuccessful attempts is exceeded.

Access Control



[image: image5.emf]AC-08 System Use Notification The information system shall display an approved, system use 

notification message before granting system access informing 

potential users: (i) that the user is accessing a U.S. Government 

information system; (ii) that system usage may be monitored, record

AC-09 Previous Logon 

Notification 

The information system shall notify the user, upon successful logon, 

of the date and time of the last logon, and the number of 

unsuccessful logon attempts since the last successful logon.

AC-10 Concurrent Session 

Control 

The information system shall limit the number of concurrent 

sessions for any user to [Assignment: organization-defined number 

of sessions].

AC-11 Session Lock  The information system shall prevent further access to the system 

by initiating a session lock that remains in effect until the user 

reestablish access using appropriate identification and 

authentication procedures.

AC-12 Session Termination The information system shall automatically terminate a session after 

[Assignment: organization-defined time period] of inactivity.

AC-15 Automated Marking  The information system shall mark output using standard naming 

conventions to identify any special dissemination, handling, or 

distribution instructions.

AC-16 Automated Labeling  The information system shall appropriately label information in 

storage, in process, and in transmission.



[image: image6.emf]IA-02 User Identification and 

Authentication 

The information system shall uniquely  identify and authenticate 

users (or processes acting on behalf of users).

IA-02 (1) User Identification and 

Authentication

The information system shall employ multifactor authentication.

IA-03 Device Identification and 

Authentication 

The information system shall identify and authenticate specific 

devices before establishing a connection.

IA-06 Authenticator Feedback The information system shall provide feedback to a user during an 

attempted authentication and that feedback shall not compromise 

the authentication mechanism.

IA-07 Cryptographic Module 

Authentication 

For authentication to a cryptographic module, the information 

system shall employ authentication methods that meet the 

requirements of FIPS 140-2.

Identification and Authentication




[image: image7.emf]AU-02 Auditable Events  The information system shall generate audit records for the following 

events: [Assignment: organization-defined auditable events].

AU-02 (1) Auditable Events The information system shall provide the capability to compile audit 

records from multiple components throughout the system into a 

systemwide (logical or physical), time-correlated audit trail.

AU-02 (2) Auditable Events The information system shall provide the capability to manage the 

selection of events to be audited by individual components of the 

system.

AU-03 Content of Audit Records The information system shall capture sufficient information in audit 

records to establish what events occurred, the sources of the events, 

and the outcomes of the events.

AU-03 (1) Content of Audit RecordsThe information system shall provide the capability to include 

additional, more detailed information in the audit records for audit 

events identified by type, location, or subject.

AU-03 (2) Content of Audit RecordsThe information system shall provide the capability to centrally 

manage the content of audit records generated by individual 

components throughout the system.

AU-05 Audit Processing  In the event of an audit failure or audit storage capacity being 

reached, the information system shall alert appropriate 

organizational officials and take the following additional actions: 

[Assignment: organization-defined actions to be taken (e.g., shutd

AU-05 (1) Audit Processing The information system shall provide a warning when allocated audit 

record storage volume reaches [Assignment: organization-defined 

percentage of maximum audit record storage capacity].

AU-07 Audit Reduction and 

Report Generation 

The information system shall provide an audit reduction and report 

generation capability.

AU-07 (1) Audit Reduction and 

Report Generation

The information system shall provide the capability to automatically 

process audit records for events of interest based upon selectable, 

event criteria.

AU-08 Time Stamps  The information system shall provide time stamps for use in audit 

record generation.

AU-09 Protection of Audit 

Information 

The information system shall protect audit information and audit 

tools from unauthorized access, modification, and deletion.

AU-10 Non-repudiation  The information system shall provide the capability to determine 

whether a given individual took a particular action (e.g., created 

information, sent a message, approved information [e.g., to indicate 

concurrence or sign a contract] or received a message)

Audit and Accountability



[image: image8.emf]SC-01 System and 

Communications 

Protection Policy and 

Procedures 

The organization shall develop, disseminate and periodically  

review/update: (i) a formal, documented, system and 

communications protection policy that addresses purpose, scope, 

roles, responsibilities, and compliance; and (ii) formal, documented 

procedur

SC-02 Application Partitioning  The information system shall separate user functionality (including 

user interface services) from information system management 

functionality.

SC-03 Security Function 

Isolation 

The information system shall isolate security functions from 

nonsecurity functions.

SC-03 (1) Security Function 

Isolation

The information system shall employ underlying hardware separation 

mechanisms to facilitate security function isolation.

SC-03 (2) Security Function 

Isolation

The information system shall further divide the security functions with 

the functions enforcing access and information flow control isolated 

and protected from both nonsecurity functions and from other 

security functions.

SC-03 (3) Security Function 

Isolation

The information system shall minimize the amount of nonsecurity 

functions included within the isolation boundary containing security 

functions.

SC-03 (4) Security Function 

Isolation

The information system security shall maintain its security functions 

in largely independent modules that avoid unnecessary interactions 

between modules.

SC-03 (5) Security Function 

Isolation

The information system security shall maintain its security functions 

in a layered structure minimizing interactions between layers of the 

design.

SC-04 Information Remnants  The information system shall prevent unauthorized and unintended 

information transfer via shared system resources.

SC-05 Denial of Service 

Protection 

The information system shall protect against or limit the effects of 

the following types of denial of service attacks: [Assignment: 

organization-defined list of types of denial of service attacks or 

reference to source for current list].

SC-05 (1) Denial of Service 

Protection

The information system shall restrict the ability of users to launch 

denial of service attacks against other information systems or 

networks.

SC-05 (2) Denial of Service 

Protection

The information system shall manage excess capacity, bandwidth, 

or other redundancy to limit the effects of information flooding types 

of denial of service attacks.

System and Communications Protection



[image: image9.emf]SC-06 Resource Priority  The information system shall limit the use of resources by priority.

SC-07 Boundary Protection  The information system shall monitor and control communications at 

the external boundary of the information system and at key internal 

boundaries within the system.

SC-07 (5) Boundary Protection The information system shall deny network traffic by default and 

allow network traffic by excepion (i.e. deny all, permit by exception).

SC-08 Transmission Integrity  The information system shall protect the integrity of transmitted 

information.

SC-09 Transmission 

Confidentiality 

The information system shall protect the confidentiality of 

transmitted information.

SC-10 Network Disconnect  The information system shall terminate a network connection at the 

end of a session or after [Assignment: organization-defined time 

period] of inactivity.

SC-11 Trusted Path  The information system shall establish a trusted communications 

path between the user and the security functionality of the system.

SC-12 Cryptographic Key 

Establishment and 

Management 

The information system shall employ automated mechanisms with 

supporting procedures or manual procedures for cryptographic key 

establishment and key management.

SC-13 Use of Validated 

Cryptography 

When cryptography is employed within the information system, the 

system shall perform all cryptographic operations (including key 

generation) using FIPS 140-2 validated cryptographic modules 

operating in approved modes of operation.

SC-14 Public Access 

Protections 

For publicly available systems, the information system shall protect 

the integrity of the information and applications.

SC-15 Collaborative Computing The information system shall prohibit remote activation of 

collaborative computing mechanisms (e.g., video and audio 

conferencing) and provide an explicit indication of use to the local 

users (e.g., use of camera or microphone).

SC-15 (1) Collaborative Computing The information system shall provide physical disconnect of camera 

and microphone in a manner that supports ease of use.

SC-16 Transmission of 

Security Parameters 

The information system shall reliably associate security parameters 

(e.g., security labels and markings) with information exchanged 

between information systems.


_1298213078.xls
Sheet1

		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.





Sheet2

		





Sheet3

		






_1298212836.xls
Sheet1

		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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		System and Information Integrity

		SI-03		Malicious Code Protection		The information system shall implement malicious code protection that includes a capability for automatic updates

		SI-03 (2)		Malicious Code Protection		The information system shall automatically update virus protection mechanisms.

		SI-04 (4)		Intrusion Detection Tools and Techniques		The information system shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions, including the presence of malware (e.g., malicious code, spyware, adware).

		SI-04 (5)		Intrusion Detection Tools and Techniques		The information system shall provide a real-time alert when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicatiors].

		SI-06		Security Functionality Verification

		SI-07		Software and Information Integrity		The information system shall detect and protect against unauthorized changes to software and information.

		SI-08		Spam and Spyware Protection		The information system shall implement spam and spyware protection.

		SI-10		Information Input Accuracy, Completeness, and Validity		The information system shall check information inputs for accuracy, completeness, and validity.

		SI-11		Error Handling		The information system shall identify and handle error conditions in an expeditious manner.

		SP-08 (2)		Spam and Spyware Protection		The information system shall automatically update spam and spyware protection mechanisms.

		Access Control

		AC-02 (2)		Account Management		The information system shall automatically terminate temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

		AC-02 (3)		Account Management		The information system shall automatically disable inactive accounts after [Assignment: organization-defined time period].

		AC-03		Access Enforcement		The information system shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.

		AC-03 (1)		Access Enforcement		The information system shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to authorized personnel (e.g., security administrators).

		AC-04		Information Flow Enforcement		The information system shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		AC-04 (1)		Information Flow Enforcement		The information system shall implement information flow control enforcement using explicit labels on information, source, and destination objects as a basis for flow control decisions.

		AC-04 (2)		Information Flow Enforcement		The information system shall implement information flow control enforcement using protected processing domains (e.g. domain type-enforcement) as a basis for flow control decisions.

		AC-04 (3)		Information Flow Enforcement		The information system shall implement flow control enforcement usign dynamic security policy mechanisms as a basis for flow control decisisons.

		AC-05		Separation of Duties		The information system shall enforce separation of duties through assigned access authorizations.

		AC-06		Least Privilege		The information system shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

		AC-07		Unsuccessful Logon Attempts		The information system shall enforce a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system shall automatically [Select

		AC-07 (1)		Unsuccessful Logon Attempts		The information system shall automaically lock the account/node until released by an administratofr when the maximum number of unsuccessful attempts is exceeded.

		AC-08		System Use Notification		The information system shall display an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, record

		AC-09		Previous Logon Notification		The information system shall notify the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.

		AC-10		Concurrent Session Control		The information system shall limit the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].

		AC-11		Session Lock		The information system shall prevent further access to the system by initiating a session lock that remains in effect until the user reestablish access using appropriate identification and authentication procedures.

		AC-12		Session Termination		The information system shall automatically terminate a session after [Assignment: organization-defined time period] of inactivity.

		AC-15		Automated Marking		The information system shall mark output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.

		AC-16		Automated Labeling		The information system shall appropriately label information in storage, in process, and in transmission.

		Audit and Accountability

		AU-02		Auditable Events		The information system shall generate audit records for the following events: [Assignment: organization-defined auditable events].

		AU-02 (1)		Auditable Events		The information system shall provide the capability to compile audit records from multiple components throughout the system into a systemwide (logical or physical), time-correlated audit trail.

		AU-02 (2)		Auditable Events		The information system shall provide the capability to manage the selection of events to be audited by individual components of the system.

		AU-03		Content of Audit Records		The information system shall capture sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.

		AU-03 (1)		Content of Audit Records		The information system shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

		AU-03 (2)		Content of Audit Records		The information system shall provide the capability to centrally manage the content of audit records generated by individual components throughout the system.

		AU-05		Audit Processing		In the event of an audit failure or audit storage capacity being reached, the information system shall alert appropriate organizational officials and take the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutd

		AU-05 (1)		Audit Processing		The information system shall provide a warning when allocated audit record storage volume reaches [Assignment: organization-defined percentage of maximum audit record storage capacity].

		AU-07		Audit Reduction and Report Generation		The information system shall provide an audit reduction and report generation capability.

		AU-07 (1)		Audit Reduction and Report Generation		The information system shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.

		AU-08		Time Stamps		The information system shall provide time stamps for use in audit record generation.

		AU-09		Protection of Audit Information		The information system shall protect audit information and audit tools from unauthorized access, modification, and deletion.

		AU-10		Non-repudiation		The information system shall provide the capability to determine whether a given individual took a particular action (e.g., created information, sent a message, approved information [e.g., to indicate concurrence or sign a contract] or received a message)

		Identification and Authentication

		IA-02		User Identification and Authentication		The information system shall uniquely  identify and authenticate users (or processes acting on behalf of users).

		IA-02 (1)		User Identification and Authentication		The information system shall employ multifactor authentication.

		IA-03		Device Identification and Authentication		The information system shall identify and authenticate specific devices before establishing a connection.

		IA-06		Authenticator Feedback		The information system shall provide feedback to a user during an attempted authentication and that feedback shall not compromise the authentication mechanism.

		IA-07		Cryptographic Module Authentication		For authentication to a cryptographic module, the information system shall employ authentication methods that meet the requirements of FIPS 140-2.

		System and Communications Protection

		SC-01		System and Communications Protection Policy and Procedures		The organization shall develop, disseminate and periodically  review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedur

		SC-02		Application Partitioning		The information system shall separate user functionality (including user interface services) from information system management functionality.

		SC-03		Security Function Isolation		The information system shall isolate security functions from nonsecurity functions.

		SC-03 (1)		Security Function Isolation		The information system shall employ underlying hardware separation mechanisms to facilitate security function isolation.

		SC-03 (2)		Security Function Isolation		The information system shall further divide the security functions with the functions enforcing access and information flow control isolated and protected from both nonsecurity functions and from other security functions.

		SC-03 (3)		Security Function Isolation		The information system shall minimize the amount of nonsecurity functions included within the isolation boundary containing security functions.

		SC-03 (4)		Security Function Isolation		The information system security shall maintain its security functions in largely independent modules that avoid unnecessary interactions between modules.

		SC-03 (5)		Security Function Isolation		The information system security shall maintain its security functions in a layered structure minimizing interactions between layers of the design.

		SC-04		Information Remnants		The information system shall prevent unauthorized and unintended information transfer via shared system resources.

		SC-05		Denial of Service Protection		The information system shall protect against or limit the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].

		SC-05 (1)		Denial of Service Protection		The information system shall restrict the ability of users to launch denial of service attacks against other information systems or networks.

		SC-05 (2)		Denial of Service Protection		The information system shall manage excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial of service attacks.

		SC-06		Resource Priority		The information system shall limit the use of resources by priority.

		SC-07		Boundary Protection		The information system shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

		SC-07 (5)		Boundary Protection		The information system shall deny network traffic by default and allow network traffic by excepion (i.e. deny all, permit by exception).

		SC-08		Transmission Integrity		The information system shall protect the integrity of transmitted information.

		SC-09		Transmission Confidentiality		The information system shall protect the confidentiality of transmitted information.

		SC-10		Network Disconnect		The information system shall terminate a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.

		SC-11		Trusted Path		The information system shall establish a trusted communications path between the user and the security functionality of the system.

		SC-12		Cryptographic Key Establishment and Management		The information system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.

		SC-13		Use of Validated Cryptography		When cryptography is employed within the information system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 validated cryptographic modules operating in approved modes of operation.

		SC-14		Public Access Protections		For publicly available systems, the information system shall protect the integrity of the information and applications.

		SC-15		Collaborative Computing		The information system shall prohibit remote activation of collaborative computing mechanisms (e.g., video and audio conferencing) and provide an explicit indication of use to the local users (e.g., use of camera or microphone).

		SC-15 (1)		Collaborative Computing		The information system shall provide physical disconnect of camera and microphone in a manner that supports ease of use.

		SC-16		Transmission of Security Parameters		The information system shall reliably associate security parameters (e.g., security labels and markings) with information exchanged between information systems.
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