8.4
Cockpit Automation Issues:

Human factors issues of cockpit automation

Automation incidents and accidents

Human centered automation

Cockpit automation, in its most elemental sense, comes down to the challenge of conveying information to the pilots so that the crew can then make correct decisions that can be translated into desirable outcomes (Figure 2).  To varying degrees, automation may assist the crews in the performance of selected functions or may even take over the performance of some activities, with or without the human operator’s knowledge or consent.  
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Figure 2.  Information flow in the cockpit.

Since the mid-1980s most of the new transport aircraft acquired by the major air carriers have incorporated significant, and increasingly sophisticated levels of automation.  Automation in modern aircraft has shifted the emphasis on flight crew tasks from physical actions to cognitive processes.  The most important pilot functions now involve programming, controlling, and monitoring multiple automated systems – selecting or inputting correct data and then determining that the systems are functioning correctly.  In many respects, cockpit crews in today’s transport aircraft have become supervisors of systems.  See Figure 3.
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Figure 3.  Pilot as the supervisor of automated systems.
Automated systems, sometimes referred to as electronic crew members, interface with the human crew members by presenting information on multiple display screens.  Because of the physical prominence of the display screens, this technology is often called “the glass cockpit.”  In modern aircraft, flat plate display screens have replaced all but a few of the “steam gauge” electro-mechanical instruments.  The remaining electro-mechanical instruments are present only to serve as backup information sources in the unlikely event that all the digital sources of information should fail simultaneously.  

Glass cockpit displays allow multiple types of information to not only be displayed on the same “instrument,” but that information can now be integrated to assure the right information is available at the right time, in the right format, and in the right sequence.  Formerly, each individual type of information required a separate instrument.  In complex aircraft, the cockpits became very cluttered by the large number of instruments; logical grouping of information was only partially possible.  The continued development of sensors, probes, and computer networks has enabled systems designers to gather and present enormous quantities of information to crew members.  In some settings, the information can transiently overload crew members; this makes the task of software design of cockpit automation critical.  
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Prior to the advent of cockpit automation, particularly before display screens became common, virtually all of the information available to the flight crew was displayed at all times.  This is not to say that the gauges were always well organized.  Often it was necessary for the pilots to look to overhead panels, side panels, below-the-panel, or even behind the crew seats to locate an instrument with the desired information.  With sophisticated generations of glass cockpit development, more information is indeed available, but that information must share screen space and not all of it can be displayed at any given time, see Figure 4.  It is essential for the crews to know what information is needed at any particular time and know how to find the correct “page” on the display to show the needed information.  In other words, one must not only know what information is needed, but also must know how to interrogate the system to reveal the desired information.  One must not only know and understand what is being displayed, but must also be aware of what is not being displayed.

Figure XX.  Top – overhead panel of DC-4, circa 1953.

Center – main panel DC-4.

Bottom.  Glass panel, modern jet transport.

Not shown – DC-4 side and flight engineer panels.
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Figure 5.  Examples of some of the automated flight modes in modern aircraft.

A source of significant challenge has been referred to as “modal confusion.”  The autopilots of bygone days have now evolved into integrated flight directors of the automated aircraft era.  Flight directors, sometimes called flight management systems (FMS), can be programmed to control every aspect of a flight from the moment the pilot aligns the aircraft for take off until the airplane has rolled out on the destination airport runway and needs a human to steer it to the arrival gate.  Inherent to the design of the FMS are tradeoffs in the authority boundaries at the human-FMS interface.  In other words, for any given situation, who will have final control authority, the pilot or the FMS?  These questions have spurred an attempt to define “human centered automation” and determine philosophies that can lead to refinement in how humans and automation work together.  Major manufacturers have differing opinions; in general Airbus Industries’ approach has been more towards greater FMS authority, whereas Boeing’s philosophy has been that the FMS is a tool to be used by the aircrew, rather than replace the aircrew.  One manner in which FMS authority manifests is automatic switching of flight mode control under certain situations.  Depending on the level of authority granted to the FMS, mode switching may occur without input from the crew, and sometimes without the knowledge of the crew.  Several significant aviation accidents have been attributed to mode confusion (see below).  A partial listing of various FMS modes is in Figure 5.
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The goal for human centered automation has been to provide assistance to the human operators, rather than replace them.  Early development of aerospace automation suffered from many of the same difficulties that any automation faces, such as a lack of effective cooperation between developers and user during development.  At times, users felt that processes were being subjected to automation just because it was technically possible, rather than rationally deciding that automation would be a truly value-added capability.  In each case, one must consider whether the introduction of automation will in turn create an environment in which new errors will occur, and whether the automation will induce new forms of workload for which the crew is not prepared.  As was pointed out in the discussion of the SHEL model, difficulties often occur at the interface between components, particularly in the L-S interaction.  One must be very careful to design automated systems so that the interface does not become a new task or challenge for crews to overcome, i.e., the user is able to focus on the primary task, with the assistance of the automation.  There remain certain facts central to the effort to create human centered automation:  Humans are good at setting goals and constructing intentions, computers are good at handling details and computing – being human centered means that the human indisputably remains absolutely in charge and in control at all times – there should be no question or ambiguity.
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Figure 6.  Glass Cockpit Evolution.
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Figure 7.  Displays and subsystems of Flight Management System.
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 Figure 8.  FMS interfaces.  

Automation incidents and accidents

Since the advent of major automation systems in aircraft, there have been thousands of incidents, and several fatal accidents attributed in one way or another to these systems (see textbox with brief examples at end of section).  There are many facets to these incidents and accidents; a few common issues have been noted in accident investigations and reports to ASRS.  Some of the most frequently reported or discovered problems are mode confusion, loss of situational awareness, and inappropriate fixation of attention (especially prolonged efforts to reprogram FMS when crews were uncertain what was occurring).  In most cases the root cause leading to the development of these conditions resides in the interface function between the air crew and the automated systems controlling the aircraft, or to secondary or tertiary effects in subsidiary systems in which human factors problems are triggered by a particular chain of events.  One such accident involved American Airlines Flight 965, on December 20, 1995.

American Flight 965

At about 9:42 PM local time on December 20, 1995, American Airlines (AA) Flight 965, a Boeing 757-223 on a regular scheduled passenger flight from Miami, Florida, USA, to Cali, Columbia, struck mountainous terrain during descent from cruise altitude in night visual meteorological conditions under instrument flight rules.  The accident site was near the town of Buga, 33 nautical miles (61 kilometers) northeast of the Cali (CLO) high frequency omnidirectional radio range (VOR).  The aircraft struck near the summit of Mount El Deluvio, at the 8,900-foot (2,670-meter) level, approximately 10 nautical miles (19 kilometers) east of Airway W3.  Of the 163 passengers and crew on board, four passengers survived the accident.

When Flight 965 crashed near Cali, it was an unusual accident for a U.S. carrier.  Controlled flight into terrain, CFIT, in more common in developing countries where air carriers tend to fly older less complex aircraft whose crews undergo less sophisticated flight training.  The Boeing 757 was equipped with a state-of-the-art flight management system (FMS), moving map display, and a superbly trained crew who were familiar with the route and the destination area.  On this day however, the flight had departed Miami over two hours behind schedule and the crew was eager to make the flying time as short as possible; enroute air traffic controllers had assisted them somewhat by clearing them for “off airway” routing which let them “fly direct” over long 
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distances while avoiding several “dogleg” turns which would have lengthened the distance covered had they remained on the established airway routes.  As Flight 965 proceeded through Columbian airspace from north to south, nearing the Cali area, control was handed off from Bogata Enroute Control to Cali Approach Control.  At that time the plane was several miles west of the charted airway course, its next programmed waypoint was the Cali VOR.  When the Bogota controller contacted Cali Approach Control, he failed to inform the next controller that Flight 965 was flying an off-airway route.  The Cali controller had no way to know that Flight 965 was off the airway because the radar serving the Cali area had been destroyed during the country’s prolonged civil war.  Therefore, the Cali controller assumed Flight 965 was on the airway north of the Tulua VOR.  During the trip, the crew of Flight 965 had been expecting to land on runway one (to the north at Cali), based on predeparture weather information.  The VOR 1 approach would have required them to overfly the destination airport to CLO (Cali VOR), reverse direction, fly back to the north a few miles and land on Runway 1.  

Just prior to the handoff from Bogota to Cali, the crew was given instructions for initial  descent from FL 370 (37,000 feet) to FL 240 (24,000 feet).  On initial contact with Cali the plane was 63 DME (nautical miles) north of CLO, continuing to descend.  The crew was given updated weather for Cali; based on the updated weather they were offered the VOR DME Runway 19 approach, via the “Rozo One Arrival” (this was attractive since it would preclude having to overfly the airport, turn around and fly back).  The crew accepted the new clearance and requested expedited descent.  The new approach course required the plane to descend southward down the center of a valley with high terrain both east and west, with the higher terrain located to the east (up to 14,000 feet).  

The Cali controller instructed the crew to report crossing (passing over) the Tulua VOR.  By this time however, the plane was passing, or perhaps, had already passed the VOR, although the crew did not seem to know precisely where they were with respect to the VOR, since they had programmed the Cali VOR as the next waypoint.  Considerable confusion ensued as the crew attempted to program the Tulua VOR into the FMS, to determine their position and comply with the ATC instruction to cross the Tulua VOR.

Having accepted the Runway 19 approach, the crew encountered significant time pressure to descend, reprogram the FMS, and get the airplane configured for landing.  Cockpit recorders captured significant confusion in the crew’s conversation, followed by indications of frustration when the automatic systems did not do what the crew expected.  The crew managed to find their charts and opened to the Rozo One Arrival to retrieve the necessary information to reprogram the FMS.  The printed chart used by the crew indicated the identifier for the Rozo NDB was simply “R.”  By this time the airplane had been configured for rapid descent, the engines were at flight idle and the spoilers (air brakes) were partially deployed, the plane was descending about 3,000 feet per minute.

Unknown to the crew, the list of database identifiers which had been loaded into the FMS followed what was then standard formatting, but did not correspond entirely with their printed charts.  When the identifier, R, was entered, two pages of radio beacons 
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beginning with R— followed by the latitude / longitude, were listed; none were listed with their complete names.  The captain apparently thought that the entry at the top of the list would be the nearest, namely Rozo NDB where he wanted to go, and selected it without verifying the correct lat/long coordinates.  Unknown to the crew, the R selected was actually Romeo NDB, located approximately 132 nautical miles to their northeast (eight o’clock position).  With this new guidance accepted by the FMS, the plane dutifully began a left turn to fly to Romeo, while still descending.  The crew became baffled as to why the plane was turning to the east and lost situational awareness as they continued to descend toward the high terrain.

By this time the plane was southeast of the Tulua VOR, over high terrain, but the crew still did not exactly where they were.  Sixty six seconds after the plane began turning away from Rozo, toward Romeo, the captain’s words confirmed his confusion when he said, “uh, where are we…”  The first officer responded with, “yeah, where we headed?”  After inserting the R identifier, the captain apparently did not review the provisional path change and did not obtain verification from the first officer as company procedures called for, probably another sign of the time pressure and a sign that they had gotten behind the plane in both horizontal and vertical navigation situational awareness.  All the while, the crew failed to recognize and comprehend their departure from the protected airspace leading down the middle of the valley toward the Rozo NBD and on to the Cali Airport.

Having realized their predicament, the crew scrambled to determine their location and correct their heading to get back on course for the airport.  In a perfect human factors driven response
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the crew should have discontinued the approach, assured sufficient altitude, and sorted out their options.  Unfortunately, perfect responses are rare in pressured conditions such as this crew was experiencing.  The crew responded by changing mode to HEADING SELECT and adjusting course to fly direct to the Cali VOR (in many FMS systems, the Heading Select mode does not include an automated vertical navigation component).  The airplane responded by starting a right turn to the southwest; the power settings and glide path remained in the descent configuration (about 1500 feet per minute at that time), the aircraft’s forward velocity was about 240 knots.  Approximately forty seconds after commencing the turn back to the southwest, at about the time a direct course to Cali had been achieved, the ground proximity warning system activated with a, “Terrain!  Terrain!” warning, followed by, “Pull up, whoop-whoop, pull up!”

The crew disconnected the autopilot and rapidly adjusted power to call for maximum thrust.  However, the autothrottle remained engaged and the spoilers remained extended – both factors limited the plane’s ability to rapidly climb.  At the time of the accident, the spoilers on the 757 did not automatically retract when full thrust was selected, unless the plane was in the landing configuration (with gear, slats, and flaps set accordingly) to facilitate a landing abort.  As the crew began the attempted emergency pull-up they inadvertently raised the nose of the airplane excessively for the power and forward velocity(a 53 knot, or 20%, loss of forward velocity as the result of the pull-up maneuver); the stick shaker activated and limited the angle of climb (the stick shaker activates when the plane is nearing entry to a stall to limit the climb angle and prevent an actual stall).  The final recorded airspeed was 187 knots, the pitch up attitude was nearly 28 deg., and the resultant climb angle was 15 deg.    

At 9:41:28 local time the plane struck high terrain – this was about three minutes after their fateful decision to accept a new approach Runway 19 via the Rozo One Arrival.  The crew wasn’t prepared and did not realize and extract themselves from the accumulating chain of errors.

For at least five years following this accident, the aviation press was alive with articles, commentaries, recommendations, and so on.  Many good observations and lessons learned have been drawn from this very unfortunate accident, and many changes have been made.  Here are some examples:

Pilots may over-rely on automation, pilots may be overconfident in automation.  The investigation determined that one of the probable causes of this accident was failure of the flightcrew to revert to basic radio beacon navigation at the time when the FMS-driven navigation became confusing and demanded an excessive workload in a critical phase of flight.  American Airlines now trains pilots to “go down in levels of automation” as flight conditions depart from the original plan.  When ATC demands changes to the plan that require the FMS to be reprogrammed, a reassessment of whether it is worth the effort must be made.  Frequently less reliance on automation is the correct answer.
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Situational awareness may be reduced.  Another probable cause of this accident was the lack of situational awareness by the flightcrew regarding both lateral and vertical navigation, proximity to terrain, and the relative location of critical radio aids.  Important terrain elevation was not indicated on the FMS display, nor was it indicated on the printed approach charts used by the crew.  Visual presentation in the electronic and in the printed formats has been changed to clearly indicate terrain elevation – an integration of horizontal and vertical information into the same source.  In addition, considerable additional progress has been made to assess terrain elevations and include this information in electronic data base software used for navigation.

Complacency may be the greatest danger to experienced pilots.  Other than the late departure from Miami, this had been a routine trip until the crew began their descent for arrival.  The crew’s complacency was apparent in their failure to conduct pre-descent checklists and pre-arrival checklists prior to the commencement of these activities.  As the events unfolded, they did not have time to get back to these basic activities.

Ground proximity warning system did not provide adequate warning.  GPWSs were designed and incorporated into large air carrier aircraft following accidents in which planes flew into the ground while on approaches over relatively level ground (often due to the crew being distracted by seemingly insignificant problems).  The system used on the Flight 965 aircraft measured the distance between the plane and terrain straight down from the plane.  This works reasonably well when the aircraft is over flat or nearly level ground.  However, when the aircraft is approaching rapidly rising terrain at a high rate of speed, as Flight 965 was, warning of rapidly diminishing distance between the plane and the terrain will likely not occur in time for crews to react effectively.   Newer GPWS’s “look forward” to scan for rising terrain in order to calculate and project the “future” situation in time for crews to take appropriate action.  Indeed, present state-of-the-art GPWS are able to provide 20-40 seconds warning, as opposed to the nine seconds which the crew of Flight 965 had.  Even newer systems combine the data generated by GPWS with information about terrain height stored in the electronic data base which is then correlated with Global Positioning System generated lateral position.

Communication between crew members and ATC was suboptimal.  Although all indications were that this crew was compatible with each other, there were serious questions about their effectiveness as a team.  Investigation also revealed missed communications between the enroute and terminal (approach) air traffic controllers.  There were several instances in which communication between ground controllers and the flight crew showed breaches of understanding along with frequent use of nonstandard phraseology or nonstandard procedure.  American Airlines has revised its crew training programs, especially the portions dealing with crew resource management (CRM, see below) to strengthen crew effectiveness, improve cockpit procedures, and reemphasize a sense of professionalism discipline appropriate for the highly automated environment.

At about the same time period that American Airlines made significant changes in its ongoing flight training, Continental Airlines also undertook substantial renovations in its CRM related training, especially as that training related to management of the Boeing 757 and its automated capability.  Whereas earlier training for automation had produced equivocal results in the minds of those receiving the training, the revised efforts were very highly rated.  In post training surveys, aircrew members were overwhelmingly supportive, as described by the Flight Safety Foundation3.  (See Figure 9)
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Figure 9.  Responses to revised CRM training at Continental Airlines.

Initially, automation training was added to flight instruction as just another skill.  More recently it has become  embraced as a pervasive enabler which affects all flight operations.  Consequently, training for the safe, effective, and efficient use of automated systems now takes place throughout training operations.  Indeed, companies now incorporate automation through an approach called, “4-Ps.”  This starts with an over-arching company philosophy on how automation should be addressed and used.  This is followed by company policies and procedures which address the details of automation deployment and employment to achieve defined objectives.  Finally, the use of automation in line operations results in practices.
On the whole, most authorities agree that automation has been overwhelmingly positive.  Problems have occurred primarily in situations where automation was incorporated into ongoing business practices, resulting in interface problems between the human users, their software and hardware in an environment which was unforgiving of error.  As the ability to fit humans and their systems matured, safety improved as did the long sought efficiencies.  The maturing process was driven in large part through the validation of roles, what the computers did best and what the human did best, leading to an evolution of automated systems which are more clearly human centered.
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Selected Examples of automation related accidents and incidents.

(Source:  Aviation Week & Space Technology, January 30, 1995.)

Automation is the allocation of functions to machines that would otherwise be allocated to humans. The term is also used to refer to the machines which perform those functions. Flight deck automation, therefore, consists of machines on the commercial transport aircraft flight deck which perform functions otherwise performed by pilots. Current flight deck automation includes autopilots, flight management systems, electronic flight instrument systems, and warning and alerting systems.


Source:  http://www.flightdeckautomation.com/issues.html#intro











Airbus’ Automation Philosophy





Automation must not reduce overall aircraft reliability; it should enhance aircraft and systems safety, efficiency, and economy.


Automation must not lead the aircraft out of the safe flight envelope and it should maintain the aircraft within the normal flight envelope.


Automation should allow the operator to use the safe flight envelope to its full extent, should this be necessary due to extraordinary circumstances.


Within the normal flight envelope, the automation must not work against operator inputs, except when absolutely necessary for safety…





Source:  Federal Aviation Administration








Boeing’s Automation Philosophy





The pilot is the final authority for operation of the plane.


Both crewmembers are ultimately responsible for the safe conduct of the flight.


Flight crew tasks, in order of priority, are:  safety, passenger comfort, and efficiency.


Design for crew operations based on pilot’s past training and operational experience.


Design systems to be error tolerant.


The hierarchy of design alternatives is:  simplicity, redundancy, and automation.


Apply automation as a tool to aid, not replace the pilot.


Address fundamental human strengths, limitations, and individual differences – for both normal and non-normal operations.


Use new technologies and functional capabilities only when:


They result in clear and distinct operational or efficiency advantages, and


There is no adverse effect to the human-machine interface.





Source: Federal Aviation Administration
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130 NM











Two R’s


In 1995, Columbia had two NDBs with an R identifier, both with the same frequency of 274 kHz.  According to  Aeronautical Radio Inc. 424/ICAO naming conventions, two waypoints in the same geographic area should not have the same name in the navigational database.  Thus, the Romeo NDB near Bogota could be accessed by entering its chart identifier, R, in the FMS SELECT DESIRED WPT page.  The Rozo NDB, however, could be accessed only by entering its full name, ROZO, in the SELECT DESIRED WPT page.





This requirement apparently was not known or taught in the American Airlines training.  Following the accident investigation, the airline sued the electronic database supplier.
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Runway 19 approach. "CLO D16.

etc. are distances from the Cali
(CLO) VOR. "MAP" is missed
approach point.

 RELIEF DATA \
; INCOMPRLETE

TIME 2141
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Continental Airlines CRM Training Responses

Source:  Aviation Week & Space Technology, July 26, 1999
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Training for the 757 was as adequate
as any training that | have had.
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Continental Airlines CRM Training Responses

Source:  Aviation Week & Space Technology, July 26, 1999
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Flight 965

Dec 20, 1995

		21:38 speed brakes extended

		21:39 “where we headed?” [did not know Tulua had been passed]

		21:40 heading select mode, dir CLO, starts right turn

		21:41 GPWD alarm, escape initiated, spoilers stay out, stick shaker activates







Aircraft flight path

estimated by Aviation Week &
Space Technology assuming
zero wind. Red line is VOR DME

Runway 19 approach. "CLO D16.

etc. are distances from the Cali
(CLO) VOR. "MAP" is missed
approach point.

 RELIEF DATA \
; INCOMPRLETE

TIME 2141
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Flight 965

Dec 20, 1995

		2141:28  impact

		12 miles east of course

		near summit of 12,000 ft mountain

		clear, moonless night

		crew never regained situational awareness







Aircraft flight path

estimated by Aviation Week &
Space Technology assuming
zero wind. Red line is VOR DME

Runway 19 approach. "CLO D16.

etc. are distances from the Cali
(CLO) VOR. "MAP" is missed
approach point.

 RELIEF DATA \
; INCOMPRLETE

TIME 2141
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Flight Modes

A/THR Modes

		TOGA

		FLX42

		CLB

		IDLE

		THR

		SPEED/MACH

		A.FLOOR

		TOGALK



Vertical Modes

		SRS

		CLB

		OPEN CLB

		OPEN DES

		EXPEDITE

		ALT

		V/S-FPA

		G/S-FINAL

		FLARE



Lateral Modes

		RWY

		NAV

		HDG/TRK

		LOC

		LOC/APP NAV

		LAND

		ROLL OUT
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Cockpit Automation Evolution


Basic Level


			Simple flight and navigation instruments not integrated


			Autopilot and flight director


			Orientation and monitoring performed solely by pilot with simple computer assistance


			Examples:  B727, DC9



















Cockpit Automation Evolution


Transition Level


			On board navigation system integrated with computer driven flight profile monitor


			Autopilot linked to navigational computer, able to fly coupled cat II ILS


			Vertical guidance allows more efficient flight profile


			Examples:  B737-300, A300, DC10



















Cockpit Automation Evolution


Glass 1 Level


			Fully automated flight system with multiple flat plate displays


			Navigation and flight profile programmable from take off roll to roll out, including autoland ILS cat IIIB


			Full EFIS (electronic flight instrument system) and FMS (flight management system)


			Examples:  A310, B737-400+



















Cockpit Automation Evolution


Glass 2 Level


			Glass I capabilities, plus complete systems automation


			EICAS (engine indication caution and alerting system)


			FADEC (full authority digital engine control)


			ECAM (electronic centralized aircraft monitor)


			Examples: A320, B757 -- 777
















Cockpit Automation Evolution


Basic Level


• Simple flight and navigation


instruments not integrated


• Autopilot and flight director


• Orientation and monitoring


performed solely by pilot with simple


computer assistance


• Examples:  B727, DC9


Cockpit Automation Evolution


Transition Level


• On board navigation system


integrated with computer driven


flight profile monitor


• Autopilot linked to navigational


computer, able to fly coupled cat II


ILS


• Vertical guidance allows more


efficient flight profile


• Examples:  B737-300, A300, DC10


Cockpit Automation Evolution


Glass 1 Level


• Fully automated flight system with


multiple flat plate displays


• Navigation and flight profile


programmable from take off roll to roll


out, including autoland ILS cat IIIB


• Full EFIS (electronic flight instrument


system) and FMS (flight management


system)


• Examples:  A310, B737-400+


Cockpit Automation Evolution


Glass 2 Level


• Glass I capabilities, plus complete


systems automation


• EICAS (engine indication caution and


alerting system)


• FADEC (full authority digital engine


control)


• ECAM (electronic centralized aircraft


monitor)


• Examples: A320, B757 -- 777
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Flight Management

System Interfaces

Source:  AOPA Pilot, June 2002, p. 103-105.







Figure 3

of the aircraft, providing the pilot with a
onstant fuel-and-time-remaining read-
ut. Alerts also can be sent when the
slanned reserves are being depleted. The
thrust management computer (also
called autothrottles or ATS) communi-
~atee with the fitel comniitere to nrovide

gation receivers. The most common are
VOR and GPS, but DME and ADF re-
ceivers are also commonly used. The
instrument landing system compo-
nents, which present localizer and
glideslope information, are available for
nrecicion annroaches at the destination.
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Glass 2 - Flight Management

System Components





Auto Pilot Radio Modules

Servos

Video

Data Link

| Engine and Aircraft
| Utility Systems








