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Cyber Security and V&V
• Cybersecurity Test Facility (CyTF)

• V&V Processes for testing threats in the FAA 
Threat Model
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Aviation Cybersecurity Environment

Threat includes a broad spectrum of vectors.  Mitigations are not tailored for the Air Domain.
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IT Enhancements Move NAS into a Higher 
Cybersecurity Risk Environment

Vulnerabilities can spread across 
internal and external partner 
boundaries 

Information sharing 
efficiencies increase the 
risk of cybersecurity 
vulnerabilities 

4



FAA Cybersecurity Test Facility (CyTF) 
Mission:  Provide cybersecurity 
Evaluation and research services 
to strengthen FAA information 
security in a Research and 
Development (R&D) environment.

Established  as a centralized agency asset utilized by all FAA 
domains providing a unified environment promoting the development 
of cybersecurity research and development , testing and training 
without impacting the operational networks.  

 Research & Development ( developing future concepts or requirements )
 Operations Support (test and prototyping solutions, organizational training )
 Programs and systems support and testing (validating security controls and solutions)
 Integrated Aviation Partner Research and Development
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FAA Cybersecurity Test Facility (CyTF)

CyTF Capabilities
• Product Evaluations

• Security Capability 
Prototyping

• Cyber Incident Training

• Cybersecurity Exercises

• Vulnerability Assessments

• Penetration Testing

• Evaluation of Enterprise 
Security Solutions
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• Penetration Testing
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NAS Enterprise Test Environment
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CyTF Physical Layout
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Threat Modeling is a structured approach for analyzing 
the security of an application to identify, quantify, and 
address the security risks associated with such 
application. 

• July 15, 2016: President Obama signed into law 
H.R.636, a 14-month extension of FAA authorization

• H.R.636 mandates a Cyber Threat Model (CyTM):
 Within 1 year, FAA must implement the 2015 GAO 

recommendation to assess and research the potential cost and 
timetable of developing and maintaining an agency-wide cyber 
threat model

FAA Cybersecurity Threat Model 
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FAA Cybersecurity Threat Model Framework 

FAA Catalog
Countermeasures 

and Costs

SP 800‐30 Risk 
Assessment
SP 800‐30 Risk 
Assessment

SP 800‐30 Risk 
Assessment

Compromised 
NFE/NFI

Embedded 
Exploits

Compromised 
MX960/IAP

Web 
Content

T000259 Malicious email content 2.7 x

T000040 File System Function Injection, Content Based 2.6 x

T000261 Malware attacks 2.6 x

T000019 Alternate Encoding combination 2.2 x

T000250 BGP route disruption 2.1 x x

T000015 Cross Site Request Forgery (Session Riding) 2.1 x

T000260 Phishing Attacks 2.1 x

T000014 Accessing, Intercepting, and Modifying HTTP Cookies 2.1 x

T000128 Malformed packet used to trigger DoS attack 2.0 x x (1.3)

T000253 BGP replay attack 2.0 x (1.4) x

T000098 URL Encoding 2.0 x

T000097 Restful Privilege Elevation 2.0 x

T000105 Cross Site Scripting 2.0 x

T000187 Ex‐filtration via external network 1.9 x

T000254 BGP peer session reset 1.7 x x

T000088 Modifying filename extensions to misclassify cont 1.7 x

T000255 BGP route flapping 1.6 x

T000024 Malicious Software Update 1.6 x

T000163 Implantation of counterfeit hardware components 1.6 x

T000258 VLAN Hopping 1.6 x

T000020 Xquery Injection 1.5 x

T000067 XML Ping of Death 1.4 x

T000169 Content Spoofing 1.3 x

T000046 SNMP agent DoS attack using malformed SNMP requests 1.3 x

T000076 HTTP Verb Tampering 1.3 x

T000252 Eavesdropping BGP routing data 1.1 x x

ID Attack Vector Name Score
Attack Paths

Susceptibility 
Matrix

Susceptibility 
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ID Attack Vector Name Score
Attack Paths

Susceptibility 
Matrix T000259 T000040 T000261 T000019 T000250 T000015 T000260 T000014 T000128 T000253 T000098 T000097 T000105 T000187 T000254 T000088 T000255 T000024 T000163 T000258 T000020

2.7 2.6 2.6 2.2 2.1 2.1 2.1 2.1 2.0 2.0 2.0 2.0 2.0 1.9 1.7 1.7 1.6 1.6 1.6 1.6 1.5

4 6 4 5 4 6 10 4 4 6 4 4 4 4 7 3 4 7 4 3 4

C000294 Use netflow to detect anomalous patterns Low 6 DM DH DM DM DM DM

C000087 Accept hyperlinks/attachments from trusted sources only Very Low 5 LM LH LM NM NM

C000220 Utilize best practice malware detection approaches Medium 5 LH DM DM LH DR,NM

C000235 Isolate network segments to limit exploitation of vulnerabilities Medium 5 LM LM LM LM LM

C000244 Restrict network traffic Low 5 LM LM LM LM LM

C000090 Validate input fields use of NULL, escape, backslash, meta, and control characters Medium 4 DH,NH DM,LM,NM,RL NM NM

C000121 Verify input sources Medium 4 DM,NM DM DM,NM DM

C000152 Conduct penetration testing Medium 4 DM DM DM DM

C000187 Configure COTS hardware/software to  disable known problems, vulnerabilities, and unused features Low 4 LM NM LM LL

C000194 Disable hyperlinks in email Very Low 4 NH LM NH LM

C000292 Conduct regular anti‐virus (AV) scans Medium 4 LH NM RM NM

C000051 Use digital signatures/checksums to authenticate source of changes Medium 3 NH NH DM,LM

C000075 Verify file contents before making file processing decisions Low 3 LH NM DM

C000083 Use cryptography that is sufficient strong Medium 3 NH NH NM

C000091 Apply blacklist and whitelist validation in combination Medium 3 NM NM NM

C000115 Limit user functional roles Medium 3 LM LM LM

C000117 Apply principle of least privilege Low 3 LH,NH LH,NH LH,NH

C000234 Design to log securely Low 3 DM DM,RL DM

C000296 Configure BGP peer authentication Low 3 LM LM LM

C000047 Encrypt session cookies Medium 2 NH NH

C000059 Enable use of the HTTP Referrer header field Low 2 DH LM

C000092 Apply parser‐based validation for structured data Low 2 DM NM

C000104 Conduct system‐wide data flow analysis Medium 2 DM NL

C000230 Monitor suspected components for malicious behavior Low 2 DM LL

C000254 Develop product pedigrees for critical system components Low 2 NL LM

C000298 Enable BGP graceful restart Low 2 LM LM

C000301 Drop malformed IP packets Low 2 LM LL

C000303 Verify Switch Configuration sets ports to access Very Low 2 NH NH

C000304 Verify Switch ports not configured for DTP as default Very Low 2 NH NH

C000025 Configure web servers to utilize strict parsing Low 1 NM

C000077 Perform xml parsing with minimal privileges Very Low 1 LM,NL

C000093 Merge data streams prior to validation Low 1 NM

C000118 Enforce default‐deny access policies Low 1 NM

C000146 Enable SSL TLS to protect sensitive web pages Medium 1 NH

C000172 Validate file type extension using content filtering Very Low 1 NM

C000257 Conduct assessment of suppliers prior to contract award Low 1 LL

C000302 Apply software patches in a timely manner Low 1 NM

Countermeasure (CM) Mitigation Effectiveness (by Attack Vector ID)
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Cyber attacks employ a wide variety of methods and seek to exploit any and all possible attack vectors
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V&V Processes to Testing threats in 
the FAA Threat Model

Preliminary 
Analysis

Test 
Preparation

Test 
Implementation

Test 
Reporting

• Test Objectives for service 
threats

• Type of Access to system(s)
• Types of threat actors
• Rules of test engagement

• Test Environment
• System resources needed
• Interface/connectivity 

testing
• Test plan/procedures

• Conduct test
• Provide test “Status” report

• Final test report
• Findings and 

recommendations

“Communication and timely collaboration 
with stakeholders is CRITICAL for the 
success of Threat Modeling testing”
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Threat Model scenario example
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Collaboration is Key

We need to continue to collaborate 
internally/externally to reduce FAA 

vulnerabilities and understand security 
risks accepted by our partner 

stakeholders
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