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Cybersecurity Risk Management 
(CyRM)

• Mission Statement - CyRM is an Agency effort to define and
create a capability to perform modelling of cyber-threats to the
FAA so that mitigations can be identified and prioritized.

• CyRM Team Function 1 – Perform cyber risk assessments to
establish the relationship between lower level systems and higher
level services and business functions.

• CyRM Team Function 2 - Develops automation tools which show
operations personnel how an emerging threat can affect FAA
essential functions.
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CyRM Team Function #1 - CyRM Assessments
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• Security at the FAA has traditionally been analyzed at a system level. The
most recent NIST and OMB guidance calls for adding approaches which also
measure the impact of security incidents on critical agency functions.

•This permits better prioritization of remediation efforts.

• CyRM has developed new methods for analyzing risk from component and
system events into higher level services and critical functions.

• CyRM Assessments begin with an Agency service and analyze the connections
between systems and agency functions.

• Services are drawn from the FAA Services Hierarchy (FAASH).

• CyRM is a Cybersecurity Steering Committee (CSC) effort and ANG, AFN
ASH and ATO are members.

• The CyRM processes and tools are intended to aid the Agency in increasing
the timeliness of the response a cybersecurity risks and this aid in the overall
FAA Cyber Hygiene effort.

10/20/2020

2020 FAA Cybersecurity Awareness Symposium



Federal Aviation
Administration

• Enterprise tool that provides the FAA Cybersecurity Steering
Committee and Operating Domains users (NAS, MS, R&D)
with strategic and tactical information necessary to make
data-driven risk management decisions.

• Provides an enterprise capability to predict the risk exposures
to cyber threats and enables efficient mitigation.

CyRM Team Function #2 - CyRM Automation Tools
ARCAT
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ARCAT Prototype Features

• Enterprise view of cyber threat and risk
to FAA mission

• Automation of CyRM risk assessment
process

• Cybersecurity Architecture Repository
• Enterprise cyber threat modeling

capabilities
• Insight for planning acquisition

improvements to FAA Cybersecurity

CyRM Team Function #2 - CyRM Automation Tools
ARCAT
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CyRM Team Function #2 - CyRM Automation Tools - CICAT
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CyRM Team Function #2 - CyRM Automation Tools - CICAT
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CyRM Team Function #2 - CyRM Automation Tools - CICAT
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CyRM Team Function #2 - CyRM Automation Tools - CICAT
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