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Explanation of Changes 

Version 9.0 keeps intact the content and basic framework of the LAANC system and how a 

LAANC USS will interact with the FAA. However, changes were made including issuing new 

rules and clarifying items. USSs are required to comply with all rule provisions contained in 

these Performance Rules. Therefore, due to the nature of the changes, all USSs should review 

this document carefully to ensure awareness and understanding of all provisions set forth.   

 

Functional Performance Rule changes between Versions 8.1.1 and 9.0 primarily relate to the 

following: 

• New subdivision scenario 

• Further Coordination disclaimer 

• Flexible invalidation timing 

• Authorization language update 

• Data retention update 

• Emergency Broadcasts 

• B4UFLY updates for FRIAs, Wilderness Areas, and Special Air Traffic Rules 

• Special Government Interest (SGI) Authorization Requests 

• Replaced rules for Stadiums with rules for Stadium Event Automated Monitoring System 

(SEAMS) 

 

To assist existing USSs and potential applicants, the cross-reference table below shows what 

rules have been changed, adjusted, issued, or removed since the last version of these rules. The 

following chart is not meant to be dispositive. The LAANC USS Performance Rules v9.0 takes 

precedence to the extent there are any discrepancies between the chart below and the enumerated 

rules.  

 

Previous Rule 

Number or 

Section 

New Rule 

Number or 

Section 

Change Summary 

Table 1  

New column to indicate the maximum allowable 

time between USS data refresh of the indicated 

Information Type 

3.2.2f  
Replaced Stadium requirement with SEAMS 

requirement 

3.2.2k, 5.2.1e  Removed 

3.2.2l 3.2.2k Renumbered 

3.2.2m 3.2.2l Renumbered 

3.3.3  Add fifth bullet and image 

 3.4b New Rule for Further Coordination Awareness 

3.4.4  Removed paragraph 
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Previous Rule 

Number or 

Section 

New Rule 

Number or 

Section 

Change Summary 

3.4.4a  Removed 

3.4.4b 3.4.4a Renumbered, modified wording 

3.4.4c 3.4.4b Renumbered 

3.4.5  
Revised language referencing TFR and SUA 

processing 

3.4.5h  Revised Notes 

3.4.5j, 5.3i  Modified stadium language 

3.4.5k  Add Operations within the DC SFRA 

 3.4.11b New rule for Invalidation Process 

3.4.11b 3.4.11c Renumbered and modified 

3.4.11c 3.4.11d Renumbered 

3.4.11d 3.4.11e Renumbered 

3.4.11e 3.4.11f Renumbered 

3.5a, 3.6a  Modified certificate language 

3.9.1a  Changed one minute to one second 

3.9.2a  Changed one minute to one second 

3.9.3a  Changed one minute to one second 

3.9.4a  Changed one minute to one second 

 3.9.5f New Rule for Data Retention 

 3.12 New section for Emergency Messages 

Table 3  

New column to indicate the maximum allowable 

time between USS data refresh of the indicated 

Information Type 

4.1  Removed “Types” 

4.2c  Added requested artifacts  

4.4f  Removed “Types” 

 4.4i New Rule 

5.1e – 5.1k  Renumbered 

 5.1j New Rule 

 
5.2.1e, 5.2.1f, 

5.2.1g, 5.2.1h  
Add New Datasets 

5.2.1f 5.2.1i Renumbered 

Section 5.3  Modified paragraph 

5.3a  Modified Rule 
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Previous Rule 

Number or 

Section 

New Rule 

Number or 

Section 

Change Summary 

5.3b  Modified Rule 

 5.3d New Rule for Active Sporting Event TFRs 

5.3d-f 5.3e-g Renumbered 

 5.3h New Rule for Scheduled Sporting Event TFRs 

5.3i 5.3d, 5.3h Stadiums restriction replaced by SEAMS  

5.3l, 5.3m, 5.3n, 

5.3o, 5.3p 
 Add New Rule 

5.3g-5.3aa 5.3i-ab Renumbered 

 Section 6 New section for SGI Authorizations 

Figures 3-12 Figures 4-13 Renumbered to one greater number 

Attachment C  Added Termination Information section 

Attachment D  Added language to Attachment D 

Attachment E  Modified Rule 2, Rule 3, and Rule 5 

Attachment G  Modified certificate language 

Attachment G 

Rule 3.9.5c 
 Clarified who provides SDSP tester accounts to FAA 

Attachment K Attachment B 
Table of definitions moved to support States and 

Transitions attachment 
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1 Introduction 

1.1 Background 

The FAA’s challenge is to foster equitable airspace access while ensuring that critical Air Traffic 

technical and safety requirements are met for operations in the National Airspace System (NAS). 

In addition, the FAA seeks to foster an environment for an array of service providers’ utilization 

of Unmanned Aircraft Systems (UAS). With the fast pace of small UAS (sUAS) operators 

entering the market, automation is critical to support the growing demand and to ensure safe and 

efficient NAS operations.  

 

The FAA, in collaboration with industry partners, developed Low Altitude Authorization and 

Notification Capability (LAANC) to provide sUAS operators with an automated, streamlined, 

and efficient solution to receive airspace authorizations from Air Traffic. Previous to LAANC, 

authorization requests were processed manually, often taking days or weeks to provide 

approvals. LAANC now provides near real-time processing of airspace authorizations including 

automatic approval of requests that are below approved altitudes in controlled airspace. LAANC 

uses a data exchange framework with UAS Service Suppliers (USSs) to provide quick access to 

controlled airspace for sUAS operators. This quick access for sUAS operators encourages 

regulatory compliance through ease of use. From an Air Traffic perspective, the integration of 

LAANC provides Air Traffic Managers with relevant situational airspace information, 

promoting safe and efficient flight services of sUAS in the NAS. 

1.2 Purpose  

This document identifies Performance Rules for non-government organizations that participate in 

the LAANC Program as USSs. USSs enter into an agreement with the FAA to act as an 

intermediary between sUAS operators (e.g., remote pilots) and the FAA’s LAANC system 

interface. The FAA provides the ability to incorporate LAANC access into USS service 

offerings, and USSs provide operator access and validation of operational submissions 

concerning authorization. LAANC supports innovative USS operation concepts for individual 

operators and understands other services beyond LAANC might be offered. These Performance 

Rules are directed at the provision and management of sUAS operators’ airspace authorization 

requests to Air Traffic.  

 

Other aspects of LAANC, such as the technical details of the interface between USSs and the 

FAA and the design of FAA LAANC systems, are not discussed herein. 

1.3 Scope  

The scope of this document encompasses current LAANC capabilities, including:  

• support for automatically approved authorizations using altitude maps, known as UAS 

Facility Maps (UASFM), established by the FAA around airports,  
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• mechanism for “Further Coordination (FC)*” of 14 CFR Part 107 (“Part 107”) 

authorizations that cannot be approved automatically,  

• management of which facilities are available via LAANC and their associated airspace 

boundaries,  

• providing sUAS information to Air Traffic personnel, and  

• operations and maintenance functions (e.g., status and metrics, outages, etc.), 

• exchange of LAANC Data with Supplemental Data Service Providers (SDSPs), and 

• rules regarding the airspace awareness tool, B4UFLY. 

 

Applications for waiver under 14 CFR Part 107, including waivers to permit multiple sUAS with 

a single controller (swarms), are not currently supported by LAANC.  

 

The term, “Operator,” is used throughout the LAANC USS Performance Rules. Operator refers 

to the individual who is responsible for the sUAS flight. Under 14 CFR Part 107, the remote 

pilot in command is the person responsible for the flight. To avoid duplicative rules that only 

differ between referring to the remote pilot in command [under 14 CFR Part 107] and operator 

[under 49 U.S.C. § 44809], the single term operator is used throughout the LAANC USS 

Performance Rules to refer to the individual who bears responsibility for the UAS flight. 

Exceptions to this convention may be made in cases where there is a direct link to regulatory 

language. 

 
*“Further Coordination” are those operations where the operator requests to fly at an altitude that is above the 

prescribed set limit of the UASFM, but still no higher than 400 feet. For example, if an operator wants to fly up to 

250 feet and the prescribed limit is 200 feet, a “Further Coordination” request can be made and sent to Air Traffic 

for manual approval or denial. Further coordination is only available to 14 CFR Part 107 operations. 
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2 Referenced Sources 

FAA ATO, Low Altitude Authorization and Notification Capability (LAANC) Concept of 

Operations, current version. 

 

FAA ATO, USS-FAA LAANC API Specification, current version. 

 

FAA Form 7711-1, UAS COA. 

 

14 CFR Part 107, Small Unmanned Aircraft Systems. 

 

14 CFR Part 99.7, Special Security Instructions. 

 

14 CFR Part 1, Definitions and Abbreviations. 

 

Advisory Circular (AC) 00-45, Aviation Weather Services, current version. 

 

Advisory Circular (AC) 91-57, Exception for Limited Recreational 

Operations of Unmanned Aircraft, current version. 

 

49 U.S.C. § 44809 (Sec. 349, FAA Reauthorization Act of 2018 (P.L. 115-254)), Exception for 

limited recreational operations of unmanned aircraft, current version. 
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3 LAANC USS Performance Rules 

This section documents the Performance Rules that each USS is required to follow. The rules 

identified here minimally define expectations for USSs. Further processes, features, and 

capabilities are up to each USS to determine as they develop their unique service offerings. Rules 

are identified in brackets with a letter appended to the document section number (in bold text), 

for example, [1.2.3a], [1.2.3b], etc.; the Rule identification numbers are prepended to the 

sentence of each respective Rule statement. Restatements and clarifications of rules are not given 

a new identifier. 

 

There are several types of sUAS operation requests that USSs may process as a LAANC 

provider. It is essential that USSs accurately understand what operations comply (without a 

waiver) with statutory and regulatory requirements, including: operation type, time of day, 

location, and maximum altitude. Potential sUAS operations handled by USSs fall into two 

categories: 

(1) Require authorization, but can be automatically approved (e.g., based on UAS Facility 

Maps – UASFMs), or  

(2) require authorization through Further Coordination. 

The Performance Rules defined here are designed around corresponding LAANC operation 

types. 

3.1 Operator Access to LAANC 

[3.1a] The USS must manage sUAS authorizations as a service to operators. [3.1b] The USS 

must manage users using individual accounts (requiring a login) and reasonably secure 

identification mechanisms (e.g., usernames/passwords, biometric, etc.).  

 

LAANC is designed for the operator to be the one logging into the USS application, submitting 

authorization requests, and managing all authorization requests. It is recognized, however, that 

some entities may have an individual [who is not the operator] responsible for logging into the 

USS application and who is both submitting and managing authorization requests. Regardless of 

how an authorization request is submitted and managed, note that: 

(a) All authorization data must be correct on submission, including operator name and 

operator phone number for contact during the flight, and 

(b) The operator may be contacted through automated means (e.g., email, etc.) with changes 

such as rescinded authorizations. 

 

[3.1c] The USS must make the following statement available to users in a manner appropriate to 

its application designs: “[USS Name] is a provider of UAS services within the FAA’s Low-

Altitude Authorization and Notification Capability (LAANC). LAANC may be used to satisfy 

compliance with Air Traffic authorization. Information provided here is based on real-time and 

available projected information on airspace status and airport-specific maps, and that information 

is subject to change. Planning tools should be checked prior to flight for any changes that could 

impact the operation.” 
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[3.1d] The USS must provide the operators with the hyperlink to the FAA Privacy Statement 

notifying them that the FAA has issued a Privacy Statement regarding information collected 

within LAANC. The Privacy Statement is located at: 

https://www.faa.gov/uas/programs_partnerships/data_exchange/privacy_statement. 

3.2 USS Access to FAA Systems and Information 

3.2.1 API-Based Interface Between USS and FAA 

LAANC incorporates an FAA system and USS system portions, linked by an Application 

Programming Interface (API). [3.2.1a] The USS must conform to the USS-FAA LAANC API 

Specification version in effect. This includes details on connecting to the FAA’s LAANC system 

via the Internet. The FAA provides the USS-FAA LAANC API Specification to USSs as part of 

the LAANC onboarding process. Attachment A– USS-FAA High-Level Exchange Model 

provides an overview of the major data items transferred over the APIs. USS-FAA information 

transmission is bidirectional and secure. As part of USS-FAA LAANC API Specification 

compliance, the USS must implement and maintain the interface capabilities defined by the USS-

FAA LAANC API Specification, including the ability to receive secure real-time messages from 

the FAA. 

3.2.2 Required Authoritative Sources of LAANC Geospatial Information 

To ensure operators have the most complete and current information possible, the USS must use 

the listed source for each geospatial item below. Note that each row is an enumerated rule. 

Table 1: Required Sources for Certain LAANC Information Types 

Rule Information Type 
Authoritative Source 

(Permanent Link) 

Refresh 

Time 

(Max)† 

[3.2.2a] 
UAS Facility Map 

(UASFM) Data 

https://udds-

faa.opendata.arcgis.com/datasets/faa-uas-

facilitymap-data/explore 

24 

Hours 

[3.2.2b] 

Full-Time National 

Security UAS Flight 

Restrictions 

(NSUFRs) 

https://udds-faa.opendata.arcgis.com/datasets/ 

0270b9d8a5d34217856cc03aaf833309_0 

24 

Hours 

[3.2.2c] Part-Time NSUFRs 
https://udds-faa.opendata.arcgis.com/datasets/ 

3a4a808aec634e4e8e4b0ee0d5366da6_0  

24 

Hours 

[3.2.2d] Class Airspace 

https://adds-

faa.opendata.arcgis.com/datasets/c6a62360338e

408cb1512366ad61559e_0/explore 

24 

Hours 

[3.2.2e] Airports 
https://adds-faa.opendata.arcgis.com/datasets/ 

e747ab91a11045e8b3f8a3efd093d3b5_0 

24 

Hours 

 
† This field indicates the maximum allowable time between USS data refresh of the indicated Information Type. 

https://www.faa.gov/uas/programs_partnerships/data_exchange/privacy_statement
https://udds-faa.opendata.arcgis.com/datasets/faa-uas-facilitymap-data/explore
https://udds-faa.opendata.arcgis.com/datasets/faa-uas-facilitymap-data/explore
https://udds-faa.opendata.arcgis.com/datasets/faa-uas-facilitymap-data/explore
https://udds-faa.opendata.arcgis.com/datasets/0270b9d8a5d34217856cc03aaf833309_0
https://udds-faa.opendata.arcgis.com/datasets/0270b9d8a5d34217856cc03aaf833309_0
https://udds-faa.opendata.arcgis.com/datasets/3a4a808aec634e4e8e4b0ee0d5366da6_0
https://udds-faa.opendata.arcgis.com/datasets/3a4a808aec634e4e8e4b0ee0d5366da6_0
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore
https://adds-faa.opendata.arcgis.com/datasets/e747ab91a11045e8b3f8a3efd093d3b5_0
https://adds-faa.opendata.arcgis.com/datasets/e747ab91a11045e8b3f8a3efd093d3b5_0
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Rule Information Type 
Authoritative Source 

(Permanent Link) 

Refresh 

Time 

(Max)† 

[3.2.2f] 

Stadium Event 

Automated 

Monitoring System 

(SEAMS) 

https://services1.arcgis.com/n4Ot9Qz0t5espY4s

/arcgis/rest/services/SEAMS_Production_View/

FeatureServer 

5 

Minutes 

 

[3.2.2g] 

Washington D.C. 

Flight-Restricted 

Zone (FRZ) 

https://adds-faa.opendata.arcgis.com/datasets/ 

67885972e4e940b2aa6d74024901c561_0 

24 

Hours 

[3.2.2h] 
U.S. Special Use 

Airspace (SUA) 

https://adds-faa.opendata.arcgis.com/datasets/ 

dd0d1b726e504137ab3c41b21835d05b_0 

24 

Hours 

[3.2.2i] Airspace Schedule 
https://adds-faa.opendata.arcgis.com/datasets/ 

811863566da44acf91cb42f82ad0ac99_0 

24 

Hours 

[3.2.2j] 

Temporary Flight 

Restrictions (TFRs) 

 

[see 3.4.4 for TFR 

Rules] 

https://tfr.faa.gov 

https://api.faa.gov/ 

https://external-api.faa.gov/notamapi/v1/ 

https://notams.aim.faa.gov/notamSearch 

FAA Flight Service 

15 

Minutes 

 

[3.2.2k] The USS must acquire the data directly from the authoritative source. USSs may not get 

this data via an intermediary. 

 

Note: The FAA recommends using the GeoJSON publications available from ArcGIS Online. 

Other formats are available, such as shapefiles, spreadsheets, KML, and a real-time Feature 

Service – however, these formats and protocols are not as stable and well-structured as the 

GeoJSON publication.  

 

From the webpages at the permanent links listed in Table 1 above, USSs can find links to 

download formats and protocols. USSs are  required to  ensure the data retrieved from sources in 

Table 1 are not older than the max refresh time specified for each dataset. The USS may 

download datasets more frequently than the specified maximum refresh time. . As part of the 

USS checks for data currency, below is a method for determining the version (date/timestamp) of 

the dataset. If the date/timestamp has not changed since the last download, USSs are not required 

to download the dataset for a full check. [3.2.2l] If the full dataset is not downloaded in its 

entirety, the USS must utilize a reasonable algorithm to verify the currency of their datasets. The 

following method is an example for checking currency of datasets acquired from ArcGIS: 

1. Go to the permanent link. 

Example – Class Airspace: 

https://adds-

faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore 

 

 

https://services1.arcgis.com/n4Ot9Qz0t5espY4s/arcgis/rest/services/SEAMS_Production_View/FeatureServer
https://services1.arcgis.com/n4Ot9Qz0t5espY4s/arcgis/rest/services/SEAMS_Production_View/FeatureServer
https://services1.arcgis.com/n4Ot9Qz0t5espY4s/arcgis/rest/services/SEAMS_Production_View/FeatureServer
https://adds-faa.opendata.arcgis.com/datasets/67885972e4e940b2aa6d74024901c561_0
https://adds-faa.opendata.arcgis.com/datasets/67885972e4e940b2aa6d74024901c561_0
https://adds-faa.opendata.arcgis.com/datasets/dd0d1b726e504137ab3c41b21835d05b_0
https://adds-faa.opendata.arcgis.com/datasets/dd0d1b726e504137ab3c41b21835d05b_0
https://adds-faa.opendata.arcgis.com/datasets/811863566da44acf91cb42f82ad0ac99_0
https://adds-faa.opendata.arcgis.com/datasets/811863566da44acf91cb42f82ad0ac99_0
https://tfr.faa.gov/tfr2/list.html
https://api.faa.gov/
https://external-api.faa.gov/notamapi/v1/
https://external-api.faa.gov/notamapi/v1/
https://notams.aim.faa.gov/notamSearch
https://www.1800wxbrief.com/Website/home#!/
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0/explore
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2. Go to the “Data Source” link, specifying the JSON version. 

Example (note “?f=pjson” at the end): 

https://services6.arcgis.com/ssFJjBXIUyZDrSYZ/arcgis/rest/services/Class_Airspace/F

eatureServer/0?f=pjson 

3. Extract the “lastEditDate” from the “editingInfo” attribute. 

Example: 

“editingInfo”: {“lastEditDate”: 1570714332975} 

4. (Optional) Convert the date/timestamp from epoch milliseconds format to UTC. 

Example:  

1570714332975 = October 10, 2019. 13:32:12.975 

 

To avoid the potential USS/LAANC-AP dataset record mismatch and potential submission 

rejections, consider implementing automated mechanisms to ensure a complete dataset record 

download. For example: 

• Query the feature service to retrieve the number of records in the dataset. 

• Once the dataset retrieval is completed, compare the number of records initially retrieved 

to the actual number of records. 

3.3 UAS Facility Maps (UASFMs) 

UASFMs play a vital role in the LAANC concept of operations. UASFMs identify threshold 

altitudes at, or below which Air Traffic has decided operations can be automatically authorized 

(provided the operations comply with all other legal provisions). This means that the FAA can 

authorize operations within the UASFMs automatically, requiring far less time and human effort 

than manually processed authorizations.  

 

Note: UASFMs are a shared resource within the FAA and not used for LAANC alone. Other 

FAA processes, such as non-LAANC authorization and waiver request management, also use 

UASFMs.  

3.3.1 UASFM Changes 

[3.3.1a] The USS must apply the appropriate UASFM(s) to each operation. Basemap data 

includes the definition of UASFM grid cells. UASFM values (such as altitude limits and flags) 

may change on a daily timeframe, especially to expedite map corrections or time-sensitive 

adjustments.  

3.3.2 UASFM and Airspace Boundaries 

UASFM grid cell boundaries are rectangular, and airspace boundaries are generally curved. If a 

UASFM extends beyond a controlled airspace boundary, the airspace boundary has precedence. 

For example, in the area outside a controlled airspace boundary but covered by a UASFM grid, 

the UASFM threshold does not apply. 

 

https://services6.arcgis.com/ssFJjBXIUyZDrSYZ/arcgis/rest/services/Class_Airspace/FeatureServer/0?f=pjson
https://services6.arcgis.com/ssFJjBXIUyZDrSYZ/arcgis/rest/services/Class_Airspace/FeatureServer/0?f=pjson
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In graphically presenting limits to operators, USSs are encouraged to round off or clip UASFMs 

to match airspace boundaries where this accurately represents the precedence described above. 

USSs may also aggregate adjacent grids having the same altitude threshold and/or annotate grids 

(for example, with authorizing facility association) as deemed effective in their graphical 

interface designs.  

3.3.3 Subdividing Operations 

In some cases, USSs and/or operators may wish to or need to subdivide a single operational 

volume geographically or temporally in controlled airspace into two or more operational 

volumes for submission to LAANC. Valid reasons to subdivide a single operational volume in 

controlled airspace are as follows: 

1. Crossing controlled airspace boundaries. 

• For more information, see Section 3.3.4 and Figure 5. 

 

2. Part of the operation can be auto-approved and part must be a Further 

Coordination request. 

 

Figure 1: Further Coordination Subdivision 

 

3. Operation falls within grids with different maximum altitudes, and the operator 

wants to request authorization for different altitudes within each grid.  
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Figure 2: Different Maximum Altitude Subdivision 

Note: Adjacent UASFM grid cells may have different thresholds and operators may wish to take 

advantage of this by planning to fly to a higher threshold in one grid than the other. Currently in 

LAANC, each authorization can only have a single boundary with a single maximum altitude. 

Planned operations of this type with multiple maximum altitudes must be submitted as two (or 

more, as necessary) adjacent authorizations. 

 

4. Operation starts and/or ends at a time when the airspace is controlled, but there is 

time between the start and end of the operation when the airspace is uncontrolled. 

For more information, see Section 3.3.5. 

5. Operation is within grids containing overlapping airspaces where a portion of the 

operation falls within only one airspace and another portion with multiple airspaces 

(see Figure 3). 

  

Figure 3: Overlapping Airspaces 

 

[3.3.3a] The USS must subdivide a single operational volume in controlled airspace into multiple 

authorization submissions only for the enumerated reasons listed above. For example, the USS 

may not submit separate adjacent authorizations at the same maximum altitude just because they 

fall within different UASFM grids (see Figure 4).  
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Figure 4: Non-divided Operations 

Additionally, operations that are geometrically non-contiguous within a single airspace that 

result in more than 1 polygon should not be subdivided and should be submitted as separate 

operations. 

 

Where operational subdivisions coincide with UASFM grid or airspace boundaries, geometric 

uncertainties can arise. [3.3.3b] USSs must use a tolerance to fall cleanly on one side or the other 

of the relevant boundary and this tolerance must not exceed 10 feet. 

3.3.4 Operations that Cross FAA Controlled Airspace Boundaries 

FAA authorization boundaries for the purposes of LAANC are expressed by the controlled 

airspace boundaries. UASFM grids also identify the authorizing facility associated with each 

maximum auto-approval altitude. All airports that are participating in LAANC have UASFM 

grids for which they are listed as the LAANC Air Traffic authority. As the grids are geodetically 

rectangular, some grids cross boundaries and list two (or more) authorities. 

 

[3.3.4a] USSs must subdivide operations as necessary so that each authorization has a single 

authority. This is critical for Air Traffic since a single operation may need authorizations from 

different facilities. [3.3.4b] Additionally, if any subdivision of the operation falls outside of 

controlled airspace, the USS must not submit that portion of the operation to the FAA. (The FAA 

is prohibited from collecting information through LAANC concerning operations in uncontrolled 

airspace.)  

 

For example, if a proposed operation crosses the airspace boundary between Airport A and 

Airport B and crosses into uncontrolled airspace, the USS must subdivide the operation along 

the airspace boundary and make separate LAANC submissions, to each authority, without 

transmitting any uncontrolled airspace, as shown in Figure 5. 
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Figure 5: Example Operation Crossing Authorization Boundaries 

In this example, the desired operation (whole circle) needs to be subdivided into three regions, 

including the two different airspace authorities defined by the surface airspace boundaries and 

the Class G (uncontrolled) region, which does not require an authorization.  

 

Additionally, airspace can go from controlled to uncontrolled based on time as defined in the 

airspace schedule. For example, if an airspace is controlled from 0600-2200, the airspace is 

Class G (uncontrolled) from 2200-0600 and does not require authorization. If an operation is 

created from 2000-0800 in this airspace, authorizations are required for 2000-2200 and from 

0600-0800. This operation would require 2 authorizations for the times during which the 

airspace is controlled. 

 

[3.3.4c] If an airspace identifies an authority that does not correlate to UASFM grids covering 

the operation, the USS must not submit that portion of the operation to LAANC and clearly 

indicate to the operator that information on that portion of the flight will not be submitted to the 

FAA. Section 3.4.3 describes the method for determining the correct airspace volume. [3.3.4d] 

The USS must not make LAANC submissions to facilities/airspace authorities that do not have a 

UASFM covering the operation in question. 

3.3.5 Operations Starting/Ending with Controlled Airspace Schedules 

[3.3.5a] The USS must subdivide the operation temporally when an operation starts and/or ends 

at a time that the airspace is controlled, but there is time between the start and end of the 

operation when the airspace is uncontrolled. 

 

Note: Subdividing temporally will only occur at facilities that fluctuate between controlled and 

uncontrolled airspace according to the airspace schedule. 

3.3.6 UASFM Data Flags Indicating Enabled LAANC Operations 

Data associated with each UASFM grid includes a “LAANC Ready” flag corresponding to each 

facility touched by that grid. LAANC Ready flags are either “true” or “false”. A “true” flag 

means that LAANC is active (accepting authorization submissions) for the associated UASFM 

No Auth Needed
(Surface Class G)

Submit to MRI

Submit to LHD A

B
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grid and facility. A “false” flag means that LAANC is not active and cannot accept authorization 

submissions for the associated UASFM grid and facility. [3.3.6a] The USS must not submit any 

operations to a given facility that includes a grid with a LAANC Ready flag of “false” for that 

facility. Furthermore, the USS must advise when a LAANC Grid is disabled and direct users 

with a message to DroneZone. 

 

Data associated with each UASFM grid also includes an “Enabled” text field, which contains a 

set of enumerators. An “Enabled” enumerated string indicates the types of authorizations enabled 

in LAANC for a given facility with airspace touched by that grid. The following values are 

currently defined: 

“107-AA” = Part 107 authorizations approved automatically 

“107-FC” = Part 107 authorizations processed through Further Coordination 

“44809-AA” = § 44809 authorizations approved automatically 

“44809-FC” = § 44809 authorizations processed through Further Coordination 

Note: “44809-FC” is defined but is currently not available anywhere through LAANC. 

 

Note: The current nominal value for the “Enabled” field is “107-AA,107-FC,44809-AA”. Other 

enumerated values may be defined in the future. 

 

[3.3.6b] The USS must only submit an operation to a given facility if the “Enabled” field 

indicates that the operation type is available for that facility through LAANC. For example, an 

“Enabled” string of “107-AA,44809-AA” indicates that the given facility is accepting the 

common automatic authorization types but (by omission) is not accepting Further Coordination 

submissions. In this example, USSs should not make any Further Coordination submissions to 

that facility in that grid. 

3.4 Air Traffic Authorizations: General Provisions 

Controlled airspace boundaries (Classes B, C, D, and areas within the lateral boundaries of the 

surface area of Class E airspace designated for an airport‡) are a determining factor in 

authorization requirements. To be eligible for automatic approval, the planned operation must 

fall entirely at or below UASFM maximum altitudes. Planned operations between set UASFM 

maximum altitudes and 400’ are eligible for Further Coordination. [3.4a] The USS must clearly 

advise the operator if a planned operation is eligible for automatic authorization or if a planned 

operation is eligible for Further Coordination. [3.4b] If the operation is eligible for Further 

Coordination but the USS does not offer Further Coordination, the USS must clearly indicate to 

the user that Further Coordination is available for this operation through other USSs and link to 

the list of LAANC providers at https://www.faa.gov/uas/getting_started/laanc [hyperlink to 

https://www.faa.gov/uas/getting_started/laanc]. 

3.4.1 Automatic Approved Authorizations 

LAANC processes automatically approved authorizations at participating facilities and for 

certain classes of sUAS operations. [3.4.1a] The auto-approved authorization process must not 

 
‡ Separately from LAANC, the FAA ATO has determined that the only subtype of Class E that applies to UAS 

authorizations is Class E2. 

https://www.faa.gov/uas/getting_started/laanc
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be considered complete until a confirming digital response is received from the FAA as 

described in the USS-FAA LAANC API Specification. 

 

USSs may submit auto-approved authorizations up to the start time of the operation. [3.4.1b] The 

USS must not make submissions more than 90 days in advance of the planned start of the 

operation. Note that the FAA prefers those submissions be made with as much lead time as 

practical. 

3.4.2 Further Coordination Authorizations 

LAANC processes Further Coordination authorizations at participating facilities and for certain 

classes of sUAS operations. [3.4.2a] A Further Coordination request must not be considered 

approved or denied until a definitive response has been received from the FAA as described in 

the USS-FAA LAANC API Specification. 

 

Note: Further Coordination requests may contain a short description of the operator’s 

intentions, known as a safety justification, which may aid the FAA in its response. The safety 

justification field is required, but submitting a blank field is acceptable. 

 

[3.4.2b] Further Coordination requests must be submitted no later than 72 hours prior to the start 

time of the requested authorization. [3.4.2c] Furthermore, the USS must automatically cancel any 

pending requests for Further Coordination 3 hours before the proposed start time if the FAA has 

not approved or denied the request. Cancellation must be indicated by the corresponding 

message to the FAA. 

 

Note: Unlike other cancellations, this automatic request cancellation is initiated by the USS, 

rather than the operator. 

 

[3.4.2d] The USS must not make submissions more than 90 days in advance. Note that the FAA 

prefers those submissions be made with as much lead time as practical. 

 

[3.4.2e] The USS must inform operators that Further Coordination is a manual process with 

commensurate timelines. The FAA’s goal is to respond to Further Coordination requests in less 

than 30 days, but it may take up to 90 days to either approve or deny and, in some cases, requests 

may expire without resolution. [3.4.2f] After submission, the USS must inform the operator that 

the request is “pending” and discourage following up with Air Traffic by phone as this may 

result in the request being denied by FAA. 

 

[3.4.2g] If a Further Coordination request is denied, the USS must advise the operator not to 

submit an operation with the same input parameters as the one that was denied. The USS may 

suggest that the operator submit the operation to FAA DroneZone in an effort to create an 

operation that can be approved. 

 

The following is a suggested message to the Operator: 

“[Name of operator], the request for Further Coordination was denied by the controlling 

facility. The operation was denied for reasons that may include any of the following: altitude, 

date, time, or duration of the requested operation. Re-submitting the same request through 
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LAANC will result in a denial. To continue pursuit of an authorization for the operation, 

consider altering part, or all, of the request and re-submitting either through LAANC or through 

FAA DroneZone. Re-submission through LAANC and/or FAA DroneZone does not guarantee the 

operation request will be approved.” 

 

The controlling facility may, at their discretion, provide a reason for denying a Further 

Coordination request from the following list: 

• Altitude – Resubmit 50’ Lower (default selection) 

• Altitude – Resubmit 100’ Lower 

• Altitude – Resubmit 150’ Lower 

• Altitude – Resubmit 200’ Lower 

• Altitude – Resubmit 250’ Lower 

• Altitude – Resubmit 300’ Lower 

• Altitude – Resubmit 350’ Lower 

• Location 

• Time of Day 

• Duplicate Request 

• Re-Submit via DroneZone – Mitigations Needed to Approve 

• No Sufficient Mitigations Available 

 

[3.4.2h] If a Further Coordination request is denied and the controlling facility provides a 

specific reason for the denial, the USS must include the specified reason in the message to the 

Operator.  

3.4.3 LAANC Airspace Transition and Facility Determination 

Certain airspace volumes located around airports change class depending on time of day, month 

of the year, etc. The important transitions for LAANC are when airspaces switch from controlled 

too uncontrolled or vice versa. These transitions generally occur when the control tower at the 

airport is a part-time tower and the associated airspace transitions to Class G (uncontrolled) when 

the tower is closed. The airspace schedule data source (see Section 3.2.2) indicates 

controlled/uncontrolled transitions. [3.4.3a] The USS must apply the published airspace schedule 

for each operation. The airspace schedule defines the start time and end time for which the 

airspace volume is active (controlled). If the airspace volume is not active, the airspace is Class 

G (uncontrolled) and thereby authorizations are not required. If no corresponding airspace 

schedule is found for a given airspace volume, that volume is assumed to be active at all times. 

 

[3.4.3b] The USS must determine the correct facility to which to submit authorization-related 

messages. The correct algorithm for doing this is described by the enumerated steps below. USSs 

may implement these steps or an equivalent, alternative process that produces the same result. 

This algorithm is to be used for the Facility Determination for all authorization-related messages.  

1. At any given point of operation, find the encompassing surface-level controlled airspace 

volume (using the Class Airspace and Airspace Schedule source datasets identified in 

Section 3.2.2). If more than one active airspace volume is found, use the highest class 

(for example, Class B supersedes Class C) and disregard lower class(es).  
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2. Read the “ADHP_ID” property of the identified airspace volume and use it as an index 

into the Airports dataset (see Section 3.2.2), matching the “GLOBAL_ID” property. 

3. The corresponding Airports source dataset entry has “IDENT” and “ICAO_ID” fields 

that identify the facility to which LAANC authorizations may potentially be sent (see 

Figure 6 below). 

4. The point of operation must also be within a UASFM grid that identifies the same 

Airports from Step 3 (possibly among several) with the LAANC Ready Flag§ set to true. 

If a matching LAANC-ready facility is not found in the UASFM data, the authorization 

cannot be provided via LAANC. 

 

 

Figure 6: Example Determination of Submission Facility 

Note: The airspace volume also has facility identifier fields, but these do not always match the 

correct submission facility – for example, in Figure 6, the airspace identifies IAH (which is 

incorrect). Use the algorithm provided above. 

 
§ The LAANC Ready Flag in conjunction with the Enabled text will determine if the operation is eligible for 

authorization for the facility. 

1

2

3
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3.4.4 Temporary Flight Restrictions (TFRs) 

TFRs convey critical airspace information to aviation stakeholders, including sUAS operators. It 

is the responsibility of USS to deliver this safety information to LAANC users and inform them 

of potential restrictions. These Performance Rules offer several ways for USSs to address these 

concerns. 

 

[3.4.4a] TFRs that begin above 400 ft AGL or other restrictions, such as speeds that would 

exceed regularly expected drone operations, may be excluded from being processed and 

displayed if the USS chooses to do so. All TFRs that are not exempt from display based on the 

above-mentioned criteria must be obtained from an FAA approved source and displayed by the 

USS as an additional map layer within their applications for operator use and awareness. For 

each TFR being displayed within the application, the USSs must provide a hyperlink to that 

specific TFR from accepted FAA sources of information (See Table 1). [3.4.4b] The USS must 

provide the following disclaimer to operators regarding the completion and accuracy of TFR data 

and inform operators to manually check and ensure their operations do not interfere with any 

active TFRs or other flight restrictions. 

 

“[USS Name] cannot ensure the completion or accuracy of all displayed TFR data. Remote pilots 

are responsible for checking the airspace they are operating in per Part 107.49 and complying 

with all restrictions that may be present such as restricted and prohibited airspace, temporary 

flight restrictions, etc. To obtain the most accurate and up to date information, operators should 

check tfr.faa.gov [hyperlink to tfr.faa.gov] and ensure their operation(s) do not overlap with any 

active TFRs or other restricted airspaces prior to launch.” 

 

3.4.5 Compliance Checks 

Operators are required to comply with applicable aeronautical information, including restrictions, 

published by the FAA and other airspace authorities. USSs are required to check for certain 

applicable restrictions (see Table 2 below) as part of their service offering to inform operators 

and prevent unsafe, unauthorized flights. 

 

USSs are required to ingest and display TFRs and may ingest and display SUA schedules within 

their applications to comply with rules documented below. In addition to required geospatial data 

(see Section 3.2.2), the USS will also need to employ daylight calculations and other algorithms. 

 

The USS must block certain types of operations within LAANC and advise the operator 

concerning other types of operations. [3.4.5a] The USS must provide a clear indication that a 

blocked operation does not have a valid authorization to fly through LAANC. Table 2 below 

identifies each operation type and the associated USS responsibilities. Note that each row is an 

enumerated rule. 

  

https://tfr.faa.gov/tfr2/list.html
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Table 2: USS Responsibilities for Certain Flight Restrictions 

Rule Operation Type 
USS 

Responsibility 
Notes 

[3.4.5b] 

Operations 

exceeding 400 

feet (§107.51b) 

Block 
This request type is not supported by 

LAANC. 

[3.4.5c] 

Part 107 

Operations at 

night (§107.29) 

Advise 

USSs must alert operators that at night, 

operating a sUAS is only permitted if: (1) the 

operator has completed the required FAA 

training/testing, and (2) the sUAS is lighted 

with anti-collision lighting visible for at least 

3 statute miles that has a flash rate sufficient 

to avoid a collision. 

USSs must employ a reasonable algorithm for 

periods of nighttime excluding civil twilight. 

[3.4.5d] 

44809 

Operations at 

night 

Advise 

USSs must alert operators that at night, "It is 

recommended that sUAS should be lit with 

anti-collision lighting visible for at least 3 

statute miles away and arrange lights on the 

UA in such a way that allows recreational 

flyers to determine the orientation and flight 

path of the aircraft. For additional guidance, 

refer to “Night Flight” in Advisory Circular 

91-57. [Provide a link to the most recent 

revision of Advisory Circular 91-57.]” 

USSs must employ a reasonable algorithm for 

periods of nighttime excluding civil twilight. 

[3.4.5e] 

Operations in an 

NSUFR or the 

DC FRZ 

(§107.47) 

Block 

This request type is not supported by 

LAANC. NSUFRs may be full-time or part-

time (see respective datasets). The DC FRZ is 

full-time. 

[3.4.5f] 

Operations in a 

Prohibited or 

active Restricted 

SUA (§107.45) 

Block 

USS may use active times from an FAA 

source (see Table 1 and sua.faa.gov) In order 

to meet this rule without the burden of 

processing active times, USSs may block all 

Prohibited and Restricted SUAs all the time. 

[3.4.5g] 

Operations at 

civil twilight 

(§107.29) 

Advise 

USSs must alert operators that during civil 

twilight periods, operating a sUAS is only 

permitted if the sUAS is lighted with anti-

collision lighting visible for at least 3 statute 

miles that has a flash rate sufficient to avoid a 

collision. 

https://sua.faa.gov/
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Rule Operation Type 
USS 

Responsibility 
Notes 

[3.4.5h] 
Operations in a 

TFR (§107.47)  
Advise 

The USS must ingest digital TFRs from an 

accepted source (see Table 1) and display 

them. Blocking new operations and 

invalidating existing operations is permissible 

but not required. 

[3.4.5i] 

Operations in 

another type of 

SUA (MOA, 

CFA, Warning, 

Alert, etc.) 

(§107.49) 

Advise 

Providing FAA link(s) minimally satisfies 

this rule. USSs may read digital SUAs for 

these other types and display them. Blocking 

is permissible but not required. 

[3.4.5j] 

Operations 

within 3NM of a 

stadium 

(§107.47) 

Advise 

USSs must use the SEAMS dataset (See 

Table 1) to display the times each stadium is 

under an active TFR (0/0367) and display the 

following text only during the TFR’s active 

time: “Flight operations within 3NM of an 

FAA-designated stadium or sporting venue 

are restricted at this time, please check 

SEAMS for information regarding when this 

restriction will be lifted.” Please note actual 

end times are dynamic and subject to change 

based on weather, overtimes, and other 

delays. SEAMS will provide a true end time 

for the TFR as soon as the event formally 

concludes. Blocking is only permissible from 

1-hr before the scheduled start time until 1-hr 

after the end of a qualifying event but not 

required. 

[3.4.5k] 

Operations 

within the DC 

Special Flight 

Rules Area 

(SFRA) 

Advise 

Flying a drone for recreational or 

nonrecreational use between 15 and 30 miles 

from Washington, D.C. is allowed under 

specific operating conditions outlined at the 

following link. 

https://www.faa.gov/uas/resources/communit

y_engagement/no_drone_zone/dc. Operations 

in the inner 15 miles from Washington, D.C. 

are not allowed and must be blocked. 

3.4.6 Class E Surface Area Weather Ceiling Caveat 

Due to the relatively lower minimums for Special VFR traffic in Class E airspace, additional 

situational risks limit the validity of approved authorizations provided via LAANC. Specifically, 

approvals obtained via LAANC are not valid in Class E Surface Area airspace when the weather 

ceiling is less than 1,000 feet. (This is a situational limitation of the authorization which cannot 

https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
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be known in advance of the actual operation.) [3.4.6a] The USS must inform operators of the 

Class E limitation when it applies to their planned operation. The authorization caveat is 

necessary to alert the operator of the spacing rules in Class E airspace which allows for low 

flying aircraft when a low weather ceiling exists. The USS should also assist in informing the 

operator about relevant, reliable weather information to include current and forecast sky 

condition that describes cloud cover, vertical visibility, or clear skies and the height of the layer 

indicated in feet Above Ground Level (AGL). Providing a link to an aviation weather source that 

includes Meteorological Aerodrome Report (METAR) and Terminal Aerodrome Forecasts 

(TAF) reports is strongly recommended. The USS may also refer to the Aviation Weather 

Services Advisory Circular for detailed information about sky condition reporting criteria (AC 

00-45, Section 3.1.5.9). 

3.4.7 LAANC Reference Codes 

Every authorization referenced by the LAANC API has a reference code. The full reference code 

is 12 characters long. The first 11 characters make up the base operation reference code and the 

final character identifies one or more authorizations associated with the operation (for a total of 

12 characters). LAANC codes consist of digits (0-9) or letters (A-Z, not case-sensitive, 

represented as capitals). The first three characters of a LAANC code identify the USS (these 

codes are assigned by the FAA during onboarding). The next eight characters identify the 

operation. The last character identifies an authorization or requested authorization within the 

operation, of which there could be more than one. The code format is illustrated below. 

 

 

Figure 7: LAANC Code Format 

Authorization codes correspond to portions of an operation that are part of the same planned 

flight but must be subdivided for various reasons (see Section 3.3.3). For example, part of the 

operation might correspond to one facility and part to another. These require separate 

authorizations and, therefore, at least two reference codes. With a way to track authorizations as 

a subset of operations, LAANC can comprehend when different authorizations are part of the 

same operation, which is beneficial for tracking and managing whole operations.  

 

[3.4.7a] The USS must assign unique reference codes for every applicable submission (see USS-

FAA LAANC API Specification for details). [3.4.7b] The USS must make the reference code 

available to the operator. Reference codes will be used in the event there is a need to 

communicate directly with the operator or if the USS needs to interact with the FAA in any 

capacity. 

 

[3.4.7c] A submitted operation with multiple associated authorizations (or authorization requests) 

must correspond to submissions that sequentially end in “0”, “1”, …, “A”, “B”, and so on 

DRU123456780

USS Code

Operation Code

Authorization Code
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through “Z”. In the exceedingly rare case that an operation has more than 36 authorizations, a 

new operation code should be started (which is not required to be sequential).   

 

Note: As each submission must use a unique reference code, codes can never be reused. A code 

associated with an authorization does not necessarily mean that the authorization is approved or 

valid. A LAANC reference code may refer to an authorization that is requested, cancelled, 

invalid, submitted but not confirmed, etc. 

3.4.8 Operator Changes 

[3.4.8a] The USS must offer the capability to modify the details of a planned operation if such 

change does not invalidate the authorization or require Air Traffic Further Coordination. For 

example, extending the duration of an automatically approved authorization is an acceptable 

modification. [3.4.8b] The USS must submit such changes to the FAA using the appropriate 

interface mechanism (see USS-FAA LAANC API Specification for details). 

 

Note: It is minimally acceptable for a USS to offer change capabilities by the operator 

cancelling a previously approved authorization and constructing a new one to replace it. 

 

Note: The USS-FAA LAANC API Specification describes a more advanced method which 

preserves the operation Reference Code. When a USS processes an operator request to delete 

their LAANC data (see [3.10b]), the USS should retain knowledge of the reference codes used – 

to ensure the reference codes are not reused. 

3.4.9 Operator Cancelled or Closed Authorizations 

[3.4.9a] The USS must incorporate the capability for any previously submitted requests or 

authorizations to be “cancelled” by the operator, indicating the operation is no longer planned. 

Since cancellation indicates that an operation will not be flown (in the future), it can occur only 

prior to the operation start time.  

 

The USS may offer the capability for the operator to close an operation indicating the operation 

is complete prior to the submitted end time of the authorization.  

3.4.10 Air Traffic Rescinded Authorizations 

FAA personnel may rescind any previously approved authorization. “Rescind” means that an 

authorization is nullified before it begins. Since an authorization can be rescinded only before it 

begins, rescinding can occur only prior to the operation start time.  

 

Messages indicating rescinded authorizations will be initiated by the FAA and communicated to 

the USS via mechanisms described in the USS-FAA LAANC API Specification. Air Traffic 

cannot be sure that the operator is aware of and responding to a rescinded authorization unless 

there is acknowledgement from the operator. This acknowledgement is operationally vital to let 

Air Traffic know that the operator is aware of the change in authorization status and does not 

intend to fly. [3.4.10a] Once a rescind message is received, the USS must initiate resolution with 

the operator upon receipt that the authorization is rescinded by informing the operator via a 

standard communication method (e.g., Email or SMS are currently acceptable methods) which 

must include the appropriate LAANC Reference Code. [3.4.10b] USSs must design their 
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messaging and applications to prompt operators in the application to acknowledge authorizations 

that are rescinded by Air Traffic. [3.4.10c] Furthermore, the USS must provide the operator with 

a means to acknowledge the rescinded authorization. The rescind acknowledgement should occur 

as soon as possible but may occur any time prior to the operation end time. [3.4.10d] When an 

operation is rescinded, the USS must not allow further submission of authorization requests until 

the authorization is complete or de-authorized.  

 

Note: Air Traffic may opt to call the operator directly (Air Traffic contacts the operator at the 

phone number included in the authorization), whether or not they rescind an authorization 

through LAANC. Should a difference arise, any authorization information provided verbally by 

Air Traffic supersedes prior authorization information conveyed via LAANC. 

3.4.11 Previous Submissions Becomes Invalid 

[3.4.11a] When changes occur that could impact the approval status of previous submissions 

(e.g., change to UASFM, new NSUFR, etc.), the USS must review previous submissions 

(regardless of approval status) that have not commenced and could be affected by the change. 

This review should happen whenever an updated dataset is downloaded or accessed.  

 

[3.4.11b] The USS must consider any submission that has been affected by a dataset change to 

be invalid once it is within 3 hours of its start time. The FAA acknowledges that some operations 

are planned far in advance and a dataset change may be rolled back; if a further dataset change 

makes the original flight conditions valid again, the submission does not need to be considered 

invalid. The USS may optionally consider a previous submission to be invalid immediately upon 

detection.  

 

[3.4.11c] Once a previous submission is determined to be no longer valid, the USS must initiate 

resolution with the operator by informing the operator via a standard communication method 

(e.g., Email or SMS are currently acceptable methods), which must include the appropriate 

LAANC Reference Code. [3.4.11d] USSs must design their messaging and applications to 

prompt operators in the application to cancel authorizations that are no longer valid whenever 

they exist. [3.4.11e] Furthermore, the USS must provide the operator with a means to cancel 

each invalid submission. The Invalid Cancel message will alert Air Traffic of the cancellation of 

each invalid submission. [3.4.11f] The USS must not allow further submission of authorization 

requests until the invalid submission has been completed, de-authorized, or never authorized. 

Note that the FAA prefers that the operator cancels the invalid submission. 

 

Note: The FAA may or may not detect the invalid status of an authorization before the USS and 

may or may not send a Rescind message. The USS is required to handle invalid authorizations 

proactively and direct operators to cancel them so that they are not flown regardless of actions 

that may be taken by Air Traffic or FAA systems. 

3.5 14 CFR Part 107 Authorizations: Specific Provisions 

14 CFR Part 107 authorizations are provided via LAANC in accordance with 14 CFR Part 

107.41. LAANC supports both auto-approved and Further Coordination types for commercial 

authorizations. USSs may opt to include one and/or the other type in their service offerings. 
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[3.5a] When Part 107 authorizations are provided, the USS must generate, display, and store the 

following text (including the context-dependent information shown in brackets):  

 

“[LAANC Reference Code / FAA Facility Code, Start Date & Time – End Date & Time, Max Alt 

num ft]: In accordance with Title 14 CFR Part 107.41, your operation is authorized within the 

designated airspace and timeframe constraints. Altitude limits are absolute values above ground 

level which shall not be added to the height of any structures. This Authorization is subject to 

cancellation at any time upon notice by the FAA Administrator or his/her authorized 

representative. This Authorization does not constitute a waiver of any State law or local 

ordinance. [Name of operator] is the person designated as responsible for the overall safety of 

UAS operations under this Authorization. During UAS operations for on-site 

communication/recall, [name of operator] shall be continuously available for direct contact at 

[contact phone number] by Air Traffic. Remote pilots are responsible to check the airspace they 

are operating in and comply with all restrictions that may be present in accordance with 14 CFR 

107.45 and 107.49 (a)(2), such as restricted and Prohibited Airspace, Temporary Flight 

Restrictions, etc. Remote pilots are also responsible for complying with the operating 

requirements in 14 CFR 107.29(a) when operating at night. Operations are not authorized in 

Class E airspace when there is a weather ceiling less than 1,000 feet AGL. If the UAS loses 

communications or loses its GPS signal, it must return to a predetermined location within the 

operating area and land. The remote pilot in command must abort the flight in the event of 

unpredicted obstacles or emergencies. This certificate shall be presented for inspection upon the  

request of any authorized representative of the Federal Aviation Administration, or of any 

Federal, State, or municipal official charged with the duty of enforcing local laws or 

regulations.” 

 

Note: The “name of operator” is the name and contact information for the remote pilot in 

command who is responsible for the operation during the planned operation period as specified 

in 14 CFR Part 107. 

 

[3.5b] “Start Date & Time” and “End Date & Time” must unambiguously include the year, 

month, day, hour, minute, and time zone (or UTC). 

 

Along with the text above, the USS is encouraged to include a graphical depiction of the 

authorization boundary. This graphical depiction ensures that the operator knows the scope of the 

authorization granted and can distinguish between related individual authorizations. In some 

cases, the graphical depiction will also clarify that the authorization does not apply to 

uncontrolled airspace. 

 

[3.5c] The USS must provide a method for quick access to the operation-specific authorization 

information (including text above) in a form that could be produced by the operator to authorities 

if necessary.   

3.6 49 U.S.C. § 44809 Authorizations: Specific Provisions 

49 U.S.C. § 44809 authorizations are provided via LAANC in accordance with 49 U.S.C. § 

44809. LAANC supports only the auto-approved type for limited recreational authorizations. 

USSs may opt to include this type in their service offerings. 
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[3.6a] When limited recreational authorizations in accordance with 49 U.S.C. § 44809 are 

provided, the USS must generate, display, and store the following text (including the context-

dependent information shown in brackets):  

 

“[LAANC Reference Code / FAA Facility Code, Start Date & Time – End Date & Time, Max Alt 

num ft]: In accordance with 49 U.S.C. § 44809(a)(5), your operation is authorized within the 

designated airspace and timeframe constraints. Altitude limits are absolute values above ground 

level which shall not be added to the height of any structures. This Authorization is subject to 

cancellation at any time upon notice by the FAA Administrator or his/her authorized 

representative. This Authorization does not constitute a waiver of any State law or local 

ordinance. [Name of operator] is the person designated as responsible for the overall safety of 

UAS operations under this Authorization. During UAS operations for on-site 

communication/recall, [name of operator] shall be continuously available for direct contact at 

[contact phone number] by Air Traffic. [Name of operator] is responsible to check the airspace 

in which the UAS will be operated and comply with all restrictions that may be present in 

accordance with § 44809(a)(5), such as restricted and prohibited airspace, night operations, 

temporary flight restrictions, etc. This authorization is subject to the following conditions: (1) 

operations are not authorized in Class E surface area airspace when there is a weather ceiling less 

than 1,000 feet AGL; (2) if the UAS loses communications or loses its GPS signal, it must return 

to a predetermined location within the operating area and land; (3) night operations are only 

permitted if the operator has completed FAA training/testing and lighted their sUAS with anti-

collision lighting visible for at least 3 statute miles that has a flash rate sufficient to avoid a 

collision. and (4) the person manipulating the controls of the UAS must abort the flight in the 

event of unpredicted obstacles or emergencies. This certificate shall be presented for inspection 

upon the request of any authorized representative of the Federal Aviation Administration, or of 

any Federal, State, or municipal official charged with the duty of enforcing local laws or 

regulations.” 

 

Note: The “name of operator” is the name and contact information for the person who is 

responsible for the operation during the planned operation period as specified in 49 U.S.C. § 

44809. 

 

[3.6b] “Start Date & Time” and “End Date & Time” must unambiguously include the year, 

month, day, hour, minute, and time zone (or UTC).  

 

Along with the text above, the USS is encouraged to include a graphical depiction of the 

authorization boundary. This graphical depiction ensures that the operator knows the scope of the 

authorization granted and can distinguish between related individual authorizations. In some 

cases, the graphical depiction will also clarify that the authorization does not apply to 

uncontrolled airspace. 

 

[3.6c] The USS must provide a method for quick access to the operation-specific authorization 

information (including text above) in a form that could be produced by the operator to authorities 

if necessary. 
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3.7 Reasonable Filtering 

[3.7a] LAANC must be reasonably protected from spurious submissions that do not align with 

the intent of LAANC capabilities and associated legal requirements. Attempts should be made to 

block illegitimate submissions (e.g., excessive or malicious). 

 

USSs are encouraged to develop innovative means of protecting LAANC from being misused. 

At a minimum, USSs must implement the following filtering: 

 

[3.7b] Block submissions with an operation area larger, in maximum linear extent, than 10 

nautical miles. 

Note: “Maximum linear extent” is the diameter for a circular area or the maximum 

distance between any two points for a polygon area.  

 

[3.7c] Block any submissions associated with a new operation if there are already five (or more) 

non-pending operations for the same operator (name and phone number) occurring within an 

overlapping time period. A message should be generated to inform the user of the reason for the 

block. 

Note: A non-pending operation is an operation that does not contain any pending 

authorization submissions. If an operation contains at least one pending FC request, then 

the operation is considered a “pending operation”. 

 

[3.7d] Block submissions (automatic or Further Coordination) that are more than 100 nautical 

miles from an existing non-pending operation for the same operator (name and phone number) 

for an overlapping time period. Specifically, two operation volumes are more than 100 nautical 

miles apart if the nearest points between the two volumes are a distance greater than 100 nautical 

miles from each other. A message should be generated to inform the user of the reason for the 

block. 

Note: This rule relates to non-pending operations. If an operator does not have a prior 

authorization for an overlapping time period, they may make multiple simultaneous FC 

requests at larger distances from each other (usually days in advance), allowing for 

alternatives in case some are not approved. 

 

[3.7e] If a new submission is made when there is one (or more) non-pending operations for the 

same operator (name and phone number) occurring with an overlapping time period, the USS 

must display a message to user that there are one or more operations for this operator and time 

period and unused operations should be cancelled before the operation start time. 

 

The following is a suggested message to the User: 

“There are one or more operations for this operator and time period. The operator should cancel 

all operations that will not be used before the operation start time.” 

 

Note: Minimum and maximum operational durations are constrained per the USS-FAA LAANC 

API Specification. 
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3.8 Contingency Operations 

[3.8a] If the FAA’s LAANC system is down or inaccessible for any reason, all submissions must 

be considered temporarily incomplete. Authorization requests cannot be considered successfully 

submitted until their receipt is indicated by a positive acknowledgment from FAA systems. This 

approach ensures that the FAA has the opportunity to check that submissions are valid and 

correct before they are used operationally, as well as ensuring Air Traffic situational awareness. 

 

However, during such outages, the USS can continue planning functions with operators pending 

final completion once the FAA’s LAANC system is available. Many authorization situations 

provide ample time for later resubmission prior to the start time of the operation. For example, 

given a desired automatically approved authorization that starts in 24 hours, there are many 

opportunities for digital resubmission before the flight commences. The USS could inform the 

operator that the FAA’s LAANC system interface is temporarily unavailable, and they will be 

notified when the process is complete (or should check back before flying). 

 

[3.8b] In the event of protracted unavailability of the FAA's LAANC system lasting more than 4 

hours, or at the direction of the FAA, USSs must make the following statement available to users 

in a manner appropriate to its application design:  

  

“The FAA LAANC System is currently unavailable and unable to process new or modify 

airspace authorization requests. Previously approved airspace authorizations (those issued with 

an FAA reference number) remain valid unless you are informed otherwise by [USS Name] or 

the FAA. The FAA's DroneZone portal is an alternative source to make new airspace 

authorization requests. Processing times may vary, and you must receive an authorization 

approval (issued with an FAA reference number) before you can fly. Visit FAADroneZone 

Access - Home [hyperlink to https://faadronezone.faa.gov] for additional details. Updates about 

the current LAANC outage, including return to service information, may be available on the 

FAA’s website or social media channels.” 

3.9 Operations and Maintenance 

Accurate responses to operations and maintenance queries are important. However, perfect 

alignment in certain cases is not expected, for example due to message transit times or typical 

processing delays. 

3.9.1 System Health and Version(s) Check 

To facilitate awareness, the FAA makes a health status and version(s) API endpoint available to 

USSs, which report the FAA’s operational status and system version(s) in effect. [3.9.1a] A USS 

must not automatically call this endpoint with a period less than one second. (Endpoint calls that 

are individually or manually triggered are acceptable without a rate limit, with the expectation 

that these constitute a much smaller load than once per minute on average.)   

 

[3.9.1b] The USS must make specified health and version(s) API endpoints available to the 

FAA. The FAA will not automatically call this with a period less than one minute. (Endpoint 

calls that are individually or manually triggered may occur without a rate limit, with the 

expectation that these constitute a much smaller load than once per minute on average.) 

 

https://faadronezone-access.faa.gov/#/
https://faadronezone-access.faa.gov/#/
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Fields include (see Attachment A for more detail): 

System status (up or down) 

Software / API version(s) 

Critical datasets and version(s) 

 

Health and version information communicated to the LAANC Enterprise Control Center (ECC) 

will not be shared outside the FAA. A lack of response may be interpreted as a USS system 

outage.  

 

Note: If USS endpoints do not respond in less than 30 seconds with one or more retries, the FAA 

may not consider the endpoint available and interpret it as a system outage.  

3.9.2 Operational Statistics 

The FAA makes an operational statistics API endpoint available to USSs supporting queries 

about the numbers of previously submitted operations. [3.9.2a] A USS must not query the 

operational statistics endpoint with less than one second between queries with the exception that 

anytime the FAA returns an error code, a USS may submit a follow-up query without concern 

for rate. 

 

[3.9.2b] The USS must make a specified operational statistics API endpoint available to the 

FAA. The FAA will not submit associated queries with less than one minute between queries 

with the exception that anytime the USS returns an error code, the FAA may submit a follow-up 

query without concern for rate. 

 

See Attachment A for a detailed list of Operational statistics. 

 

Note: When calling the USS endpoint, the FAA will not include a start date of more than 30 days 

in the past. 

3.9.3 Open Authorizations Queries 

The FAA makes an open authorizations API endpoint available to USSs supporting queries 

about what currently active and/or open authorizations fall into specified categories. [3.9.3a] A 

USS must not query the open authorizations endpoint with less than one second between queries 

with the exception that anytime the FAA returns an error code, a USS may submit a follow-up 

query without concern for rate. 

 

[3.9.3b] The USS must make a specified open authorizations API endpoint available to the FAA. 

The FAA will not submit associated queries with less than one minute between queries with the 

exception that anytime the USS returns an error code, the FAA may submit a follow-up query 

without concern for rate. 

 

Open authorization lists include (see Attachment A for more detail): 

• Reference codes of Part 107 auto-approved authorizations that are active (issued and 

termination state has not been reached) 
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• Reference codes of Section 44809 auto-approved authorizations that are active (issued 

and termination state has not been reached) 

• Reference codes of Part 107 Further Coordination requests that are: 

• Authorized and active 

• Pending 

• Rescinded awaiting acknowledgement 

3.9.4 Operation History Queries 

The FAA makes an operation history API endpoint available to USSs supporting queries about 

the past transitions of a specific operation. [3.9.4a] A USS must not query the operation history 

endpoint with less than one second between queries with the exception that anytime the FAA 

returns an error code, a USS may submit a follow-up query without concern for rate.  

 

[3.9.4b] The USS must make a specified operation history API endpoint available to the FAA. 

The FAA will not submit associated queries with less than one minute between queries with the 

exception that anytime the USS returns an error code, the FAA may submit a follow-up query 

without concern for rate. 

 

Operation history includes (see Attachment A for more detail): 

• Submission type, category, and status 

• Date and Time of submission, approval, denial, and/or rescind (as applicable) 

• Date and Time of change, close, and/or cancel (as applicable) 

 

Note: When calling the USS endpoint, the FAA will not request operation history for an 

operation that is more than 30 days past its termination state. 

3.9.5 Manual Reporting and Auditing 

The FAA reports LAANC outages, both scheduled and unscheduled, to the USSs and Air Traffic 

users through the ECC. Outage information is a critical resource for the FAA to manage 

incidents and inquiries concerning LAANC capability functionality. [3.9.5a] The USS must 

notify the ECC of scheduled outages at least 24 hours in advance. [3.9.5b] The USS must notify 

the ECC of unscheduled outages within one hour of detection. The USS will be given contact 

information (i.e., email address and phone number) of the ECC as part of the onboarding 

process. Outage status communicated to the ECC will not be shared outside the FAA. 

 

Note: The ECC outage notification can be manual or automated. The notification preference is 

email, but a phone call is acceptable as well. The ECC will monitor USS system status (see 

Section 3.9.1) and often will contact the USS directly upon identifying a potential outage.  

 

[3.9.5c] The USS must provide FAA user accounts to the FAA for the following purposes: 

1. Production Environment: Monitoring of service functionality on a periodic basis for 

quality control. 
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2. Non-Production Environment: Conduct onboarding testing as applicable. 

 

The FAA user accounts should be provided at no cost to the FAA. The FAA production user 

account should be the same in nature as a normal operator account. The FAA understands that 

USS models vary widely – “accounts” may be secured (not accessible to the public), USS 

systems may be installed on site or on equipment, and different user groups may be differentiated 

by location or customer base. Regardless of these variations, the FAA must have access to user 

accounts. The FAA and USS will define appropriate FAA user accounts as part of onboarding. 

Manual checks will be used to confirm compliance with the USS rules and/or identify a need for 

re-onboarding in some cases (for example, if service has changed significantly). 

 

[3.9.5d] Additionally, the USS must make available LAANC data records to the FAA. Examples 

of LAANC data records include, but not limited to, logging interactions of users for operations 

submissions, operations (i.e., type, time of submission, geometry, submission details including 

type, time of submission and any subsequent updates, etc.). 

 

[3.9.5e] The USS must respond to the FAA request of the LAANC data records within 1 

business day acknowledging the receipt of the request. Upon acknowledgement of receipt of the 

FAA request, the FAA will work with the USS to determine a reasonable response period for the 

USS to deliver the LAANC data records.  

 

[3.9.5f] The USS must retain its LAANC data record for at least 45 calendar days.  

3.10 Data Protection Plan 

[3.10a] In accordance with Article 22, Data Procedural Protections, of the LAANC 

Memorandum of Agreement, the USS must develop and implement a Data Protection Plan that is 

available to the FAA upon request (see Attachment E). 

 

[3.10b] When processing an operator request for destruction of LAANC Data, the USS must 

ensure the operation is in a termination state and also call the Delete Endpoint. The Termination 

States are a subset of the statuses defined in the USS-FAA LAANC API Specification (also 

reflected in Attachment B). Delete requests cannot be considered successfully submitted until 

their receipt is indicated by a positive acknowledgement from FAA systems. However, the lack 

of a positive acknowledgement does not impede the USS from fulfilling the operator’s request to 

destroy the user data. The USS can delete the operator’s information and call the Delete 

Endpoint until a positive acknowledgement is received from the FAA system. Calling the Delete 

Endpoint will impact the Operational Statistics by incrementing the “countLaancCallSuccess” 

field, the “count107Deleted” field, and the “count44809Deleted” field. 

3.11 Display of Information and Publishing of LAANC Related   
Information   

[3.11a] All communication, display of UASFMs, or other displays of information provided to 

sUAS operators, remote pilots in commands, dispatchers, and others through the LAANC 

applications must be clear and consistent with all laws, regulations, policy, guidance, and 

mission of the FAA. All information provided in the LAANC application and other 

communications to sUAS operators, remote pilots in commands, dispatchers, and others is 
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subject to FAA review and USSs must make changes to such communication and information 

display as directed by the FAA. 

3.12 Emergency Messages 

At times, the FAA may desire to provide additional emergency information to drone operators 

beyond what can be captured in existing datasets. [3.12a] To facilitate quick deployment of 

emergency messaging, the USS must have the ability to enable a pre-configured emergency 

notification at the request of the FAA, in a manner appropriate to its application design.  This 

notification should be populated with text provided by the FAA, until directed to disable the 

messaging. [3.12b] When requested by the FAA, USSs should enable this messaging as soon as 

is practical.  The FAA acknowledges that each USS has their own working hours and personnel 

constraints and does not have a firm requirement for a specific response time. 
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4 LAANC Supplemental Data Service Provider (SDSP) Rules 

4.1 Overview 

These LAANC SDSP Rules are intended to govern all LAANC SDSPs as defined in the LAANC 

MOA. Failure of a USS or a LAANC SDSP to remain in compliance will subject the USS to 

possible suspension of access to the LAANC AP or termination of the USS’s LAANC MOA.  

These LAANC SDSP Rules will be updated as needed.   

 

Definition of LAANC SDSP Services  

A LAANC SDSP is a third-party entity with no contractual relationship with the FAA who 

receives any information element of LAANC Data related to a LAANC Authorization from USS 

that is related to any information element provided by the third-party entity to the USS which 

was used for that LAANC Authorization. 

4.2 Approval Process for a LAANC SDSP 

[4.2a] The USS must submit the following information about the LAANC SDSP to the FAA: 

• Legal Entity Name and any DBAs 

• Business Address 

• Company URL 

• Individuals or entities that own 25% or more of the legal entity  

• Nature of relationship with USS and what type of services the LAANC SDSP will 

provide 

• Representative handling LAANC SDSP Approval – name, title, phone, email 

• US State of Incorporation 

 

[4.2b] The USS must submit the following information to enable the FAA to assess the validity 

of a proposed LAANC SDSP: 

• Supporting information to establish that proposed LAANC SDSP will act in accordance 

with LAANC SDSP Performance Rules. This information must include how the LAANC 

SDSP will meet the LAANC Performance Rules and the steps that the USS has taken to 

prove that the LAANC SDSP will act in accordance with the LAANC Performance 

Rules. 

• If a LAANC SDSP uses a Cloud Service Provider, the Service Level Agreement with the 

Cloud Service Provider 

 

[4.2c] The FAA will strive to respond to any proposed LAANC SDSP within thirty (30) business 

days. However, factors such as multiple LAANC SDSP applications filed at the same time or 

unavailability of approving personnel may delay this process. If the FAA gives preliminary 

approval, the following additional artifacts will be requested:  

 

• Completed LAANC SDSP Test Plan  
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• Data Architecture Diagram  

• Updated LAANC USS DPP reflecting Attachment E of LAANC Performance Rules 

 

[4.2d] The USS may not receive or send any LAANC Data or information related to LAANC 

Data or send or receive any information related to the LAANC-USS MOA with any proposed 

LAANC SDSP until the FAA has approved the USS’s request to share information with the 

proposed LAANC SDSP. 

 

[4.2e] Decisions made by the FAA regarding approval of a USS-LAANC SDSP Agreement are 

subject to the FAA’s discretion and are final. The USS should ensure that the supporting 

information it submits is comprehensive and allow the FAA to determine that the proposed 

LAANC SDSP will act in accordance with all LAANC rules and regulations. The FAA may 

request additional or clarifying information regarding a proposed LAANC SDSP. If so requested, 

the USS must provide any requested information within ten (10) calendar days, or the FAA will 

require the USS to resubmit the LAANC SDSP for approval.  

[4.2f] Once the FAA approves the USS-LAANC SDSP data exchange, the USS and LAANC 

SDSP must sign the Agreement for Third Party LAANC Integration (Attachment F). Within 

fifteen (15) business days of the signature the USS must provide to the FAA: 

• Signed Agreement for Third Party LAANC Integration 

• Data Agreement 

 

[4.2g] The FAA reserves the right to rescind approval of any Agreement for Third Party LAANC 

Integration at any point for any reason.  If an Agreement for Third Party LAANC Integration 

approval is rescinded, the USS must stop receiving or sending any information approved by the 

Agreement for Third Party LAANC Integration as soon as possible, not to exceed 24 hours 

excluding weekends and holidays. 

4.3 USS Oversight of LAANC SDSPs 

[4.3a] The USS must conduct regular audits, no less than annually, to ensure compliance with 

the LAANC Performance Rules by the LAANC SDSP and associated applications. 

 

[4.3b] Audit results will be documented, and any non-compliance issues will be reported to the 

FAA and addressed immediately. 

 

[4.3c] Audit results of each LAANC SDSP will be provided to the FAA upon request. 

 

[4.3d] The USS must provide the following to the FAA upon request for each LAANC SDSP:  

• Signed Agreement for Third Party LAANC Integration 

• Cloud Service Provider Service Level Agreement (if applicable) 

• Screenshots of displays that satisfy the requirements of the LAANC SDSP Performance 

Rules 

 

[4.3f] The FAA reserves the right to request additional documentation from the USS. 
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4.4 LAANC SDSP Performance Rules 

[4.4a] LAANC SDSP must comply with the Applicable LAANC Performance Rules as 

identified in: Attachment G – Applicable LAANC Performance Rules for LAANC SDSPs. 

 

[4.4b] LAANC SDSP must display the following information: 

[Name of LAANC SDSP] is NOT an FAA-approved USS.  The information provided here 

may be incorrect. [Name of LAANC SDSP] is working with [Name of USS] and [Name of 

USS] must be consulted for the most accurate information. The UAS Operator is 

responsible for following all airspace rules, regulations, and laws. Visit UAS Data 

Exchange (LAANC) | Federal Aviation Administration [hyperlink to 

https://www.faa.gov/uas/getting_started/laanc] to view a list of FAA-approved USSs. 

 

[4.4c] The language in Rule 4.4b must be displayed in the application so that it is visible to the 

user and consistent with the design of the user interface. 

[4.4d] If LAANC SDSP receives any sort of authorization status (whether the LAANC 

authorization code or an equivalent status flag) from the USS, the LAANC SDSP must receive 

and display (if applicable) updated notifications if the LAANC authorization status changes. 

 

[4.4e] The USS is responsible for all actions of a LAANC SDSP. If a LAANC SDSP violates or 

is otherwise not in compliance with any LAANC SDSP Performance Rule, it will be treated as if 

the USS has committed such violation or failed to comply. 

 

[4.4f] The LAANC SDSP must comply with the following articles from the MOA for LAANC 

Between FAA and USS: 

• Article 12: Warranties 

• Article 14: Limitation of Liability 

• Article 16: Civil Rights Act 

• Article 17: Officials Not to Benefit 

• Article 18: Protection of Information 

• Article 20: Data Location and Protection  

• Article 22: Data Procedural Protections  

 

[4.4g] The USS bears the security responsibility of the LAANC SDSP to protect against 

potential threats, intrusions, and unauthorized access. 

 

[4.4h] USS will work with the LAANC SDSP to ensure compliance and capability with such 

new features and requirements. 

[4.4i] When the SDSP Performance Rules are changed, the USS and LAANC SDSP must remain 

in compliance by submitting an updated LAANC SDSP Test and Procedure Report reflecting the 

updated step(s) within 60 days of their LAANC USS Onboarding Session. 

https://www.faa.gov/uas/getting_started/laanc
https://www.faa.gov/uas/getting_started/laanc
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5 B4UFLY USS Performance Rules 

This section documents the additional Performance Rules that each USS offering B4UFLY 

services is required to follow. Only those USSs that have signed the B4UFLY Addendum to the 

LAANC Memorandum of Agreement are required to comply with the rules in this section.  

 

The rules identified here only minimally define B4UFLY behavior. Each USS offering B4UFLY 

services may develop and offer additional processes, features, and capabilities as they develop 

their unique service offerings, but may not conflict with the rules listed below or in other 

sections of this document. Restatements and clarifications of rules are not given a new identifier. 

 

[5a] The USS must comply with the applicable LAANC USS Performance Rules as listed in 

Attachment I. 

5.1 Operator Access to B4UFLY 

 

[5.1a] The USS must provide free access to B4UFLY. 

 

[5.1b] The USS must not collect any PII or require any login or account creation from users to 

access B4UFLY.  

 

[5.1c] B4UFLY must be available, at a minimum, to 44809 Recreational Users. 

 

[5.1d] The USS must include a link to LAANC for operations determined to require an 

authorization in an area that is LAANC enabled. The USS can determine whether to require 

login and/or payment at that point.  

 

The USS must make the following general disclaimers available to users in a manner appropriate 

to its application designs: 

• [5.1e] “B4UFLY does not provide all necessary tools required to perform a complete 

Preflight Assessment. Operators/Users should identify the legal requirements and 

recommendations appropriate to the operation, whether those required under 14 CFR 

107.49 or recommended by an FAA-recognized unmanned aircraft Community Based 

Organization in accordance with 49 USC 44809.” 

• [5.1f] “Temporary Flight Restriction (TFR) and other data are updated periodically to 

reflect near real-time conditions. TFR information may not be provided in advance. 

Confirm data currency through alternate sources (e.g., tfr.faa.gov, 1800wxbrief.com) 

[hyperlink to tfr.faa.gov and www.1800wxbrief.com] and contact your local Flight 

Service Station for interpretation of TFR data.” 

• [5.1g] “All flights must be 400 feet AGL or lower, depending on UASFM maximum 

allowable altitude.” 

• [5.1h] “Advisories provided are limited to a 2 nautical mile radius from the location of 

the pin drop.” 

https://tfr.faa.gov/tfr2/list.html
https://www.1800wxbrief.com/
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• [5.1i] “[USS Name] is a provider of UAS services for the FAA’s B4UFLY. B4UFLY is 

an airspace awareness tool. Information provided here is based on near real-time and 

available projected information on airspace status and airport-specific maps, and that 

information is subject to change. Planning tools should be checked prior to flight for any 

changes that could impact the operation.” 

 

[5.1j] The USS must make the following statement available to users in a manner appropriate to 

its application designs: “Anyone involved in UAS operations can file a NASA Aviation Safety 

Reporting System (ASRS) report to describe close calls, hazards, violations, and safety related 

incidents. Visit UAS Safety Reporting | NASA ASRS [hyperlink to 

https://asrs.arc.nasa.gov/uassafety.html] to learn more.” 

 

[5.1k] The USS must include the safety information and resources included in Attachment J. 

5.2 Geospatial Information  

5.2.1 Required Authoritative Sources of B4UFLY Geospatial Information 

In addition to the Required Authoritative Sources of LAANC Geospatial Information (see Table 

1), the USS must use the following additional geospatial sources in Table 3. Note that each row 

is an enumerated rule. 

 

Table 3: Required Sources for Certain B4UFLY Information Types 

Rule 
Information 

Type 
Authoritative Source 

Max Allowed 

Time 

Between 

Data Refresh 

[5.2.1a] 

Military 

Training 

Routes (MTRs) 

https://adds-faa.opendata.arcgis.com/datasets/faa::mtr-

segment-1/about 
24 Hours 

[5.2.1b] 

Recreational 

Flyer Fixed 

Sites  

https://udds-

faa.opendata.arcgis.com/datasets/faa::recreational-

flyer-fixed-sites/about 

24 Hours 

[5.2.1c] 

Part 93 Special 

Air Traffic 

Rules 

https://adds-

faa.opendata.arcgis.com/datasets/faa::airspace-

boundary-1/explore 

 

Note: Filter SATA in the TYPE_CODE attribute 

24 Hours 

[5.2.1d] National Parks 
https://hub.arcgis.com/datasets/usdot::national-

parks/about 
24 Hours 

https://asrs.arc.nasa.gov/uassafety.html
https://adds-faa.opendata.arcgis.com/datasets/faa::mtr-segment-1/about
https://adds-faa.opendata.arcgis.com/datasets/faa::mtr-segment-1/about
https://udds-faa.opendata.arcgis.com/datasets/faa::recreational-flyer-fixed-sites/about
https://udds-faa.opendata.arcgis.com/datasets/faa::recreational-flyer-fixed-sites/about
https://udds-faa.opendata.arcgis.com/datasets/faa::recreational-flyer-fixed-sites/about
https://adds-faa.opendata.arcgis.com/datasets/faa::airspace-boundary-1/explore
https://adds-faa.opendata.arcgis.com/datasets/faa::airspace-boundary-1/explore
https://adds-faa.opendata.arcgis.com/datasets/faa::airspace-boundary-1/explore
https://hub.arcgis.com/datasets/usdot::national-parks/about
https://hub.arcgis.com/datasets/usdot::national-parks/about
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Rule 
Information 

Type 
Authoritative Source 

Max Allowed 

Time 

Between 

Data Refresh 

[5.2.1e] 
Bureau of Land 

Management 

BLM Natl NLCS Wilderness Areas Polygons | BLM 

Natl NLCS Wilderness Areas Polygons | BLM GBP 

Hub (arcgis.com) 

24 Hours 

[5.2.1f] 

Fish and 

Wildlife 

Service 

FWS National Wilderness Boundaries - Overview 

(arcgis.com) 
24 Hours 

[5.2.1g] Forest Service 

National Wilderness Areas (Feature Layer) | U.S. 

Forest Service - Geospatial Data Discovery 

(arcgis.com) 

24 Hours 

[5.2.1h] FRIAs 
FAA Recognized Identification Areas | FAA UAS 

Data Delivery System 
24 Hours 

 

Note: For any data source in Table 3 associated with a specific altitude range, it is permissible 

but not required to exclude individual flight restrictions that do not apply to airspace at or below 

400 feet AGL. Other restrictions, such as speeds exceeding regularly expected drone operations, 

may be excluded from being processed and displayed if the USS chooses to do so. 

 

[5.2.1i] The USS must either acquire the aeronautical data items listed above directly from an 

FAA source or the USS may utilize a non-FAA intermediary that provided documentation from 

the non-FAA intermediary demonstrating the aeronautical data is obtained from an official FAA 

source.  

5.3 Airspace Awareness 

Controlled airspace boundaries (Classes B, C, D, and areas within the lateral boundaries of the 

surface area of Class E airspace designated for an airport) are a determining factor in 

authorization requirements.  

 

[5.3a]  

Table 4 identifies each operation type and the associated USS responsibilities and messaging. 

Note that each row is an enumerated rule, with the higher-level rule taking priority over 

subsequent rules. The rules in  

Table 4 are not mutually exclusive.  

https://gbp-blm-egis.hub.arcgis.com/datasets/4a73ec244ee84bc3aea00592fdc7b835_2/explore
https://gbp-blm-egis.hub.arcgis.com/datasets/4a73ec244ee84bc3aea00592fdc7b835_2/explore
https://gbp-blm-egis.hub.arcgis.com/datasets/4a73ec244ee84bc3aea00592fdc7b835_2/explore
https://fws.maps.arcgis.com/home/item.html?id=31c41fcca6d34d3fa9924de38651a317
https://fws.maps.arcgis.com/home/item.html?id=31c41fcca6d34d3fa9924de38651a317
https://data-usfs.hub.arcgis.com/datasets/usfs::national-wilderness-areas-feature-layer/about
https://data-usfs.hub.arcgis.com/datasets/usfs::national-wilderness-areas-feature-layer/about
https://data-usfs.hub.arcgis.com/datasets/usfs::national-wilderness-areas-feature-layer/about
https://udds-faa.opendata.arcgis.com/datasets/faa::faa-recognized-identification-areas/about
https://udds-faa.opendata.arcgis.com/datasets/faa::faa-recognized-identification-areas/about
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Table 4: USS Messaging Hierarchy for B4UFLY Services 

Rule Airspace Type Notice Type Notice Text Notice Refs/Links 

[5.3b] 
DC FRZ, Prohibited, 

NSUFR 
 

WARNING: 

Flight Restricted 

Airspace 

No person may operate a 

small unmanned aircraft 

in restricted airspace 

unless that person has 

permission from the 

appropriate authority. 
 
Individuals violating any 

of these restrictions may 

be subject to FAA and/or 

law enforcement action. 

No links to LAANC or 

FAADroneZone 

 

Link to the applicable 

authoritative source 

 

DC FRZ: 
DC Area Prohibited & 

Restricted Airspace | 

Federal Aviation 

Administration (faa.gov) 

 

Military Bases: 

Include POC field from 

authoritative source 

[5.3c] 
Active TFRs 

Active Restricted Areas 
 

WARNING: 

Flight Restricted 

Airspace 

No person may operate a 

small unmanned aircraft 

in restricted airspace 

unless that person has 

permission from the 

appropriate authority. 

  

Individuals violating any 

of these restrictions may 

be subject to FAA and/or 

law enforcement action. 

Go to LAANC 

(if applicable) 

 

Link to the applicable 

NOTAM/TFR 

[5.3d] 
Active Sporting Event 

TFRs (SEAMS) 
 

WARNING: 

Flight Restricted 

Airspace 

Flight operations within 

3NM of an FAA-

designated stadium or 

sporting venue are 

restricted at this time, 

please check SEAMS for 

information regarding 

when this restriction will 

be lifted. 

Links to: 

Drones Are Prohibited 

In and Around 

Stadiums | Federal 

Aviation 

Administration 

(faa.gov) 

 
SEAMS Data Source 

https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://services1.arcgis.com/n4Ot9Qz0t5espY4s/arcgis/rest/services/SEAMS_Production_View/FeatureServer
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Rule Airspace Type Notice Type Notice Text Notice Refs/Links 

[5.3e] 

Part 93 Special Air 

Traffic Rules (excluding 

DC SFRA/FRZ) 

 
WARNING: 

Flight Restricted 

Airspace 

No person may operate a 

small unmanned aircraft 

in restricted airspace 

unless that person has 

permission from the 

appropriate authority. 

  

Individuals violating any 

of these restrictions may 

be subject to FAA and/or 

law enforcement action. 

Go to LAANC 

(if applicable) 

 

Include NAME and 

SECTOR 

[5.3f] DC SFRA  
CAUTION: 

 Special Flight 

Rules Area 

Flying a drone for 

recreational or non-

recreational use between 

15 and 30 miles from 

Washington, D.C. is 

allowed under specific 

operating conditions. 

 

Individuals violating any 

of these restrictions may 

be subject to FAA and/or 

law enforcement action. 

Go to LAANC 

(if applicable) 

 

Link to: 
DC Area Prohibited & 

Restricted Airspace | 

Federal Aviation 

Administration (faa.gov) 

[5.3g] 

Scheduled TFRs 

Scheduled Restricted 

Areas  

 
CAUTION: 

Flight Restricted 

Airspace 

No person may operate 

a small unmanned 

aircraft in restricted 

airspace unless 

that person has 

permission from the 

appropriate authority. 

 

Individuals violating any 

of these restrictions may 

be subject to FAA and/or 

law enforcement action. 

Go to LAANC 

(if applicable) 

 

Link to the applicable 

NOTAM/TFR 

[5.3h] 
Scheduled Sporting 

Event TFRs (SEAMS) 
 

CAUTION: 

Flight Restricted 

Airspace 

Flight operations within 

3NM of an FAA-

designated stadium or 

sporting venue are 

restricted from 1 hour 

before the planned start 

time until 1 hour after 

the end of any qualifying 

event. Check the stadium 

schedule found on 

SEAMS prior to any 

flight operations. 

Links to: 

Drones Are Prohibited 

In and Around 

Stadiums | Federal 

Aviation 

Administration 

(faa.gov) 

 
SEAMS Data Source 

https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/dc
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums
https://services1.arcgis.com/n4Ot9Qz0t5espY4s/arcgis/rest/services/SEAMS_Production_View/FeatureServer


 

 
FAA LAANC USS Performance Rules v9.0 Page | 38 

Rule Airspace Type Notice Type Notice Text Notice Refs/Links 

[5.3i] Class B, C, D, or E SFC  
CAUTION: 

Controlled 

Airspace 

You must have an 

airspace authorization 

from the FAA. Use 

LAANC. 

  

Prior to flight, the 

remote pilot in command 

must assess local 

airspace and any flight 

restrictions. 

Go to LAANC 

[5.3j] 
MOA, MTRs, Warning 

Areas, Alert Areas CAUTION: 

Special Use 

Airspace  

This airspace may 

contain more air traffic 

or fast military aircraft. 

Maintain extra vigilance 

and awareness when 

flying.   

  

Prior to flight, the 

remote pilot in command 

must assess local 

airspace and any flight 

restrictions. 

Go to LAANC  

(if applicable) 

  

Link to the applicable 

authoritative source 

[5.3k] 

Controlled airspace 

without a LAANC 

enabled UASFM  

 
CAUTION: 

Controlled 

Airspace  

You must have an 

airspace authorization 

from the FAA. LAANC 

is not presently available 

in this area, use 

FAADroneZone. 

  

Prior to flight, the 

remote pilot in command 

must assess local 

airspace and any flight 

restrictions. 

Go To FAADroneZone 

[5.3l] Inside National Parks 
CAUTION: 

National Park 

Check with the National 

Park Service prior to 

flight. 

 

Prior to flight, the 

remote pilot in command 

must assess the local 

airspace along with any 

other takeoff, landing, 

and flight restrictions. 

Link to National Parks: 
https://www.nps.gov/orgs/

aviationprogram/upload/u

nmanned-aircraft-in-

national-parks.pdf  

https://www.nps.gov/orgs/aviationprogram/upload/unmanned-aircraft-in-national-parks.pdf
https://www.nps.gov/orgs/aviationprogram/upload/unmanned-aircraft-in-national-parks.pdf
https://www.nps.gov/orgs/aviationprogram/upload/unmanned-aircraft-in-national-parks.pdf
https://www.nps.gov/orgs/aviationprogram/upload/unmanned-aircraft-in-national-parks.pdf
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Rule Airspace Type Notice Type Notice Text Notice Refs/Links 

[5.3m] 

Inside Bureau of Land 

Management Wilderness 

Areas 
 

CAUTION: 

Wilderness Area 

"Check with the Bureau 

of Land Management 

prior to flight. 

 

The remote pilot in 

command must assess 

the local airspace along 

with any other takeoff, 

landing, and flight 

restrictions." 

Include NLCS Name 

[5.3n] 
Inside Fish and Wildlife 

Service Wilderness Areas  
CAUTION: 

Wilderness Area 

"Check with the Fish and 

Wildlife Service prior to 

flight. 

 

The remote pilot in 

command must assess 

the local airspace along 

with any other takeoff, 

landing, and flight 

restrictions." 

Include DESNAME 

[5.3o] 
Inside Forest Service 

Wilderness Areas  
CAUTION: 

Wilderness Area 

"Check with the Forest 

Service prior to flight. 

 

The remote pilot in 

command must assess 

the local airspace along 

with any other takeoff, 

landing, and flight 

restrictions." 

Include 

WILDERNESSNAME 

[5.3p] 

FAA Recognized 

Identification Area 

(FRIA) 

 
CAUTION:  

FAA Recognized 

Identification Area 

(FRIA) 

To operate without 

Remote ID, both the 

drone and the pilot must 

be located within the 

FRIA's boundaries 

throughout the 

operation. 

 

Prior to flight, the 

remote pilot in command 

must assess local 

airspace and any flight 

restrictions. 

Include FRIA name, 

Address, End Date 
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Rule Airspace Type Notice Type Notice Text Notice Refs/Links 

[5.3q] 
Recreational Flyer Fixed 

Sites 
 

CAUTION: 

Recreational Fixed 

Flyer Site 

Flight operations at a 

Recreational Flyer Fixed 

Site within controlled 

airspace must adhere to 

the site’s operating 

limitations and safety 

guidelines, which are 

available from the fixed 

site sponsor. 

Go to LAANC  
(if applicable) 

 

Link to: 
https://www.faa.gov/uas/r

ecreational_flyers 
 

Include POC field from 

authoritative source 

[5.3r] Class G 
 

CLEAR TO FLY 

No active advisories. 

Airspace authorization 

not required. 

 

Prior to flight, the 

remote pilot in command 

must assess local 

airspace and any flight 

restrictions. 

N/A 

 

Further rules regarding the display of information are included below. 

 

[5.3s] USSs must provide a hyperlink to FAA sources of information associated with the rules 

listed in  

Table 4. 

 

[5.3t] TFRs that begin above 400 ft AGL or other restrictions, such as speeds that would exceed 

regularly expected drone operations, may be excluded from being processed and displayed if the 

USS chooses to do so. All TFRs that are not exempt from display based on the above-mentioned 

criteria must be obtained from an FAA approved source and displayed by the USS as an 

additional map layer within their applications for operator use and awareness. For each TFR 

being displayed within the application, the USSs must provide a hyperlink to that specific TFR 

from an accepted FAA source of information (see Table 1).  

 

[5.3u] The USS should display the UASFM maximum allowable altitudes. 

 

[5.3v] All airspaces, airports, airstrips, helipads, etc., must be displayed with the appropriate 

distance from pin drop up to a 2 nautical mile radius. 

 

[5.3w] Any airspace type listed in  

Table 4 within a 2 nautical mile radius of the pin drop must be displayed to the user with the 

appropriate distance from the pin drop. 

 

[5.3x] The UASFM must be displayed regardless of the airspace schedule. 

 

https://www.faa.gov/uas/recreational_flyers
https://www.faa.gov/uas/recreational_flyers
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[5.3y] The schedule may be included for time-sensitive notices (e.g., SUA, if applicable) and 

must be included for all applicable TFRs. 

 

[5.3z] The USS must include the published airspace schedule for each pin drop (if applicable). 

Certain airspace volumes located around airports change class depending on time of day, month 

of the year, etc. The important transitions are when airspaces switch from controlled to 

uncontrolled or vice versa. These transitions generally occur when the control tower at the 

airport is a part-time tower and the associated airspace transitions to Class G (uncontrolled) when 

the tower is closed. The airspace schedule data source (see Table 1) indicates 

controlled/uncontrolled transitions. If no corresponding airspace schedule is found for a given 

airspace volume, that volume is assumed to be active at all times. 

 

[5.3aa] The USS may use active times from an FAA source (see Table 1 and sua.faa.gov) when 

ingesting and formatting TFRs and Restricted SUAs to be displayed. In order to meet this rule 

without the burden of processing active times, USSs may show all TFRs and Restricted SUA as 

active all the time. Active times must be displayed for TFRs and may be displayed for Restricted 

SUAs. 

 

[5.3ab] In the event of protracted unavailability of the FAA's LAANC system lasting more than 

4 hours, or at the direction of the FAA, the USS must make the following statement available to 

users in a manner appropriate to its application design:  

 

“The FAA LAANC System is currently unavailable and unable to process new or 

modified airspace authorization requests. 

Previously approved airspace authorizations (those issued with an FAA reference 

number) remain valid unless you are informed otherwise by [USS] or the FAA. The 

FAADroneZone portal is an alternative source to make new airspace authorization 

requests. Processing times may vary, and you must receive an authorization approval 

(issued with an FAA reference number) before you can fly. Visit 

https://faadronezone.faa.gov/ for additional details. 

B4UFLY users may experience inaccurate or incomplete aeronautical information during 

a LAANC outage and are advised to check or update their data as soon as practical 

following return to service notification. 

Updates about the current LAANC outage including return to service information may be 

available on the FAA’s website or social media channels.” 

5.4 FAA Access to B4UFLY Data 

[5.4a] The USS must provide a data report as a CSV file with formatting shown in Figure 8. The 

Timestamp field must follow the ISO 8601 date and time format (YYYY-MM-

DDThh:mm:ss.sssZ). The data reports are to be submitted once per month to the FAA. The 

monthly data submitted to the FAA must only contain all required data points to include the 

latitude and longitude of each pin drop within the time range beginning on the first day of the 

month at 00:00:00.000 UTC until the last day of the month, ending at 23:59:59.000 UTC. This 

https://sua.faa.gov/


 

 
FAA LAANC USS Performance Rules v9.0 Page | 42 

data report must be submitted to the FAA at LAANCQC@faa.gov by the close of the first 

business day of every month. 

 

Latitude Longitude Timestamp (UTC) 

-14.331654 -170.711521 2024-01-30T15:00:00.000Z 

-14.216104 -169.423567 2024-01-31T18:00:00.000Z 

Figure 8: Data Transfer Format 

mailto:LAANCQC@faa.gov
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6 Special Governmental Interest (SGI) Authorization 
Requests 

6.1 Overview 

First responders and other organizations responding to natural disasters or other emergency 

situations may be eligible for expedited approval to access temporarily restricted airspace 

through the Special Governmental Interest (SGI) process. Operations that may be considered 

include, but are not limited to: Firefighting, Search and Rescue, Law Enforcement, Damage 

Assessments Supporting Disaster Recovery Related Insurance Claims, Utility or Other Critical 

Infrastructure Restoration, and Media Coverage Providing Crucial Information to the Public. 

Small Unmanned Aircraft Systems (UAS) Service Suppliers (USSs) may offer an electronic 

method for completing and submitting an FAA Request Form for Expedited SGI Waiver or 

Authorization for UAS Operation to the FAA System Operations Support Center (SOSC). 

6.2 SGI Performance Rules 

[6.2a] The request form must support Part 107, Part 89, and Part 91 operation requests. No other 

operations can be supported by the SGI request form. 

 

[6.2b] The request form must be delivered in a standardized PDF file to 9-ATOR-HQ-

SOSC@faa.gov. The generated email must include the email addresses for both the USS and the 

operator as recipients for the response waiver certificate. 

 

[6.2c] For requests submitted from 6 a.m. to 12 a.m. (0600-2400) Eastern Time, the request form 

must be transmitted via email at least 15 minutes prior to requested access. For urgent waivers 

that are needed within 1 hour, the USSs must prompt the operator to call 202-267-8276, as 

shown below. Waivers needed beyond 1 hour do not require a phone call.  

• “The SOSC office and email (9-ATOR-HQ-SOSC@faa.gov) are staffed/monitored 6 

a.m. to 12 a.m. (0600-2400) Eastern Time. For all emergencies requiring a waiver within 

1 hour, please follow up any email with a phone call to 202-267-8276, which is answered 

24/7.” 

[6.2d] For requests submitted from 12 a.m. to 6 a.m. (2400-0600) Eastern Time, the form must 

be transmitted via email at least 30 minutes prior to requested access and the operator must be 

prompted to follow up with a phone call to 202-267-8276. 

 

[6.2e] USSs must design their messaging and application to prompt operators in the application 

to acknowledge the following basic SGI qualifications prior to submission:  

• “The requesting operator must possess a Part 91 Certificate of Waiver or Authorization 

(COA) or Part 107 Pilot License.” 

• “The UAS operation must support an emergency response or other effort being conducted 

to address exigent circumstances and that will benefit the public good.” 

• “The requested FAA approval cannot be secured via normal processes in time to meet 

urgent operational needs.” 

• “An SGI Authorization Request is not an automatic approval. An Operator must receive 

an Authorization Approval Document or Waiver before conducting their operation.” 

mailto:9-ATOR-HQ-SOSC@faa.gov
mailto:9-ATOR-HQ-SOSC@faa.gov
mailto:9-ATOR-HQ-SOSC@faa.gov
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[6.2f] The SGI Waiver form must include the form sections and input fields with field labels 

identified in Table 5. Any additional documentation (e.g., Statement of Work (SOW), COA, 

Certifications, Images, etc.) are to be embedded or attached with the SGI Authorization Request 

form upon submission.   

Table 5: SGI Waiver Form Fields 

Form Section Fields/Labels 
Additional Notes/Field 

Requirements 

Operator 

Information* 

Operator Organization Agency or company 

Operator Address  

 

Operator Point-of-Contact Include name, office, mobile phone 

number, and email address 

Pilot and Observers Include names, mobile phone 

numbers, and emails 

 

Allow for multiple observers 

Type of UAS and Registration 

Number 

Include UAS, make, model, 

registration number, and serial number 

 

Allow for multiple UAS entries 

Documentation* COA Information 

 

If the requested UAS operation 

will be flown under a pre-

existing COA, please attach it 

hereto and provide the COA 

number 

If operating with existing COA - Must 

include Part 91 COA if requesting an 

amendment. 

 

Include as an attachment or prompt the 

user to attach pre-existing Part 91 

COA if applicable. 

If the requested UAS operation 

will be flown under Part 107, 

please provide the Part 107 Pilot 

License number 

Include Pilot Part 107 Certification as 

an attachment 

 

Part 107 SOW Part 107 must include a SOW 

 

Include as an attachment or prompt the 

user to attach SOW if applicable 

Part 107 section requested to be 

waived 

Identify rule(s) to be waived under this 

COA (e.g., 107.39 Operations Over 

People) 

Requested 

Flight Details* 

Enter the date(s) of the proposed 

UAS operation 

MM/DD/YYYY (e.g., 03/18/2018 or 

03/18/2018-03/21/2018) 

Enter the times of the proposed 

UAS operation 

Include UTC and local times with time 

zone (e.g., 1600Z-1800Z [1200 EST-

1400 EST]) daily 

Enter the location of the 

proposed flight  

Reference the nearest intersection, city 

or town, and state 



 

 
FAA LAANC USS Performance Rules v9.0 Page | 45 

Form Section Fields/Labels 
Additional Notes/Field 

Requirements 

Enter the distance and direction 

from the nearest airport and FAA 

identification of the same 

Distance in NM and direction from the 

nearest airport (e.g., 6 NM W of GPT) 

Identify the class(es) or type of 

airspace in which the flight will 

be conducted 

Include the type of airspace (e.g., 

Class B, Class G, Restricted, SSI, etc.) 

Requested maximum altitude of 

UAS flight 

*Not to exceed 

Enter Geographic Information 

System (GIS) details defining 

the location of the proposed 

flight 

Circle - Provide the latitude and 

longitude, expressed as 

degrees/minutes/seconds, of the center 

of that area and the radius of that same 

area. (e.g.,32°52′27″N 96°59′53″W - 

.25NM radius) 

Polygon - Provide the latitude and 

longitude, expressed as 

degrees/minutes/seconds, of the 

vertices of the general area, starting 

with the most northerly point and then 

progressing clockwise. (e.g., 

32°52′27″N 96°59′53″W; 32°52′28″N 

96°59′48″W; 32°52′27″N 

96°59′48″W; 32°52′28″N 

96°59′49″W) 

Route - Provide the latitude and 

longitude, expressed as 

degrees/minutes/seconds, of the key 

waypoints of the route, and, as 

appropriate, provide the width of the 

route. (e.g., 32°52′27″N 96°59′53″W; 

32°52′28″N 96°59′48″W - 2NM wide) 

Include a graphical depiction of 

the operation boundary via: 

screenshot, hyperlink, or export 

the operation into an acceptable 

format (e.g. file type: GeoJSON, 

KML, Shape File, CSV) into this 

form. 

 

Nature and 

Description of 

Event* 

Input field selection options: 

• Firefighting 

• Law Enforcement 

• Search and Rescue 

• Local/National/Natural 

Disaster 

Description of event  
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Form Section Fields/Labels 
Additional Notes/Field 

Requirements 

• Other [specify] 

Additional Pilot 

Certifications  

Enter additional pilot 

qualifications 

Input field selection options: 

• Sport/Recreational/Private 

pilot certificate 

• Commercial/Airline pilot 

certificate 

• Flight instructor certificate 

Include 

Attachments 

Upload relevant attachments 

with this document. 

 

 

Note: Fields marked * are required 
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Attachment A – USS-FAA High-Level Exchange Model 

The reference material below is intended to assist stakeholders in understanding, planning, and 

scoping LAANC-related systems and services. The information items listed are high-level and 

not technically exhaustive (additional data may be required). This material is intended to be 

synchronized with the relevant USS-FAA LAANC API Specification, but in any cases of 

perceived or actual conflict, the USS-FAA LAANC API Specification has precedence.  

 

Create Auto Authorization 
(USS → FAA) 

▪ Operator Name (first and last) 

▪ Operator Phone Number (during operation) 

▪ Reference Code 

▪ Start Date/Time (UTC) 

▪ Duration 

▪ Maximum Altitude (AGL) 

▪ Boundary Geometry (polygon or point/radius) 

▪ Authorizing Airport 

▪ UASFM Grids Touched (IDs and last edit dates) 

▪ Airspace Classes Touched 

▪ Registration Number (Optional) 

 

Request Authorization [Further Coordination] 
(USS → FAA) 

▪ Operator Name (first and last) 

▪ Operator Phone Number (during operation) 

▪ Reference Code 

▪ Start Date/Time (UTC) 

▪ Duration 

▪ Maximum Altitude (AGL) 

▪ Boundary Geometry (polygon or point/radius) 

▪ Authorizing Airport 

▪ UASFM Grids Touched (IDs and last edit dates) 

▪ Airspace Classes Touched 

▪ Safety Justification (text) 

▪ Registration Number (Optional) 
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Auto Authorization Update 
(USS → FAA) 

▪ Operator Name (first and last) 

▪ Operator Phone Number (during operation) 

▪ Reference Code 

▪ Start Date/Time (UTC) 

▪ Duration 

▪ Maximum Altitude (AGL) 

▪ Boundary Geometry (polygon or point/radius) 

▪ Authorizing Airport 

▪ UASFM Grids Touched (IDs and last edit dates) 

▪ Airspace Classes Touched 

▪ Registration Number (Optional) 

 

Operation Action Response 
(FAA → USS) 

▪ Type of Operation  

▪ Reference Code 

▪ Approved or Denied 

▪ Status Date Time 

 

Operation Cancelled by Operator 
(USS → FAA) 

▪ Reference Code 

 

Operation Closed by Operator 
(USS → FAA) 

▪ Reference Code 

 

Operation Deleted by Operator 
(USS → FAA) 

▪ Reference Code 

 

Operation Automatically Cancelled 
(USS → FAA) 

▪ Reference Code 

 

Operation Invalidated (Invalid Cancel) 
(USS → FAA) 

▪ Reference Code 
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Authorization Rescinded 
(FAA → USS) 

▪ Reference Code 

 

Authorization Rescind Acknowledgement 
(USS → FAA) 

▪ Reference Code 

 

Delete Operation 
(USS → FAA) 

▪ Reference Code 

 

No Operation 
(USS → FAA) 

▪ Reference Code 

 

System Health and Versions 
(USS → FAA) or (FAA → USS) 

▪ System Status (UP or DOWN) 

▪ Codes (FAA only) 

▪ System Version 

▪ API Version 

▪ UASFM Dataset URL and Last Edit Date 

▪ Airspace Dataset URL and Last Edit Date 

▪ Airports Dataset URL and Last Edit Date 

▪ FT NSUFR Dataset URL and Last Edit Date 

▪ PT NSUFR Dataset URL and Last Edit Date 

▪ SEAMS Dataset URL and Last Edit Date 

▪ FRZ Dataset URL and Last Edit Date 

▪ SUA Dataset URL and Last Edit Date 

▪ Airspace Schedule Dataset URL and Last Edit Date 
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Operation Statistics 
(USS → FAA) or (FAA → USS) 

▪ Count of 107 Operations Submitted 

▪ Count of 107 Auto-Approved Submitted 

▪ Count of 107 Further Coordination Submitted 

▪ Count of 107 Further Coordination Approved 

▪ Count of 107 Further Coordination Denied 

▪ Count of Automatically Cancelled 

▪ Count of 107 Further Coordination Expired 

▪ Count of 107 Rescinded 

▪ Count of 107 Rescind Acknowledged 

▪ Count of 107 Cancelled 

▪ Count of 107 Invalid Cancel 

▪ Count of 107 Close 

▪ Count of 107 Deleted 

▪ Count of 44809 Operations Submitted 

▪ Count of 44809 Auto-Approved Submitted 

▪ Count of 44809 Rescinded 

▪ Count of 44809 Rescind Acknowledged 

▪ Count of 44809 Cancelled 

▪ Count of 44809 Invalid Cancel 

▪ Count of 44809 Close 

▪ Count of 44809 Deleted 

▪ Count of Successful API Calls 

 

Open Authorizations 
(USS → FAA) or (FAA → USS) 

▪ List of open authorizations including: 

▪ Reference Code 

▪ Submission Type (AA, FC) 

▪ Submission Category (107, 44809) 

▪ State (Authorized, Pending, Rescinded_Awaiting) 
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Operation History 
(USS → FAA) or (FAA → USS) 

▪ Submission Type (AA, FC) 

▪ Submission Category (107, 44809) 

▪ Submission Date and Time 

▪ Status (Authorized, Complete, Pending, Never Authorized, 
De-Authorized, Rescinded_Awaiting) 

▪ Approval Date and Time (if applicable) 

▪ Denial Date and Time (if applicable) 

▪ Change Date and Time (if applicable) 

▪ Rescind Date and Time (if applicable) 

▪ Cancel Date and Time (if applicable) 

▪ Rescind Acknowledgement Date and Time (if applicable) 

▪ Close Date and Time (if applicable) 
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Attachment B – LAANC States and Transitions 

The reference material below is intended to assist stakeholders in understanding LAANC-related 

terminology concerning authorization processes. The information provided here is of a high-level 

and may not be technically exhaustive. For example, unsuccessful transitions are not shown and 

do not count (such as API rejections). 

 

 

Figure 9: LAANC State-Transition Diagram 

Note: In Figure 9 above, the junction node represents transition of the invalidation steps as part 

of the invalidation sequence of events. The steps and sequence of the invalidation event consist of 

an “invalid detection” performed by the USS, followed by an “invalid cancel” performed by the 

operator. The operation remains in a pending state until the invalidation sequence is fully 

complete, or other action (as depicted) changes the state of the operation. 

  

Operation
Initialization

Complete De-Authorized Never
Authorized

Approve

AA or FC?

Authorized Pending

Invalid
Detection

Create AA*

[Auto Authorization (AA)]

Request
Authorization

[Further Coordination (FC)]

Invalid
Cancel?

End Time Invalid Cancel

Rescinded Awaiting

Exit Criteria:
[1] Acknowledge
or
[2] End Time (no acknowledge)

Invalid
Cancel

Legend:

          = Initial State            = Intermediate State = Junction Node      Bold Text = FAA Event

          = Choice Node            = Termination State      Italic Text = USS/Operator Event

[N] [Y]

*Only  authorized  if confirmed by API
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Definitions 

Table 6: Definitions of LAANC Authorization States 

State Definition 

Authorized 
Approved authorization that has not been Completed or De-

Authorized. 

Complete 

Approved authorization that has finished at its submitted end time, 

or by an operator action indicating the authorization is closed. 

 

Note: Includes authorizations detected as invalid that have not been 

invalid cancelled by the operator but have reached its submitted end 

time. 

De-Authorized 

Authorization was cancelled (i.e., operator, invalid), or rescinded. 

 

Notes: 

(1) Operator cancel and invalid cancel can only occur prior to the 

submitted start time. 

(2) Rescind acknowledgment can occur any time after the 

authorization is rescinded, but prior to the submitted end time. 

(3) Includes rescinded authorizations not acknowledged by the 

submitted end time. 

Never Authorized 
Pending authorization request that was denied, expired, or cancelled 

(i.e., automatic, invalid, or operator). 

Pending 
Active authorization request that has not yet been approved or 

denied. 

Rescinded Awaiting Authorization rescinded and awaiting operator acknowledgment. 
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Event Responsibility Matrix 

Table 7: LAANC Event Responsibility Matrix 

Event Operator USS LAANC ATM 

Create Auto Authorization (AA) ✓ ✓   

Auto Authorization (AA) Update ✓ ✓   

Request Authorization (FC) ✓ ✓   

Reject   ✓  

Approve   ✓ ✓ 

Deny   ✓ ✓ 

Expire   ✓  

Operator Cancel ✓ ✓   

Automatic Cancel  ✓   

Rescind   ✓ ✓ 

Rescind Acknowledgement ✓ ✓   

Close Operation ✓ ✓   

Invalid Detection  ✓   

Invalid Cancel ✓ ✓   

Delete Operation ✓ ✓   
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Attachment C – Onboarding Information  

Approved LAANC USSs are required to demonstrate the capability to provide LAANC services 

on all offered product configurations (e.g.,107-AA, 107-FC, 44809-AA, B4UFLY) and platforms 

(e.g., Web-Based application, Android/iOS application, etc.) to verify compliance of all USS 

Performance Rules. Prospective LAANC USSs must complete the LAANC USS New Applicant 

Onboarding Process to demonstrate compliance and become approved LAANC USSs, while 

approved LAANC USSs must participate in Upgrade Onboarding. 

 

Upgrade Onboarding verifies that approved LAANC USSs adhere to the most recent FAA 

approved version of the Performance Rules. Per MOA Section 2.3.9, USSs are given the 

opportunity to review new rules and raise objections and/or concerns about the changes.  Once 

objections and/or concerns, if any, are adjudicated by the FAA, the new rules are updated and 

published in a new version of the rules, and the upgrade process begins. The USS Upgrade 

Onboarding timeline is shown in Figure 10 below. 

 

 

Figure 10: USS Upgrade Onboarding Timeline 

If a USS seeks to launch a new product outside the established annual Upgrade Onboarding 

timeframe, the USS can request Off-Cycle Onboarding. To participate in Off-Cycle Onboarding, 

the USS must submit a written request to the Contract Officer with details regarding the product 

it wishes to launch and when it wishes to launch. It is advised to provide sufficient details for the 

FAA to understand the nature of the request. All requests for Off-Cycle Onboarding are subject 

to FAA review and approval. The review may include multiple factors such as the detail of the 

request, the type of product, FAA resource availability, and a review of USSs compliance history 

over the previous twelve months. The USS must pass Off-Cycle Onboarding during the specified 

time period in order to put the product into development.  All products and configurations tested 

in Off-Cycle Onboarding will be tested in all subsequent Upgrade Onboarding cycles. 

 

Failure to successfully complete Upgrade Onboarding and demonstrate compliance with the USS 

Performance Rules will result in suspension of the USS from providing LAANC services. Figure 

11 below provides a nominal timeline in the event a USS is unable to demonstrate compliance 

with the USS Performance Rules. 
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Figure 11: USS Upgrade Onboarding Non-Compliance Timeline 

 

Termination Information 
Once a USS notifies FAA of request for termination: 

• USS restricts users from creating any new operations. 

• USS displays the following text on all platforms: "[USS Name] will not support LAANC 

authorization requests after [date]. You can use another Approved LAANC UAS Service 

Supplier to request authorizations for flights after [date]."



 

 
FAA LAANC USS Performance Rules v9.0 Page | D-1 

Attachment D – FAA Quality Control Process 

Introduction 

Prior to 2023, the LAANC Program Management Office (PMO) had limited insight into the 

operational performance of UAS Service Supplier (USS) products between formal onboarding 

cycles. Previously, violations of the LAANC USS Performance Rules and other anomalous 

behavior were detected indirectly through USS self-reporting to the Enterprise Control Center 

(ECC) and informal use of USS products by the FAA. Discrepancies also became apparent 

between onboarding and production environments. Efforts to identify, confirm, and remediate 

these violations in an ad-hoc manner resulted in a significant expenditure of effort by the 

LAANC PMO. This approach is neither sustainable, comprehensive, nor sufficient in its ability 

to constitute a comprehensive quality control process for LAANC operations.  

 

To complete thorough performance reviews of USS services according to the LAANC USS 

Performance Rules, the LAANC PMO has created the LAANC USS Performance Quality 

Control Plan (QCP). The QCP outlines the approach to detect, verify and address LAANC USS 

Performance Rule violations, as well as resources required to execute the plan. It is the 

responsibility of the FAA to execute the QCP and report on its findings.  

 

Solution Approach 

The QCP establishes a process to evaluate USS operational performance against the LAANC 

USS Performance Rules through scheduled Spot Check assessments, Discovery assessments, Ad 

Hoc testing, utilization of the LAANC Compliance Dashboard and LAANC Operations & 

Maintenance (O&M) Dashboard. New USSs will be subject to the QCP beginning the first full 

month following their LAANC go-live date. 

 

Spot Checks 
Spot checks play a vital role in the QCP by ensuring that quality standards are consistently met, 

enabling early problem detection, and promoting continuous improvement within USS 

applications. Spot Check assessments identify violations by testing a subset of the LAANC USS 

Performance Rules using test case scenarios designed by the QC team. The PMO will address all 

USSs in violation of the LAANC USS Performance Rules according to the violation procedures 

detailed later in this document. 

 

Discovery Assessments 

Discovery assessments provide insight into the USSs’ application performance and user 

experience. Discovery assessments are conducted on an on-going basis by an airspace Subject 

Matter Expert (SME). These assessments are intended to uncover previously unknown anomalies 

based on tester analysis. Identified issues will lead to Ad Hoc testing for all other USSs. 

Additionally, the PMO will address all USSs in violation of the LAANC USS Performance 

Rules according to the violation procedures detailed later in this document. 
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Ad Hoc Testing 

Ad hoc testing is typically derived from an anomaly found during Discovery assessment or user 

feedback. These tests are executed if the severity of the violation is categorized as “High” to 

ensure that it is not common amongst the remaining UAS Service Providers. Once Ad Hoc 

testing is complete, the PMO will address all USSs in violation of the LAANC USS Performance 

Rules according to the violation procedures detailed later in this document. 

 

The LAANC O&M Dashboard, Compliance Dashboard, and their respective reports will provide 

continuous monitoring and reporting of availability and functionality of each USS’s LAANC 

service.  

 

The PMO will provide the USSs with monthly and quarterly status reports that include sanitized 

results from the Spot Checks, Discovery Assessments, Ad Hoc Testing (if applicable), and 

dashboards. The PMO will contact the USSs individually if any remediation is necessary. 

 

Separate from this document, the FAA’s Office of Communications (AOC) is responsible for 

policing public information regarding LAANC that is published by USSs. If the PMO detects 

potential violations, AOC will be notified. 

 

Tools 
The following tools are required to execute the QCP: 

1. Access to all USS products, including those a part of a larger product suite. 

2. FAA login credentials for all USS production products.  

3. Statistical tracking of compliance.  

4. iOS, Android mobile devices and/or tablets. 

5. LAANC O&M Dashboard. 

6. Compliance Dashboard. 

7. LAANC official QC email (LAANCQA@faa.gov) for direct USS engagement. 

 

Resources 
The LAANC PMO requires adequate staff to execute the QCP. Staff responsibilities include 

conducting Spot Checks and Discovery Assessments, monitoring dashboard reports, identifying 

violations, Ad Hoc Testing, facilitating violation resolution, and providing USSs with monthly 

performance reporting. 

mailto:laancQA@faa.gov
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Table 8: Activity Breakdown 

Activity Description 

Spot Check Assessments  
Each USS is evaluated monthly based on test case scenarios created 

by the QC team. 

Discovery Assessment 
A USS will be randomly selected to be evaluated each week through 

exploration of the application and performance. 

Ad Hoc Testing 
Each USS is evaluated based on issues identified during a Discovery 

Assessment or collected user feedback. 

Review of O&M and 

Compliance Dashboards 
Weekly error summary sent internally to the FAA. 

 

Rules Violation Approach 
Table 9 below identifies general guidelines the FAA has defined for violation severity and 

possible actions taken. 

Table 9: USS Rules Violation Guidelines 

Violation 

Severity 
Rationale Examples 

Possible FAA 

Action 

Possible USS 

Action 

High 

Potential 

Safety 

Impact 

• Violation of core 

authorization rules 

• Issue USS 

warning 

• Suspend service 

• Terminate USS 

• Ad Hoc Testing 

• Resolve issue 

• Re-onboard 

Medium 

Operational 

Non-Safety 

Impact 

• Violation of non-core rules 

• Introduction of new 

product w/o onboarding 

• Output of misleading 

information to operators 

• Issue USS 

warning 

• Suspend service 

• Resolve issue 

• Re-onboard 

Low 
Minimal 

Impact 

• Incorrect number of API 

calls 

• Incorrect spelling of 

authorization text 

• Service outage 

• Issue USS 

warning 

• Resolve issue 

 

Violations detected through Spot Check assessments generally fall under the “high” and 

“medium” severity levels, while violations identified through the dashboards are considered 
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“low” in severity level. However, LAANC PMO will act based on its discretion when evaluating 

violation severity dependent on each specific situation. Any violation found during a Discovery 

Assessment that is categorized as a High Severity will trigger Ad Hoc testing for all USSs. 

 

 

Cure & Validation Period 

The Cure & Validation Period for identified violations includes a 30-day Cure Period for USSs 

to resolve violations, and a 30-day Validation Period for the FAA to verify compliance. The 

diagram in Figure 12 provides the resolution timeline in the event of a violation by a USS. 

 

Figure 12: LAANC Cure & Validation Period 

 

Quality Control Plan Execution Schedule 
The QCP is tracked annually (January – December). The order of USSs to be assessed is 

determined prior to the beginning of the quarter. The order is randomized to prevent 

predictability. The different assessment types may not have to be conducted for the same USS at 

the same time. For example, in week 1, “USS A” can receive their Spot Check assessment while 

“USS B” receives their Discovery assessment. A sample quarterly schedule is shown in Table 

10. 

 

At the beginning of the following month, an individual status report is sent to all USSs. A QC 

report will also be sent quarterly to all LAANC stakeholders providing an overview of QC tests 

and results; an internal quarterly report will be distributed to the PMO team providing additional 

detail. 
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Table 10: First Quarter QC Plan Execution Schedule 

Date Activity 

January 1-24 Spot Check assessments are executed on Test X for all USSs 

January 3-10 Discovery assessment on USS A 

January 11-17 Discovery assessment on USS B 

January 18-24 Discovery assessment on USS C 

January 25-31 QC team prepares test results and reports 

February 1 January QC results sent to each USS 

February 1-22 Spot Check assessments are executed on Test Y for all USSs 

February 1-8 Discovery assessment on USS D 

February 9-15 Discovery assessment on USS E 

February 16-22 Discovery assessment on USS F 

February 23-29 QC team prepares test results and reports 

March 1 February QC results sent to each USS 

March 2 Remediation due for Test X 

March 1-22 Spot Check assessments are executed on Test Z for all USSs 

March 1-8 Discovery assessment on USS G 

March 9-15 Discovery assessment on USS H 

March 16-22 Discovery assessment for USS I 

March 25-29 QC team prepares test results and reports 

April 1 March QC results sent to each USS 

April 1 Remediation due for Test Y 

April 1 External First Quarter QC Report distributed to all USSs 

April 1 Internal First Quarter QC Report distributed to PMO 

May 1 Remediation due for Test Z 
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Attachment E – Data Protection Plan Description 

The Data Protection Plan provides a detailed description as to how the USS implements the 

following required LAANC Data procedural protections for UAS operators, recognizing the 

rights UAS operators have in their LAANC Data. 
 

The DPP should, at minimum, include the following sections:  

1. Introduction: Provide an overview of services, customers, and operating partnerships to 

obtain airspace authorizations from the LAANC program. The DPP and any 

accompanying documentation should have appropriate markings identifying proprietary 

or sensitive materials (e.g., Controlled Unclassified Information) not meant for 

distribution.  

2. System Description: Provide and describe the secure data development practices and any 

external partnership applications or systems.  

a. Secure data development practices: 

o Describe the measures and processes that are in place to ensure and verify 

that LAANC data access is restricted exclusively to locations within the 

United States. 

o Describe whether any development activities are conducted outside the 

borders of the United States. 

b. External partnership applications or systems: Create an SDSP (External Systems) 

Security Policy that defines the USS oversight responsibilities to include the 

following: 

o Connection criteria, and approved connection methods. 

o FIPS 140-2 approved encryption algorithms 

o Malware 

o Controlled Access 

o Annual review evaluations to verify the necessity and security compliance 

of the LAANC SDSP ongoing access. 

3. Risk Management and Cybersecurity Framework: Identify the selected NIST 800-53 or, 

NIST 800-171, or ISO/IEC 27001 cybersecurity frameworks as updated, and security 

controls implemented by the USS at the Moderate categorization rating identified within 

the FIPS 199 document.  Address responses to core functions and categories such as Data 

Management, Access Controls, Encryption, Incident Response, Training and Awareness, 

Audits Reviews, and Disaster Recovery.  

4. Security Risk Assessment: The USS must remediate vulnerabilities identified in the 

security risk assessment per Table 12 in Attachment H. 

5. Legal and Regulatory Compliance: Ensure ongoing data protection compliance, 

legislation and all relevant regional and local regulations. Regularly review federal, state 

and legislative governing body websites for the most current data protection regulations 

for the region. Describe the procedure for actively monitoring regulatory compliance 
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changes and how revisions are communicated to all stakeholders to guarantee full 

compliance with all applicable laws.   

6. Data Protection and Privacy Policy: The USS must include its data protection and privacy 

policy extended to its customers and what data is shared with the LAANC SDSP. This 

includes:  

a. Identify to the UAS operator and to FAA, in plain language and in a conspicuous 

location:  

o all LAANC Data the USS is collecting from the UAS operator;  

o for how long the LAANC Data will be retained;  

o with whom the USS shares LAANC Data for UAS operators who opt-in to 

such LAANC Data sharing pursuant to paragraph 2 below;  

o all intended uses of the LAANC Data; and  

o any intellectual property rights the USS claims in the LAANC Data 

created by the UAS operator or derived from UAS - LAANC Data.  

b. Provide a mechanism that informs the UAS operator of USS’s data usage and 

security policies related to the sharing of LAANC Data, and allows for the UAS 

operator to affirmatively agree to the sharing of LAANC Data through the UAS 

operator’s decision to use the services offered by the USS:  

o The Data Protection Plan must provide that the USS may share LAANC 

Data with the FAA pursuant to law, federal regulation, the LAANC 

Memorandum of Agreement, or these Performance Rules. This includes, 

without limitation, the information described in the USS-FAA LAANC API 

Specification version in effect.  

c. Allow UAS operators a method to access or request a copy of their LAANC Data 

collected by the USS, and to request its destruction. Upon receipt of the request 

from the operator, the USS must destroy the LAANC Data as requested.  

7. Identify internal operating documents that implement procedures or policies in 

compliance with Articles 19, 20, and 21. 

  

The Data Protection Plan will cover all LAANC Data as defined in Article 1, Parties & 

Definitions, of the LAANC Memorandum of Agreement. 
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Attachment F – Agreement for Third Party LAANC Integration 

ARTICLE 1.  PARTIES & DEFINITIONS 

This is a Federal Aviation Administration (FAA) mandated Agreement, or sub-agreement, for 

private unmanned aircraft system (UAS) Service Suppliers (USSs), operating under the Low 

Altitude Authorization and Notification Capability (LAANC) program, to provide access to 

LAANC Data to the other party to this agreement.  

1.1  Parties. 

The FAA is intended to be a third-party beneficiary to this Agreement and is providing notice to 

both parties under this agreement that it may exercise the rights and actions that are outlined in 

this agreement or were mandated for the USS to flow down to the other party of this Agreement. 

The two Principal Parties are:  

(1) __________ the USS, and  

(2) _________ is the external user.    

The parties do hereby agree and obligate themselves to abide by the rights, responsibilities, and 

other conditions as defined in this Agreement. 

1.2  Definitions. 

The parties to this Agreement, concur on the definitions for the following terms.  The specific 

definitions are found in Attachment #1, the Memorandum of Agreement (MOA) between the 

FAA and USS provider.   

• LAANC  

• LAANC Data 

• LAANC Automation Platform (AP)  

• Representatives 

• UAS Service Supplier (USS) 

ARTICLE 2.  SCOPE  

2.1  Purpose.  

[To be completed between Principal Parties] 

2.2  Goals and Objectives to be accomplished.  

The parties are bound by a duty of good faith and best effort in achieving the goals of this 

Agreement.  The FAA agrees to fulfill the roles and responsibilities outlined in Attachment #1, 

provided the Principal Parties to this Agreement adhere to their roles and responsibilities. 

[Remainder to be completed by Principal Parties] 
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2.3  Roles and Responsibilities. 

2.3.1  All parties to this agreement  

2.3.1.1  Agree to abide by the terms of the following:   

• Attachment #1, the MOA between the FAA and the USS; and 

• Attachment #2, the LAANC USS Performance Rules. 

• 2.3.1.2  Agree to comply with Title VI of the Civil Rights Act of 1964 relating to 

nondiscrimination in federally assisted programs. 

2.3.2  The USS 

[To be completed between Principal Parties] 

2.3.3  The External User 

[To be completed between Principal Parties] 

2.4  Points of Contact. 

All parties to this Agreement agree to contact the below listed FAA Point of Contact (POC) for 

all LAANC matters. 

[To be completed between Principal Parties] 

ARTICLE 3.  PERIOD OF AGREEMENT AND EFFECTIVE DATE 

This Agreement will be effective on the date of the last signature below and will terminate five 

(5) years from the date of execution unless the parties affirmatively agree to continue it and 

modify the end date accordingly.  

By signing this Agreement, certifies that it has a continuing need for this Agreement; if at any 

time no longer has a continuing need for this Agreement, must immediately notify the FAA. 

ARTICLE 4.  CHANGES AND MODIFICATIONS 

Changes and modifications to this Agreement must be made by written amendment and signed 

by the FAA in addition to the Principal Parties.   

ARTICLE 5. TERMINATION 

In addition to the termination rights in Article 2, either party may terminate this Agreement with 

or without cause at any time prior to its expiration date by giving the other party at least thirty 

(30) calendar days prior written notice of termination.  The FAA may also require that cease 

specific uses of the LAANC service; upon notice of such a requirement, may terminate this 

Agreement without advance written notice. 
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ARTICLE 6.  ORDER OF PRECEDENCE 

In the event of any inconsistency between the terms of this Agreement and its attachments, the 

inconsistency must be resolved by giving preference in the following order: 

A. The Agreement 

B. The Attachments 

ARTICLE 7.  INDEMNITY 

Both Principal Parties agrees to indemnify and hold harmless the Government and its agents, 

officers, employees, and representatives (the Indemnified Parties) from and against all claims, 

demands, damages, liabilities, losses, suits, and judgments, including the costs and expenses 

incident thereto (collectively, Claims), that may accrue against, be suffered by, be charged to, or 

be recoverable from the Indemnified Parties arising out of acts or omissions of the Principal 

Parties or the Principal Parties’ Representatives in connection with this Agreement—including 

but not limited to the Principal Parties’ interactions with UAS operators—except to the extent the 

Principal Parties have fully complied with the material terms of this Agreement; including the 

LAANC USS Performance Rules; and the Indemnified Parties are the primary and proximate 

cause of the Claims for which the Indemnified Parties seek indemnification.   

Even if the Principal Parties have fully complied with the material terms of this Agreement; 

including the LAANC USS Performance Rules; and the Indemnified Parties are the primary and 

proximate cause of the Claims for which the Indemnified Parties seek indemnification, the 

Principal Parties must indemnify and hold harmless the Indemnified Parties only to the extent 

that such Claims arise out of acts or omissions of the Principal Parties or the Principal Parties’ 

Representatives.  The FAA agrees to hold harmless the principal parties or the principal parties’ 

Representatives for Claims only to the extent that such Claims arise out of acts or omissions of 

the Indemnified Parties. 

The FAA will provide reasonably timely written notice to of all Claims and will cooperate with 

to facilitate the defense or settlement of all claims; however, the Principal Parties’ obligations in 

this article are not contingent upon the FAA’s doing so.
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Attachment G – Applicable LAANC Performance Rules for 

LAANC SDSPs 

• [3.1d] The third-party must provide the operators with the hyperlink to the FAA Privacy 

Statement notifying them that the FAA has issued a Privacy Statement regarding 

information collected within LAANC. The Privacy Statement is located at: 

https://www.faa.gov/uas/programs_partnerships/data_exchange/privacy_statement. 

• [3.2.1a] The third-party must conform to the USS-third party API Specification version in 

effect. 

• [3.2.2] The third-party must obtain the below information from the USS. 

o [3.2.2a] UAS Facility Map (UASFM) Data 

o [3.2.2b] Full-Time National Security UAS Flight Restrictions (NSUFRs) 

o [3.2.2c] Part-Time NSUFRs 

o [3.2.2d] Class Airspace 

o [3.2.2e] Airports 

o [3.2.2f] Stadium Event Automated Monitoring System (SEAMS) 

o [3.2.2g] Washington D.C. Flight-Restricted Zone (FRZ) 

o [3.2.2h] U.S. Special Use Airspace (SUA) 

o [3.2.2i] Airspace Schedule 

o [3.2.2j] Temporary Flight Restrictions (TFRs) [see 3.4.4 for TFR Rules] 

• [3.4a] The third-party must clearly advise the operator if a planned operation is eligible 

for automatic authorization or if a planned operation is eligible for Further Coordination. 

• [3.4b] If the operation is eligible for Further Coordination but the USS does not offer 

Further Coordination, the third-party must clearly indicate to the user that Further 

Coordination is available for this operation through other USSs and link to the list of 

LAANC providers at https://www.faa.gov/uas/getting_started/laanc [hyperlink to 

https://www.faa.gov/uas/getting_started/laanc]. 

• [3.4.1a] The auto-approved authorization process must not be considered complete until a 

confirming digital response is received from the FAA as described in the USS-FAA 

LAANC API Specification. 

• [3.4.1b] The third-party must not make submissions more than 90 days in advance of the 

planned start of the operation. 

https://www.faa.gov/uas/programs_partnerships/data_exchange/privacy_statement
https://www.faa.gov/uas/getting_started/laanc
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• [3.4.2a] A Further Coordination request must not be considered approved or denied until 

a definitive response has been received from the FAA as described in the USS-FAA 

LAANC API Specification. 

• [3.4.2b] Further Coordination requests must be submitted no later than 72 hours prior to 

the start time of the requested authorization. 

• [3.4.2d] The third-party must not make submissions more than 90 days in advance. 

• [3.4.2e] The third-party must inform operators that Further Coordination is a manual 

process with commensurate timelines. 

• [3.4.2f] After submission, the third-party must inform the operator that the request is 

“pending” and discourage following up with Air Traffic by phone as this may result in 

the request being denied by FAA. 

• [3.4.2g] If a Further Coordination request is denied, the third-party must advise the 

operator not to submit an operation with the same input parameters as the one that was 

denied. 

• [3.4.2h] If a Further Coordination request is denied and the controlling facility provides a 

specific reason for the denial, the USS must include the specified reason in the message 

to the Operator.  

• [3.4.3a] The third-party must apply the published airspace schedule for each operation. 

The airspace schedule defines the start time and end time for which the airspace volume 

is active (controlled). If no airspace volume is active, the airspace is Class G 

(uncontrolled) and thereby authorizations are not required. If no corresponding airspace 

schedule is found for a given airspace volume, that volume is assumed to be active at all 

times. 

• [3.4.4a] TFRs obtained from the USS must be displayed by the third-party as an 

additional map layer within their applications for operator use and awareness. Third-

parties must provide a hyperlink to FAA sources of information for each instance of these 

restrictions.  

• [3.4.4b] The third-party must provide the following disclaimer to operators regarding the 

completion and accuracy of TFR data and inform operators to manually check and ensure 

their operations do not interfere with any active TFRs or other flight restrictions. 

o “[USS Name] cannot ensure the completion or accuracy of all displayed TFR 

data. Remote pilots are responsible for checking the airspace they are operating in 

per Part 107.49 and complying with all restrictions that may be present such as 

restricted and prohibited airspace, temporary flight restrictions, etc. To obtain the 

most accurate and up to date information operators should check tfr.faa.gov 

[hyperlink to tfr.faa.gov] and ensure their operation(s) do not overlap with any 

active TFRs or other restricted airspaces prior to launch.” 

https://tfr.faa.gov/tfr2/list.html
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• [3.4.5a] For operations which are not eligible for authorization, the third-party must 

provide a clear indication that it is not eligible for automatic authorization through 

LAANC. 

o [3.4.5b] Operations exceeding 400 feet (§107.51b) 

o [3.4.5c] Part 107 Operations at night (§107.29) 

o [3.4.5d] 44809 Operations at night 

o [3.4.5e] Operations in an NSUFR or the DC FRZ (§107.47) 

o [3.4.5f] Operations in a Prohibited or active Restricted SUA (§107.45) 

o [3.4.5g] Operations at civil twilight (§107.29) 

o [3.4.5h] Operations in a TFR (§107.47) 

o [3.4.5i] Operations in another type of SUA (MOA, CFA, Warning, Alert, etc.) 

(§107.49) 

o [3.4.5j] Operations within 3NM of a stadium (§107.47) 

• [3.4.6a] The third-party must inform operators of the Class E limitation when it applies to 

their planned operation. 

• [3.4.7b] The third-party must make the reference code available to the operator. 

• [3.4.8a] The third-party must offer the capability to modify the details of a planned 

operation if such change does not invalidate the authorization or require Air Traffic 

Further Coordination. For example, extending the duration of an automatically approved 

authorization is an acceptable modification. 

• [3.4.9a] The third-party must incorporate the capability for any previously submitted 

requests or authorizations to be “cancelled” by the operator, indicating the operation is no 

longer planned. Since cancellation indicates that an operation will not be flown (in the 

future), it can occur only prior to the operation start time. 

• [3.4.10a] Once a rescind message is received, the USS and/or third-party must initiate 

resolution with the operator upon receipt that the authorization is rescinded by informing 

the operator via a standard communication method (e.g., Email or SMS are currently 

acceptable methods) which must include the appropriate LAANC Reference Code. 

• [3.4.10b] Third-parties must design their messaging and applications to prompt operators 

in the application to acknowledge authorizations that are rescinded by Air Traffic. 

• [3.4.10c] Furthermore, the third-party must provide the operator with a means to 

acknowledge the rescinded authorization. The rescind acknowledgement should occur as 

soon as possible but may occur any time prior to the operation end time. 
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• [3.4.11c] Once a previous submission is determined to be no longer valid, the USS and/or 

third-party must initiate resolution with the operator that the authorization is invalid by 

informing the operator via a standard communication method (e.g., Email or SMS are 

currently acceptable methods) which must include the appropriate LAANC Reference 

Code. 

• [3.4.11d] Third-parties must design their messaging and applications to prompt operators 

in the application to cancel authorizations that are no longer valid whenever they exist. 

• [3.4.11e] Furthermore, the third-party must provide the operator with a means to cancel 

each invalid submission. The Invalid Cancel message will alert Air Traffic of the 

cancellation of each invalid submission. 

• [3.5a] When Part 107 authorizations are provided, the third-party must generate, display, 

and store the following text (including the context-dependent information shown in 

brackets): 

o “[Start Date & Time – End Date & Time, Max Alt num ft]: In accordance with 

Title 14 CFR Part 107.41, your operation is authorized within the designated 

airspace and timeframe constraints. Altitude limits are absolute values above 

ground level which shall not be added to the height of any structures. This 

Authorization is subject to cancellation at any time upon notice by the FAA 

Administrator or his/her authorized representative. This Authorization does not 

constitute a waiver of any State law or local ordinance. Remote pilots are 

responsible to check the airspace they are operating in and comply with all 

restrictions that may be present in accordance with 14 CFR 107.45 and 107.49 

(a)(2), such as restricted and Prohibited Airspace, Temporary Flight Restrictions, 

etc. Remote pilots are also responsible for complying with the operating 

requirements in 14 CFR 107.29(a) when operating at night. Operations are not 

authorized in Class E airspace when there is a weather ceiling less than 1,000 feet 

AGL. If the UAS loses communications or loses its GPS signal, it must return to a 

predetermined location within the operating area and land. The remote pilot in 

command must abort the flight in the event of unpredicted obstacles or 

emergencies. 

o This certificate shall be presented for inspection upon the request of any 

authorized representative of the Federal Aviation Administration, or of any 

Federal, State, or municipal official charged with the duty of enforcing local laws 

or regulations.” 

• [3.5b] “Start Date & Time” and “End Date & Time” must unambiguously include the 

year, month, day, hour, minute, and time zone (or UTC). 

• [3.5c] The third-party must provide a method for quick access to the operation-specific 

authorization information (including text above) in a form that could be produced by the 

operator to authorities if necessary. 
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• [3.6a] When limited recreational authorizations in accordance with 49 U.S.C. § 44809 are 

provided, the USS must generate, display, and store the following text (including the 

context-dependent information shown in brackets): 

o “[Start Date & Time – End Date & Time, Max Alt num ft]: In accordance with 49 

U.S.C. § 44809(a)(5), your operation is authorized within the designated airspace 

and timeframe constraints. Altitude limits are absolute values above ground level 

which shall not be added to the height of any structures. This Authorization is 

subject to cancellation at any time upon notice by the FAA Administrator or 

his/her authorized representative. This Authorization does not constitute a waiver 

of any State law or local ordinance. The operator is responsible to check the 

airspace in which the UAS will be operated and comply with all restrictions that 

may be present in accordance with § 44809(a)(5), such as restricted and 

prohibited airspace, temporary flight restrictions, etc. This authorization is subject 

to the following conditions: (1) operations are not authorized in Class E surface 

area airspace when there is a weather ceiling less than 1,000 feet AGL; (2) if the 

UAS loses communications or loses its GPS signal, it must return to a 

predetermined location within the operating area and land; and (3) the person 

manipulating the controls of the UAS must abort the flight in the event of 

unpredicted obstacles or emergencies. 

o This certificate shall be presented for inspection upon the request of any 

authorized representative of the Federal Aviation Administration, or of any 

Federal, State or municipal official charged with the duty of enforcing local laws 

or regulations.” 

• [3.6b] “Start Date & Time” and “End Date & Time” must unambiguously include the 

year, month, day, hour, minute, and time zone (or UTC). 

• [3.6c] The third-party must provide a method for quick access to the operation-specific 

authorization information (including text above) in a form that could be produced by the 

operator to authorities if necessary. 

• [3.7a] When the USS blocks a LAANC submission during pre-check validation, the 

third-party must display all errors and related data that the USS returns to the user. 

• [3.7e] If a new submission is made when there is one (or more) non-pending operations 

for the same operator (name and phone number) occurring with an overlapping time 

period, the third-party must display a message to user that there are one or more 

operations for this operator and time period and unused operations should be cancelled 

before the operation start time. 

• [3.8b] In the event of protracted unavailability of the FAA's LAANC system lasting more 

than 4 hours, or at the direction of the FAA, the third-party must make the following 

statement available to users in a manner appropriate to its application design: 
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o The FAA LAANC System is currently unavailable and unable to process new or 

modify airspace authorization requests. Previously approved airspace 

authorizations (those issued with an FAA reference number) remain valid unless 

you are informed otherwise by [USS] or the FAA. The FAA's DroneZone portal 

is an alternative source to make new airspace authorization requests. Processing 

times may vary, and you must receive an authorization approval (issued with an 

FAA reference number) before you can fly. Visit FAADroneZone Access - Home 

[hyperlink to https://faadronezone.faa.gov] for additional details. Updates about 

the current LAANC outage, including return to service information, may be 

available on the FAA’s website or social media channels. 

• [3.9.5c] The USS or SDSP must provide FAA user accounts to the FAA for the following 

purposes:  

1. Production Environment: Monitoring of service functionality on a periodic 

basis for quality control.  

2. Non-Production Environment: Conduct onboarding testing as applicable. 

• [3.10a] In accordance with Article 22, Data Procedural Protections, of the LAANC 

Memorandum of Agreement, the USS must develop and implement a Data Protection 

Plan that is available to the FAA upon request. 

• [3.10b] The third-party must provide users a means to request destruction of LAANC 

data. The deletion request must be processed by the USS. 

• [3.11a] All communication, display of UASFMs, or other displays of information 

provided to sUAS operators, remote pilots in commands, dispatchers, and others through 

the LAANC applications must be clear and consistent with all laws, regulations, policy, 

guidance, and mission of the FAA. All information provided in the LAANC application 

and other communications to sUAS operators, remote pilots in commands, dispatchers, 

and others is subject to FAA review and USSs and/or third-parties must make changes to 

such communication and information display as directed by the FAA. 

• [3.12a] To facilitate quick deployment of emergency messaging, the third-party must 

have the ability to enable a pre-configured emergency notification at the request of the 

FAA, in a manner appropriate to its application design. This notification should be 

populated with text provided by the FAA, until directed to disable the messaging. 

https://faadronezone-access.faa.gov/#/
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Attachment H – Article 19 Details and Definitions 

The Data Protection Plan (DPP): Sets forth the minimum cybersecurity requirements for the 

handling and storage of sensitive information, including but not limited to personally identifiable 

information (PII), and LAANC information. The following sections include terms identified in 

Article 19 and the DPP: 

 

Cloud Based Services and Agreements 
Service Level Agreement (SLA): A comprehensive description of the service levels and 

performance metrics that the Cloud Service Provider (CSP) guarantees to its customers. This 

section should include details on uptime, response time, and availability of the service. 

 

Service Description: A detailed description of the cloud services being offered, including the 

type of service (IaaS, PaaS, SaaS). The USS or LAANC SDSP must identify cloud security 

responsibility based on service type. 

 

The SLA should contain information related to the following: 

• Service Description: A detailed description of the cloud services offered, including 

the type of service (IaaS, PaaS, SaaS). The customer is responsible for security in the 

cloud. The CSP is responsible for the security “of” the cloud. 

• Compliance and Governance: A description of the compliance and governance 

requirements that the CSP adheres to, such as regulatory compliance, data protection, 

and data sovereignty laws. CSPs must comply with applicable laws and regulations. 

• Data Security: Provide a detailed description of the security measures and protocols 

implemented by the CSP to ensure customer data's confidentiality, integrity, and 

availability based on the type of service. 

 

  



 

 
FAA LAANC USS Performance Rules v9.0 Page | H-2 

Table 11: Service Model Responsibility 

 
USS Cybersecurity Measures and Protocols: Example Controls 
Each USS selects the security framework from the list identified in Article 19 of the LAANC 

MOA document. This section provides an example of the security control families related to 

mitigating potential security vulnerabilities. The following serves as an example only.  

 

Example Framework: NIST 800-53 Rev. 5 
 

The core security control families in NIST 800-53 Rev 5 include critical controls ensuring an 

effective cybersecurity program. 

1. Access Control (AC): This family of controls is critical to ensure that access to sensitive 

information and resources is restricted to authorized users only. 

2. Identification and Authentication (IA): This family of controls includes measures to 

verify the identity of users and devices, and to authenticate their access to systems and 

data. 

3. Risk Assessment (RA): This family of controls is essential for identifying and evaluating 

cybersecurity risks and vulnerabilities, and for implementing appropriate risk 

management strategies. 

4. Security Assessment and Authorization (CA): This family of controls includes measures 

Service 

Model 

Responsibility 

Agency CSP Shared 

IaaS 

• Data governance and right 

management 

• Client end points 

• Account and access 

management 

• Identity and directory 

infrastructure applications 

• Network security controls 

• OS systems and patch versions 

• Hosting infrastructure 

• Network infrastructure 

• Physical data center 

• N/A 

PaaS 

• Data governance and right 

management 

• Client end points 

• Account and access 

management 

• Hosting infrastructure 

• Network infrastructure 

• Physical data center 

• OS systems and patch 

versions 

• Identity and 

directory 

infrastructure  

• Applications 

• Network 

security controls 

SaaS 

• Data governance and right 

management 

• Client end points 

• Account and access 

management 

• Applications 

• Network security controls 

• OS systems and patch 

versions 

• Hosting infrastructure 

• Network infrastructure 

• Physical data center 

• Identity and 

directory 

infrastructure 
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to test and evaluate the security of information systems and authorize their operation 

based on an assessment of the risks and vulnerabilities. 

5. Configuration Management (CM): This family of controls is critical to ensure that 

information systems and devices are configured securely and consistently. 

6. Incident Response (IR): This family of controls includes measures to detect, analyze, and 

respond to cybersecurity incidents and to minimize the impact of such incidents. 

7. System and Information Integrity (SI): This family of controls includes measures to 

protect against unauthorized access, modification, or destruction of systems and data. 

8. Audit and Accountability (AU): This family of controls includes measures to generate, 

store, and review audit logs to ensure that cybersecurity events and incidents are properly 

recorded and can be investigated if necessary. 

9. Security testing and vulnerability scanning: The USS’s must outline the process for 

security testing and vulnerability scanning of applications, including the frequency of 

testing using automated tools to identify vulnerabilities in the organization's systems and 

applications. 

Table 12: Vulnerability Severity Rating 

System Impact 

(FIPS 199) 

Vulnerability Severity Rating 

Critical High Medium Low 

High Within 15 days Within 30 days Within 60 days Within 120 days 

Moderate Within 15 days Within 30 days Within 60 days Within 120 days 

Low Within 15 days Within 30 days Within 60 days Within 120 days 

 
System Maintenance 
The purpose of this section is to ensure that the computer system, network, or software 

applications are functioning optimally, reliably and to reduce the risk of security breaches. It also 

helps to identify and address potential problems before they become major issues, ultimately 

improving the system's overall reliability and availability. 

 

Vulnerability scanning: These tools can identify common vulnerabilities such as outdated 

software, misconfigured systems, and unpatched software. 

 

Vulnerability prioritization: Once vulnerabilities have been identified, they must be prioritized 

based on their severity and the potential impact they could have on the organization. 

Vulnerabilities that are more critical or easier to exploit should be given higher priority. 

 

Remediation planning: After prioritizing vulnerabilities, a plan must be developed for 

remediation. This may involve patching software, reconfiguring systems, or implementing 

additional security controls. 

 

Remediation execution: Once a plan has been developed, the remediation process can begin. 

This typically involves applying software patches, updating configurations, or deploying new 

security controls. 
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Verification: It is important to verify that the remediation process has been successful. This may 

involve re-scanning assets to confirm that vulnerabilities have been remediated or conducting 

manual testing to ensure that the vulnerabilities have been properly addressed. 

 

Patch management: Outline the requirements of your patch management plan, including the 

frequency of patch updates, the types of patches that will be applied, and the process for testing 

and deploying patches. 

 

Incident Response Plan: The USS shall develop and maintain an incident response plan to 

respond to cybersecurity incidents in a timely and effective manner. 

 

Training: The USS shall provide regular training to employees, contractors, and vendors on 

cybersecurity best practices and training protocols. 

 

Audit and Accountability: The USS shall implement auditing and monitoring tools to detect 

and respond to cybersecurity incidents. 

 

Email and web browser security: This section outlines the security measures that must be 

implemented to protect email and web browsers from potential security threats, such as phishing 

attacks, malware, and other types of cyber-attacks. This may include implementing secure email 

protocols such as SMTPS, POP3S, and IMAPS, as well as using secure web browsers with built-

in security features such as sandboxing and privacy protection. 
 

Antivirus and Malware Protection 
This section outlines the requirements for antivirus software, including the frequency of updates, 

scanning schedules, and the types of malware that the software should be able to detect and 

remove. 

 

Antivirus software: Antivirus and malware software should comply with industry standards 

such as the Common Criteria or ISO 15408, which provide assurance of the software's security 

and effectiveness.  

 

Regular updates: Antivirus and malware software must be updated regularly to ensure that it 

can detect and remove the latest threats. This includes updating the software itself as well as the 

virus definition files. 

 

Real-time protection: Antivirus and malware software should provide real-time protection 

against malware threats. This means that the software should be able to detect and block malware 

in real-time before it can infect the system. 

 

Scanning schedules: Antivirus and malware software should be configured to scan systems on a 

regular basis, such as daily or weekly. This helps ensure that any malware on the system is 

detected and removed. 
 

Quarantine: Antivirus and malware software should be able to quarantine infected files, rather 
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than simply deleting them. This allows for further analysis of the file to determine the nature of 

the threat and can help prevent further infection. 

 

Reporting and logging: Antivirus and malware software should generate reports and logs of 

detected threats, including the date and time of the detection, the type of threat, and the action 

taken. 

 

Integration with other security controls: Antivirus and malware software should be integrated 

with other security controls, such as firewalls and intrusion detection/prevention systems, to 

provide a comprehensive defense against malware. 
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Attachment I – B4UFLY Applicable LAANC USS Performance 
Rules 

• [3.3.1a] The USS must apply the appropriate UASFM(s) to each operation. Basemap data 

includes the definition of UASFM grid cells. UASFM values (such as altitude limits and 

flags) may change on a daily timeframe, especially to expedite map corrections or time-

sensitive adjustments. 
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Attachment J – B4UFLY Safety Guidelines and Resources 

 

Safety Guidelines for 44809 Users 

• Fly only for fun or recreation. Otherwise, get Part 107 licensed. 

• Follow the safety guidelines of a recognized model aircraft community-based 

organization. 

• Avoid flying in a way that interferes with other aircraft.   

• Avoid flying near or over people, public events, or stadiums full of people. Flying near 

people can create a hazard.   

• Avoid flying near or over emergency response efforts.   

• Make sure you can see your UAS at all times with unaided vision (except for glasses and 

contacts). 

• Fly at or below 400 feet AGL when in uncontrolled airspace (Class G). 

• You must obtain authorization to fly in Class B, C, D, or within the lateral boundaries of 

the surface area of Class E airspace.   

• Avoid flying weather conditions such as high winds or reduced visibility. 

• You must register your drone if the drone is over 0.55lbs. If your drone is registered, you 

must either be Remote ID equipped or only fly inside a FAA Recognized Identification 

Area (FRIA).   

• You must take The Recreational UAS Safety Test – TRUST and provide proof of test 

passage to the FAA or law enforcement upon request. 

• See AC 91-57C for more detailed information.     

 

 

Resources 

• Frequently Asked Questions (FAQs): https://www.faa.gov/uas/resources/faqs  

• Other Resources: https://www.faa.gov/uas 

 

https://www.faa.gov/uas/commercial_operators
https://www.faa.gov/uas/resources/faqs
https://www.faa.gov/uas

