From: circularbin@cableone.net <circularbin@cableone.net>

Sent: Monday, December 02, 2019 4:47 PM

To: Orquina, Jessica A (FAA) <Jessica.A.Orquina@faa.gov>; Kolb, Gary (FAA) <Gary.Kolb@faa.gov>
Subject: Message from www.faa.gov: public comment to the dac

This email was sent through the Federal Aviation Administration's public website. You have been
contacted via an email link on the following page:
www.faa.gov/uas/programs partnerships/drone advisory committee/

Message:

Comment on Proposed drone Remote ID.

For safety and security of drone Owners & Pilots, the drone should only transmit a unique FAA assigned
Remote ID in an encrypted format to ensure only FAA, Federal Law Enforcement, and Federal Agencies
involved in Security can access unique Remote ID.

Public should NOT be able to determine drone Owner or Pilot from unique Remote ID. Access to
database listing Owner or Pilots, Name, Address, FAA License #, etc, should be restricted to FAA and FAA
authorized Federal Agencies.

A drone manufactures recently demonstrated App Free to General Public to use which provides
Identification information. ID information which publicly can be traced back to Owner & Pilot's name
and address. App as planned for release is a serious safety and security risk, along with violation of
privacy. The manufactures App also provides detailed flight information well beyond scope of what FAA
has proposed, such as Pilot's actual GPS coordinates.

The App as is would allow for public Doxing of Pilots or Owners, leading to them being easily Harassed.
The App would also allow criminals to target a Pilot for personal robbery (vehicle, drone, camera,
smartphone, tablet, laptop) while flying. Devious criminals could monitor the Pilot to know when Pilot
was away from home flying; to take time to rob their home.

| am asking FAA to ensure drone identification information is limited to unique Remote ID, that only FAA
and FAA authorized Federal agencies can turn into Owner / Pilot information.

Thank you.
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This email was sent through the Federal Aviation Administration's public website. You have been
contacted via an email link on the following page:
www.faa.gov/uas/programs _partnerships/drone _advisory committee/

Message:

| was reading the proposed new rule about tracking of drones. | have a safety concern with the
proposed change of having your flight info simultaneously uploaded to the net. On most drones you
have your device in set with airplane mode turned on. This is to limit outside interference from other
signals. If you have this turned on during flight to upload over the net you are running a major safety
risk. It will allow easy interference from outside sources and potentially cause the drone to behave
erratically. This can cause loss of control and potentially crashes or flyaways. The second part to the rule
where it would limit you to 400 feet of distance if you choose to upload later is unfair. That's because
firstly the unsafe practice of trying to fly and have your transmission downloaded at the same time. It's
also not fair to people that live in rural areas. There are many places where | live that within 2 miles
outside of town there is not cell service for upto a 30 mile area. Therefore people are being penalized
for not being in a area of the country that doesn't have the capability to do this available to them. | and
other pilots feel that you will be drive legal law abiding recreational pilots to break the law. People can
not afford the cost to retrofit there drones or can not afford to pay for a new drone with these
capabilities. Therefore people will be forced to either give up a recreational activity that for many is
there only escape from the stressful world we live in or they will just not comply and be breaking the
law. All of this because a very small amount of pilots aren't following basic safety rules.
| hope that some of my points can bring to light some flaws in this proposed rule.
Thank you for the opportunity for public comment.

Chad Schulze


http://www.faa.gov/uas/programs_partnerships/drone_advisory_committee/

This email was sent through the Federal Aviation Administration's public website. You have been
contacted via an email link on the following page:
www.faa.gov/uas/programs partnerships/drone advisory committee/

Message:

| just wanted to ask for the committee to address internet and wifi connectivity in rural areas and a
common sense approach. For example, manufacturers required only to allow 400' AGL and 1000' from
controller (VLOS). My 13 year old son and | have a drone photography business (Part 107) and will be
forced to give up our plan to provide for our families if we are not able to take off. | ask for your
consideration of a better plan to keep all concerns addressed.


http://www.faa.gov/uas/programs_partnerships/drone_advisory_committee/

From: jonedenl@gmail.com

To: Orquina, Jessica A (FAA
Subject: Message from www.faa.gov: public comment to the dac
Date: Saturday, October 26, 2019 10:16:22 PM

This email was sent through the Federal Aviation Administration's public website. Y ou have been contacted via an
email link on the following page: www.faa.gov/uas/programs_partnerships/drone_advisory _committee/

Suggest that the FAA consider having drones registered at the point of sale.

The Pro: not having unregistered drones (which in the future, you would not be able to track asto whether or not
they are complying with the Remote ID requirements)

The Con: the few minutes required for the seller in assure that the drone is registered.

Thanks for consideration of the above.
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DRONE

Guiding Principles for Part 107 Waiver Reform

Part 107 of the Federal Aviation Regulations went into effect over three years ago,
broadly authorizing commercial SUAS operations in the United States for the first time. The
rule was an important step forward and enabled basic, low-risk drone flights. Since many of
the most valuable benefits of commercial drone use require operations beyond visual line of
sight (BVLOS), over people and more, the FAA established a waiver process to safely allow
more complex operations.

Unfortunately, while some limited improvements have recently been made, the FAA
has struggled to implement the waiver process successfully. Specific data on the total
number of waiver applications filed is not publicly available; however, the FAA
has acknowledged that the denial rate for waiver applications is between 80-90%, and even
higher for more complex waivers such as BVLOS and operations over people. Indeed, the
FAA has approved very few meaningful complex waivers. For example, most of the BVLOS
waivers that the FAA has approved thus far are limited and require a ground-based visual
observer to see-and-avoid other aircraft in the vicinity. Waivers for more advanced
operations can take several months and often require several subsequent submissions by
applicants to respond to FAA requests for information. As of August 2019, over 95% of the
FAA’s approved waivers have authorized relatively simple sUAS night operations.

The Commercial Drone Alliance (Alliance) and its members are committed to
working with the federal government to integrate drones into our National Airspace System
safely and securely. To enable expanded commercial SUAS operations and improve
application success rates and processing times, reform of the Part 107 waiver process is
essential. The Alliance is pleased that the Drone Advisory Committee is considering ways
to improve the waiver process.

The Alliance proposes the following guiding principles around Part 107 waiver
reform:

Enhance Consistency in_Waiver Approvals: A core tenet of proper regulation is
consistency in application of rules across parties. Unfortunately, waiver application success
often varies irrespective of meaningful differences between applicants’ proposed operations




and safety cases. In many cases, similar applicants with analogous safety cases and
experience receive different waiver application determinations. The FAA must streamline
the process and provide clear guidelines internally to enhance consistent review and
application of the criteria. For example, the FAA should utilize the comprehensive Specific
Operations Risk Assessment (SORA) framework to more efficiently enable advanced UAS
operations and waiver applications. This guidance would make the application process
more efficient and consistent, reduce the bottleneck of ill-informed or inadequate
applications, and enable FAA staff to focus on the actual merits of comprehensive
applications and reach determinations expeditiously.

Enhance Flexibility and Scalability of Approvals: Aside from night waivers, the vast
majority of approved waivers only enable operation of specific makes/models of SUAS
and/or in specific geographic locations identified in the waiver application. Waiver holders
must submit an entirely new application if they elect to use a different SUAS model or
change the location of the operation. In cases where approvals are contingent on
performance-based sUAS criteria or specific conditions for an area of operation, the FAA
should instead rely on criterial factors, such as certain onboard equipage or unique features
of the operating area, rather than conditioning the approval on the use of a particular
make/model sUAS or a specific location. Doing so will provide the operator with greater
flexibility in the future and reduce the need for filing additional waiver applications, thereby
saving valuable FAA resources.

Clarify _Acceptable SAA/DAA Strategies: To date, the majority of approved BVLOS
waivers require visual observers (VOSs) to identify other aircraft in the area of operation.
The use of VOs as a DAA/SAA method is not scalable or commercially viable for most
companies. It is essential that the FAA take a risk based approach. The FAA should also
consider an applicant’s use of DAA/SAA technologies, including radar, acoustic, or ADS-B
technologies, as well as other operational mitigations, such as infrastructure masking, when
evaluating the risk of a proposed BVLOS operation. The FAA should utilize the
comprehensive SORA framework to inform BVLOS risk analyses.

Broaden the FAA’s Risk Analysis to Incentivize Safety: The FAA’s safety analysis for
waivers involving operations over people should not rely primarily on kinetic energy impact
levels or require drop test data for specific SUAS makes and models. The FAA’s analysis
should factor in (and credit) operational and technical mitigations, and consider the
likelihood of failures and impacts, not only the consequence of an impact. Further, the
FAA’s safety analysis should not treat operations over individuals participating in an
intended operational purpose (closed-set operations) the same way it does operations over
members of the general public. Consistent with the hundreds of Section 333 Exemptions
authorizing sUAS flights over people, individuals on a closed-set should be able to consent
to operations over them once briefed on the potential risks.

Eliminate _Waiver Process Bottlenecks: The FAA’s waiver team is comprised of
representatives of several FAA offices, all of whom are trying to juggle a large quantity of
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waiver requests. The FAA waiver team needs additional resources to review the backlog of
waiver requests adequately and in a timely way. Moreover, a structural change within the
FAA is necessary to enable a single decisionmaker with authority across several offices to
move the waiver process forward in a timely way. Currently, each individual FAA office has
the authority to delay or veto any waiver application, which often stymies innovation without
appropriate safety justification.

Improve DroneZone Waiver Portal: The portal as currently designed does not ask for key
information, and therefore confuses many applicants. As currently structured, a waiver
application asks 5 generic questions regardless of the intended operation. The FAA has
developed slightly more detailed “Waiver Safety Guideline Questions” for different types of
waivers, but those questions require additional clarity. The form should allow (and indeed
require) applicants to include this additional information in the initial waiver application to
improve both the efficiency of the review process for the FAA and the success rate of
waiver applications for applicants.

Streamline_Waiver Amendment Process: Currently, waiver holders are required to
submit a new application in order to amend even very minor aspects of an existing waiver.
For example, in order to change the “Responsible Person,” an applicant must re-submit the
original safety case documentation. This process is cumbersome, impedes the backlog of
applications, and wastes FAA resources. In circumstances where applicants are making
discrete changes to an existing waiver, there should be a process to expedite the
submission, review, and approval of only those aspects relevant to the change.

About The Commercial Drone Alliance

The Commercial Drone Alliance is an industry-led, 501(c)(6) non-profit association
representing commercial drone end users and the broader commercial drone
ecosystem. Our members include key leaders in the commercial drone industry, including
manufacturers, service providers, software developers, and end users in vertical markets
such as oil and gas, precision agriculture, construction, security communications
technology, infrastructure, news gathering, flmmaking, and more. The Alliance aims to
educate and collaborate with lawmakers at all levels of government on the benefits of
commercial drones, technologies that enable safe flight, and continued growth of the
commercial drone industry.

For more information, please visit: http://commercialdronealliance.org/
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DRYNE

COMMERCIAL DRONE ALLIANCE URGES IMPLEMENTATION
OF VOLUNTARY REMOTE ID

A comprehensive Remote ID system for drones is essential to promoting
innovation and establishing reasonable controls to protect against potential safety and
security threats posed by drones. The Commercial Drone Alliance (“the Alliance”) has long
supported comprehensive Remote ID for drone technology, including as a member of the
FAA’'s Remote ID and Tracking Aviation Rulemaking Committee (Remote ID ARC).
Remote ID is necessary to ensure that federal, state, and local agencies have a means of
identifying aircraft in order to encourage responsible behavior, and investigate any
incidents. Moreover, the federal government has made clear that regulations enabling
expanded operations for small drones (e.g., operations over people and beyond visual line
of sight) will not be implemented unless and until regulations for Remote ID are
implemented.

Therefore, many of the significant benefits of commercial drones — whether for
disaster response, infrastructure inspections, package delivery or other safe and efficient
use cases — are “on hold” in the United States until a comprehensive Remote ID framework
is instituted. In the meantime, the United States is missing out on the significant economic
impact such commercial drone operations will bring: a recent PricewaterhouseCoopers
report estimated the market value of drone-powered business solutions at over $127
billion.*

Unfortunately, implementation of an appropriate federal regulatory regime for
Remote ID has suffered numerous delays. The Remote ID ARC presented its
recommendations to the FAA in 2017. The FAA continues its process of drafting a Notice of
Proposed Rulemaking (NPRM) for Remote ID regulations, but the estimated date for
publishing the NPRM has slipped from July 2019 to late 2019. It is furthermore estimated

! PricewaterhouseCoopers, Clarity from Above, available at: https://www.pwc.pl/clarityfromabove.
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that, once the Remote ID NPRM is published, it could still take another 12-24 months before
the Remote ID rule is finalized, and yet another few years until full implementation.

In the interim, the Alliance strongly supports the Drone Advisory Committee’s (DAC)
efforts to implement Voluntary Remote ID as a reasonable step forward. Industry
standards, such as the forthcoming ASTM standard, provide a framework for introducing
Remote ID across a range of UAS operators, including commercial and recreational
operators using equipped and unequipped aircraft. This mechanism would provide industry,
regulators, and agencies with significant information and data to inform, and hopefully
expedite, the forthcoming Remote ID ruling. However, we urge the DAC to incentivize
industry participation by requesting the FAA to approve enhanced expanded operations
(beyond visual line of sight or over people, for example) for participating companies, even
before a final Remote ID rule is promulgated.

From the Alliance’s perspective, the benefits of unlocking Voluntary Remote ID
include:

e Presents a valuable opportunity to demonstrate Remote ID technologies and better
understand privacy and data collection/retention issues involved with Remote 1D

e Improves transparency of UAS operations for local law enforcement

e Provides data around the implementation of reasonable controls to protect against
potential safety and security threats posed by UAS

e Reduces the time for finalizing the Remote ID rule in light of data collected and lessons
learned from the Voluntary Remote ID experience

e Provides incentives for the drone industry to participate, including allowing certain
expanded operations sooner for those participating in Voluntary Remote ID.

Therefore, the Alliance urges the DAC to move forward to implement the Voluntary
Remote ID program expeditiously. We also urge the FAA to provide the appropriate
incentives for participation. The Alliance looks forward to working with all stakeholders to
move UAS integration forward and unlock innovation safely and securely.

About The Commercial Drone Alliance

The Commercial Drone Alliance is an industry-led, 501(c)(6) non-profit association
representing commercial drone end users and the broader commercial drone
ecosystem. Our members include key leaders in the commercial drone industry, including
manufacturers, service providers, software developers, and end users in vertical markets



such as oil and gas, precision agriculture, construction, security communications
technology, infrastructure, news gathering, flmmaking, and more. The Alliance aims to
educate and collaborate with lawmakers at all levels of government on the benefits of
commercial drones, technologies that enable safe flight, and the continued growth of the
commercial drone industry.

For more information, please visit: http://commercialdronealliance.org/
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rpuentes@enotrans.org

www.enotrans.org

1629 K Street, NW, Suite 200
Washington, DC 20006

October 15, 2019

The Honorable Daniel K. Elwell
Deputy Administrator

Federal Aviation Administration
Designated Federal Official
Drone Advisory Committee

Mr. Michael Chasen
Industry Co-Chair
Drone Advisory Committee

Dear Deputy Administrator and Mr. Chasen:

The Eno Center for Transportation’s Aviation Working Group Co-Chaired by
former U.S. DOT Secretary James H. Burnley and former Senator Byron Dorgan
is developing public policy recommendations to assist in the safe introduction of
UAS into the NAS. As part of this process, Eno is conducting a survey of
operators asking them details of their experience applying for waivers under Part
107 and exemptions under Sections 333 or 44807. This survey will quantify the
impact of the waiver/exemption process on the industry’s safety and bottom line.

In constructing this survey the Aviation Work Group was very careful to not
duplicate the work of DAC’s Tasking #3 and it is positioned to complement this
work both in terms of data collected and resulting analysis. The survey aligns
with FAA guidance material provided to Part 107 waiver applicants and covers
the financial and FTE impact of the process to the applicant, both initially and
requests for supplemental information.

The Eno Center’s Aviation Working Group survey can be found here:
https://www.surveymonkey.com/r/Eno_FAA_Survey

We would be most pleased to share our results and analysis with the DAC.
Thank you for the opportunity to share this research with you.

Regards,

ot ax

Robert Puentes
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SECURITY — THREAT ANALYSIS AND INTERDICTION — OCTOBER 2019
John H. Hilditch, MSTM
ABSTRACT

Flight duration for sUAS vehicles is determined by battery capability vs current draw [formula &
citation]. Current generation (2018) vehicles [define] typically stay airborne for thirty (230)
minutes or less. The short flight envelope simultaneously provides initial interdiction
constraints. Interdiction requires the successful execution of several elements within that short
time frame.

1. Weaponized sUAS antagonists must be discovered from within swarms where they seek
anonymity. They must be positively identified as a threat, dynamically tracked, and
analyzed in flight to determine threat type(s) [explanatory footnote- A, B, C, Sigint or
Explosive] being transported.

2. The device must dynamically and simultaneously have its flight path backtracked from
discovery point to flight origin so flight duration can be estimated while rapid response
intercept teams [do these exist?] are dispatched [using what mechanism] to apprehend
and identify the launch team(s).

3. Meanwhile, the forest UTM system [domain master] charged with security [several
UTMs could be operating in a theatre] must determine the predicted flight paths, parse
a target database [needs to be created and constantly updated for identification, attack
probability and value weight] any potential targets within flight range.

4. Potential grounding locations must be identified, taking several prerequisite elements
into consideration: They are

a. Threat payload
b. Threat target probabilities

c. Pedestrian densities along the predicted flight path(s) [pedestrian considerations
explained and referenced],

d. Appropriate response team proximity,

e. Surface traffic densities,

f. C2 mesh blind spots and dead zones

g. Interdiction solution selection (type and location)

h. Interdiction authority decision (does interdiction authority cross political

boundaries?)
Dispatch interception team interface functionality [does an interface with 911
exist? Is it universally deployed?]

WHAT IS MISSING?

e A definitive airspace segmentation scheme
e Positive ID system (for cooperative and non-cooperative UAS traffic)
o An effective legitimate vs illegitimate sUAS usage filtration system
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e Threat detection systems with effective IFF components

e Non-compliant detection effectiveness under high density sUAS traffic conditions

e Non-compliant false negative and false positive detection acceptance levels

e Secure and redundant C2 system with D2D ad-hoc sub-networking capability

e Spectrum allocation rules and management structure

e Harmonized nationwide 5G infrastructure build-out authorization and rule structure

e 5G C2 test and validation

e Safe interdiction and emergency services coordination plans

e UTM to Surface traffic and emergency services response coordination system

e Threat and Airspace reservation matrices

e A harmonized national regulatory structure

e The ability to guarantee timely and appropriate ground-based emergency services on-site
presence to secure the landing zone (LZ) before an intercepted sUAS touches down.

WHAT ARE THE CHALLENGES?

e Complete the development of UTM/ATM system coordination protocols to ensure seamless
integration and operation.

e Develop a robust counter-UAS system that:

o Isolates non-compliant sUAS traffic from within a swarm

Quickly and effectively identifies which sUAS devices are threats

Determines the threat level for each

Decides on appropriate interdiction plans for each

Co-ordinates safe interdiction scenarios with minimized latency and

Ensures timely and appropriate ground forces response to secure a landing zone (LZ) in

preparation for receiving a downed sUAS.

e Upgraded 911 systems to address sUAS interdictions and coordinate surface emergency services
response in whatever urban area sUAS flights are approved.

o Develop a software link that automatically patches into the 911 system and delivers appropriate
landing zone (LZ) and HazMat information to emergency responders when a sUAS interdicting
agency attempts an intercept.

e Develop a harmonized national regulatory structure and provide training to all enforcement
agencies throughout the country as a prerequisite to allowing sUAS flights in urban areas. There
are sure to be adversarial incidents where public safety officials are involved. This is a new
technology to most of them so the laws regulating use of these devices must be made crystal
clear to those charged with enforcement or litigation will become very costly to municipal
governments rather rapidly.

O O O O O

Onboard communications are separated into two main groups, Command and Control (C2) and Ad
Hoc networking which is used to communicate with swarm cohorts (V2V or D2D) for sense and
avoid maneuvers and/or tactical purposes. Ad-hoc communications tend to be limited yet more
immediate as they utilize direct vehicle to vehicle (V2V) communications to address tactical issues.
C2 communications, however, are subject to latency challenges resulting from ‘hub-and-spoke’
delays imparted by the upload, collation, analyses and download sequences of a top-down
command model. Ad-hoc networking may experience role expansion as swarm intelligence
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capabilities improve. Until decision responsibility becomes a swarm intelligence role however,
particularly with aerial interdiction episodes, the top-down C2 rather than ad-hoc model will remain
dominant (Lamont, Li, & Zhou, 2013). The requirements for both should expand and possibly merge,
to some degree, as the field matures and their roles continue to complement each other.

FLIGHT INTERDICTION (BASIC QUESTIONS)

Identifying and interdicting airborne sUAS threats is not a homogenous endeavor. Every
incident is different and, according to reports from the US military’s Black Dart exercises
over the past ten years (Whittle, 2015), there is no ‘magic bullet’ solution. When a threat is
initially suspected and possibly confirmed, authorities may decide that interdiction is the only
sure way to eliminate the threat, whatever its nature may be. In an urban context, making the
decision to forcibly ground a sUAS flight carries numerous ramifications, physical, legal and
safety related. The following are elements in such a decision tree. Each one comes with
challenges.

The following are a few (yet incomplete) items to be addressed when considering what
would be required to develop an In-flight Interdiction plan. Urban sUAS interdiction will,
unfortunately, be a fact of life going forward. Terrorism, banditry, anti-social behavior, the
allure carried with ‘15 minutes of fame’ or dreams of easy money will always draw some
people to become societal outliers. SUAS vehicles will be a new criminal tool that travels at
significant speeds through crowded airspace over even more crowded streetscapes. In order
to interdict such a flying threat, authorities will have very limited time to identify the threat,
determine what kind of threat it is, discover (or deduce) where it is going and when it will
arrive at its intended target. They will then have to determine where would be a safe location
to bring the SUAS down, clear that area, coordinate with ground-based emergency services to
be on site before the SUAS is knocked from the sky so they can secure the site and SUAS (in
the event it is carrying a hazardous or explosive payload). Each step in such a decision
process adds time to a rapidly closing opportunity window so all this has to happen at a very
fast pace. I’ve constructed this list of elements and questions to ask in constructing a
response plan to demonstrate how complex and difficult a challenge faces planners. This is
simply one of many scenarios that require significant planning and management to make
urban sUAS low altitude integration happen.

e What is the discovery methodology
o How would specific vehicles be perceived to present a threat while in-flight?
o What would happen if the SUAS belonged to another government agency and was
non-communicative or operating in a ‘dark’ mode for security purposes?
e Positive identification
o Ifavehicle is non-responsive, how will positive identification be made?
o If avehicle is non-responsive, how will a determination be made that the SUAS is
non-compliant or simply has suffered a communications device failure?
o What criteria will determine threat status absent communications capability?
e Flight status validation
o Absent communications capability, yet flying on a LAANC validated flight plan
be positively identified as the SUAS assigned to that flight plan?
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o Absent communications capability, how will authorization for a SUAS to be in a
specific flight area be determined to an intercept agent or device?

o What amount of latency could be expected during a challenge and response
sequence while the unresponsive SUAS is moving at speed?

e Geolocation and vector analysis (where in 3D space is the outlier UAS? What
vector & velocity?)

o What methods would be employed to locate and track a non-responsive SUAS in
flight?

o At some point a decision would be made to interdict the flight and ground the
device. What protocol would be employed for identifying safe landing zones and
directing surface security personnel to secure the grounded device?

o How would air to ground interdiction predict safe landing zones from blocks
away when pedestrian and/or surface traffic cannot be determined from the
interceptor’s location?

e Proximal airspace analysis (are any restricted areas in the outlier’s path or
proximity?)

o Given the speed and agility of SUAS flight, what criteria would be used to predict
flight into a geo-fenced area thereby triggering a threat alert?

e Interdiction Decision criteria

o Given the wide variety of potential flight options and airspace, what criteria
would be used to determine whether a particular device is a threat beyond the
obvious flight into or toward a TFR?

o Would threat levels be determined by proximity to a geo-fenced or TFR protected
area?

o Would a challenge and response protocol interrogate the SUAS for automated
TFR receipt for the intercept jurisdiction?

o Would automated TFR and geo-fenced area issuance be part of the LAANC flight
plan approval process?

e Decision matrices

o Given the short decision time frame, what would an interdiction threat analysis
entail?
What would an interdiction decision matrix require?
What would an interdiction decision matrix contain?
What organization would have the development responsibility for such a matrix?
Has any development work been started to provide security authorities with a
matrix?
e Interdiction Decision Authority

o Given the airspeed and short duration of urban sUAS flights, would interdiction
decisions be made by local or national authorities?

o What would the interdiction decision process entail?

o What elements would an urban sUAS threat analysis include?

e Intercept Elements
o Target analysis
o Intercept analysis
= C2 spectrum analysis
= flight path analysis

o O O O
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= Projected LZ analysis
= Safety analysis
= Intercept success probability analysis
= Intercept type determination
= Intercept timing decision
Surface analysis below intercept flight path
Safe LZ determination
Intercept authorization
Surface unit arrival coordination
Intercept action
Intercept follow-up analysis

0 O O O O O

As I mentioned at the beginning of this section, each challenge I’ve identified will
bring with it a series of challenges. Some may prove more complex and troublesome
than others but none will arrive unencumbered.

SECURITY

e Industrial espionage (Gortney, 2016)

e Private intelligence gathering threats

o Political campaign intelligence gathering

e Terrorism (e.g. off-the-shelf drones fitted with explosives in the middle east)
(Gortney, 2016)

o Subminiaturized SUAS privacy invasion (passive monitoring by tiny, stationary,
SUAS devices) (ibid.)

e Interdiction and its challenges (Whittle, 2015)

o How to identify and intercept non-compliant operators and SUAS vehicles
o Safe interdiction

o Legal consequences of interdiction (Rupprecht, n.d.)

o Non-regulatory interdiction (hijacks, thefts, private groundings)

e Foreign manufacturers creating a ubiquitous, yet unnoticed, domestic intelligence
apparatus capable of being dynamically re-tasked for intelligence gathering purposes
via unremarked, autonomous, ‘phone home’ software update processes. (Patterson,
2017), (Gortney, 2016)

LEGAL AND LIABILITY

e Interdiction challenges (Jonathan Rupprecht, JD, Esq., CFI, CFI-I, "Federal Drone
Law")

e Torts flowing from accidents involving UAS activities

e Privacy invasion

e Airspace ownership (including primacy doctrine litigation)

e Local patchwork laws vs harmonized national code

e UAS registration conflict (Taylor v FAA lawsuit)
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SOCIETAL

e Airspace ownership and privacy invasion (Foina, Krainer & Sengupta, 2015)
o Noise abatement issues

e Technology overload

e Intrusive surveillance activities

e Luddite (techno-skeptical) resistance

REFLECTIONS

The pace of change in this field is so rapid that it was difficult to contain the scope of this project
or stop the research process to complete the paper. There were so many interconnected areas
to include when telling the story that it became a bit unwieldy during the assembly process. At
the heart of any research paper is the ability to discover facts and tell a story about them. |
touched on many of the subjects in this paper and tried to show the links that require their
presence when painting a picture of sUAS integration into urban low altitude airspace. A
number of them would rate a paper of their own. | found several areas, rather late in the
process, that really caught my attention and are worthy of additional study. Two have my
attention and will be topics for their own individual studies. Both are security related which is
not really my focus but their sheer complexity and importance have a firm grip on me. They are
interdiction and autonomous ‘phone-home’ re-tasking.

AERIAL INTERDICTION SAFETY CONSIDERATIONS (with respect to Part 107.39)

Given the current administrations legislative efforts (S.2943 - National Defense
Authorization Act for Fiscal Year 2017) and others, interdiction and drones being ‘shot down’ in
one form or another seems almost inevitable. Companies are beginning to ramp up advertising
for UAS interception solutions. While such interceptions may play out fairly innocuously in a
rural context, the potential for catastrophe in urban airspace seems pretty evident to me. I realize
part 107 prohibits flight over human beings and the current FAA position is fairly hardened in
that respect. However, with companies (Uber, etc.) beginning to make noise about personal UAS
transport for urban airspace, current SUAS initiatives could be viewed as precursor or pathfinder
enabling technologies. I have lots of questions about this area but I’ll start with a short list.

How will interdiction over populated airspace (urban or otherwise) be conducted safely?
How will outlier or other non-cooperating SUAS objects be safely grounded?

How will potential aerial interdiction efforts play out against Part 107.39?

Will the inability of various security organizations to remove intrusive SUAS objects
from low altitude airspace without endangering pedestrians below be the deal breaker that
finally prohibits urban integration?

Is the FAA planning for low altitude aerial interdiction?

6. What are the potential ramifications for such interdiction on part 107.39 rulemaking?

el oA
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7. What planning has been made for automated 911 alerting prior to interdiction action
being taken?

8. What steps will be in place to endure appropriate emergency responders (HazMat, EOD,
etc.) will be on site at an interdiction landing zone (LZ) prior to grounding?

New change to law on or around June 5, 2018 about reasonable rights and expectations of
privacy. [citation needed here]

INITIAL NARRATIVE

Identifying threats within a benign urban airspace sUAS vehicle swarm will be a daunting task for a
variety of reasons. The following are systemic and temporal constraints:

e Average sUAS flight time based on battery life when laden.
e |dentifying non-responsive sUAS vehicles from within a compliant, communicating swarm.
e Determining whether a non-compliant target is a ‘dark’ operations sUAS under control of a
security organization or a threat.
e |s the non-compliant sUAS operating alone or as part of a sub-swarm?
e Determining flight path(s) and potential target(s).
e Determining flight origin and controller(s) (reverse Sigint?)
o How would this be accomplished?
o What organization would be in control?
o How could it be done sufficiently rapidly to interrupt the flight and round up the perps?
e Identifying controlled landing zones (nearest) along flight path
e Identifying potential payload (A-B-C or Sigint)
o |dentifying appropriate responding organization (HazMat, EOD, etc.)

FLIGHT NARRATIVE

A non-cooperative sSUAS is identified [how? By what means?] within a swarm (or larger
murmuration). What direction is it going and at what speed? Where is it coming from? Is it
alone or part of a group? Is it a rogue non-compliant SUAS or being operated by a security
agency or military organization in ‘dark’ mode? Is there a clearing house for these types of
operations? Who runs it and how effective is its track record on timely alerting of all UTM
stakeholders?

HYPOTHETICAL SCENARIO

At some point in the near future, weaponized off the shelf sUAS devices (drones) seen in war zones
like Syria, will appear in US urban airspace as asymmetric conflict weapons. Countering this new
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threat will require significant US first response infrastructure modernization. This will occur across
several domains. | will explain what is involved in a small narrative.

Unmanned Traffic Management (UTM) systems, currently under various stages of development by
several entities, are intended to identify, track, and otherwise manage urban air mobility. This
means such systems will manage any devices operating in the urban airspace, in much the same way
police and traffic control manage street level traffic. With potentially thousands of such devices
delivering goods, moving people, inspecting structures, monitoring installations and providing
surveillance, this third dimension of traffic management will also need to provide security for those
at street level. To do so, positive identification, robust communications, and real-time tracking of
each airborne device are absolute mandatory components. None of those are at an operational
state of development currently.

In a potential threat scenario, a non-communicative drone, or one that is flying without a mandatory
flight plan [citation] is somehow discovered among all other airborne traffic. Assume, for the sake of
argument, that this drone is a typical retail device using current battery technology. Battery life
therefor limits it to approximately 30 minutes of flight time. Several issues must be resolved within
that thirty-minute flight time frame.

e It (they) must be positively identified,

e Traced back to its (their) point(s) of flight origin,

e Response teams dispatched to flight origin location(s)

e have its potential range and flight paths determined (based on time spent already in flight),

e Determine that the drone is a threat and designate as such (criteria?)

e |dentify any potential targets in its predicted flight range

e Analyze and determine its weaponized payload (how?)

e Analyze and designate drone as either a ‘lone wolf’ or swam operator

e Analyze and designate for interdiction

e Have potential grounding locations along predicted flight paths designated

e Have properly equipped and trained first response teams (FRT) staged within the city

e Dispatch appropriately equipped and trained FRT(s) along predicted (potential) flight paths to
designated grounding locations(s)

e UTM controllers (?) determine pedestrian and surface traffic at designated grounding location(s)

e FRTs secure designated grounding location(s) by clearing pedestrian and surface traffic

e Interdiction ordered

e Drone grounded

e Payload contained

Summary Questions

1. Inthe quest to deliver urban air mobility to US NAS, are these and other security issues involving
first response being adequately addressed?

2. What structure exists, or is in planning, that can provide timely and complete management
across all domains involved?

3. What adjudication structure will handle cross domain conflicts with minimal inter-domain
communication interference?
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SMALL UAV

. COALITION
" A Partnership for

Safety & Innovation

August 26, 2019

Honorable Daniel K. Elwell
Deputy Administrator

Federal Aviation Administration
Designated Federal Official
Drone Advisory Committee

Michael Chasen
Industry Co-Chair
Drone Advisory Committee

Dear Deputy Administrator and Mr. Chasen,

The Small UAV Coalition' responds to the invitation the Drone Advisory Committee (DAC)
extended at its June 6, 2019 meeting to submit suggestions as to (1) how manufacturers and
operators could voluntarily equip unmanned aircraft systems (UAS) with remote identification
technology ahead of a remote identification (ID) final rule, (2) what types of incentives the Federal
Aviation Administration (FAA) could provide to encourage industry to voluntarily equip UAS

with remote ID; and (3) whether there are any other drivers to promote widespread equipage
(Tasking #1).

As the FAA has recognized, the need to address remote ID requirements is foundational to further
advancement of opportunities for UAS operations at scale. The Coalition has long advocated for a
requirement that drones be equipped with remote ID technology. Several Coalition members
participated in the FAA’s Remote Identification and Tracking Aviation Rulemaking Committee
(“ARC”), which issued its report in October 2017, and in ASTM Group F-38 Committee’s
development of remote ID standards. Earlier this year, the Coalition submitted a set of specific

recommendations for inclusion in the FAA’s proposed rule, one of which is to adopt the ASTM
remote ID standards.

The sooner remote ID is implemented, the sooner safety, security, and privacy benefits can be
realized. The Coalition is also keenly aware that the rulemaking process typically takes up to a
year or more to get to final rule. For these reasons, the Coalition strongly supports actions to
promote remote ID implementation in advance of the initiation of the rulemaking process, which

! Members of the Small UAV Coalition are listed at www.smalluavcoalition.org.
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we remain hopeful will begin in September. To promote implementation of remote ID equipage in
advance of the FAA’s adoption of a final rule, the Coalition offers the proposals outlined herein.

Voluntary Equipage

Remote ID technology is available now and in use by many UAS operators. The UAS industry is
ready to demonstrate the effectiveness of the technology and its potential to deliver immediate
safety, security, and privacy benefits at a reasonable cost.

The Coalition urges that any pre-rule implementation promoted by the DAC be consistent with the
ASTM standards as it represents a well-considered approach to deployment of remote ID.?> The
Coalition suggests that in conjunction with such promotion, the DAC also implore the UAS
industry publicly to commit to remote ID equipage in advance of the completion of the rulemaking

process. The Coalition’s member companies stand ready to make such a public commitment once
the DAC makes its determination.

To demonstrate the potential of remote ID in addressing a number of concems with UAS
operations, the Coalition also recommends the DAC urge the FAA to sponsor live remote 1D
demonstrations to key interest groups, such as Congress, Federal law enforcement and homeland
security agencies, State and local law enforcement officials, and the general public. In addition,
the FAA should support and acknowledge live demonstrations conducted by the UAS industry.
Live remote ID demonstrations are critical to public acceptance of commercial drone operations
in a range of use cases, including over people and beyond visual line of sight in both remote or
urban environments. The FAA should work with industry and State, and local agency participants
in the Integrated Pilot Program to facilitate these demonstrations. The Coalition members are
prepared to explore such presentations with the FAA to help ensure they are conducted safely.
Such opportunities would benefit from the DAC’s endorsement.

The Coalition members are prepared to explore such presentations with the FAA in partnership
with Federal, State, and local agencies to facilitate these demonstrations and help ensure they are
conducted safely. Such opportunities would benefit from the DAC’s endorsement.

Incentives

In order to incentivize companies to implement remote ID in compliance with the ASTM
standards, the Coalition believes the FAA should provide priority consideration to Part 107 waiver
and section 44807 exemption petitions filed by UAS operators that have implemented the ASTM
remote 1D standards. In addition to expedited processing, the Coalition believes that remote 1D
equipage should be considered favorably in evaluating the merits of a waiver or exemption request
because it increases the margin of safety of the drone operations.

2 While Tasking #1 refers to remote identification standards projects by SAE International and ANSI/Consumer
Technology Association (CTA), only the ASTM standards project is complete and suitable for the FAA’s adoption.
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Other drivers

Tasking #1 also asked whether there are any other drivers that could lead to widespread remote ID
equipage before the FAA publishes a final rule. The Coalition believes that a statement from the
FAA that 1ts rule will be based on and consistent with the ASTM standards would encourage the
UAS industry to begin equipage in compliance with these standards.

In summary, FAA adoption of the ATSM standards in advance of the FAA’s final remote ID rule,
industry equipage commitments and public demonstrations, and FAA’s commitment to expedite
and favorably consider waiver and exemption applications, will spur broad industry
implementation of remote ID equipage before the rulemaking process is complete. As an incentive
to equip UAS with remote ID, the Coalition recommends that the FAA offer expedited and
favorable treatment of waiver and exemption applications. The Coalition looks forward to moving

forward with this opportunity and is available to meet with the Lead and members of Task Group
1 at a mutually convenient time.

Respectfully submitted,

SA/OM

Copy to:

Steve Ucci, Task Group Lead
Jessica Orquina, FAA




David Messina

President, FPV Freedom Coalition
PO Box 154

Malden on Hudson, New York 12453
dmessina@fpvic.org

Cell phone: (914) 646-5258

http://fpvfc.org

June 5, 2019
To: FAA Drone Advisory Committee

Re: Two Recreational UAS topics for DAC consideration

Sirs:

The FPV Freedom Coalition (FPVFC) is a nonprofit representing recreational UAS operators in
the U.S. Please forward to the DAC to consider integrating these proposals in upcoming We
UAS rules and regulations:

1) 250 gram limit. Canada, Europe and for FAA Part 107 holders, the U.S. has adopted
UAS’ of an All Up Weight of up to 250 grams as a special category due to low mass and
low risk of damaging property or injuring people. The FPVFC requests the FAA consider
setting a weight category of under 250 grams for recreational UAS which waives all rules
and regulations except the FAA Safety Guidelines. The FPVFC has an expanded set of
Safety Guidelines tailored to UAS which are being used until the FAA publishes its own.

2) Shielded Operations. New Zealand has instituted “Shielded Operations”, which they
have defined to allow the flight of a model aircraft below the top of the tallest natural or
man-made object within 100 meters of the current area of operation. Rules relating to
controlled airspace are waived for Shielded Operations. The FPVFC proposes the FAA
consider adopting a similar regulation to open more airspace to model aircraft hobbyists.

David W. Messina
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Statement from Deborah Flint, CEO, Los Angeles World Airports
Drone Advisory Committee
June 6, 2019

| am very sorry that | am unable to attend today’s meeting personally, but | have sent key
leadership from my team and look forward to engaging with all of you — our new Chair Michael
Chasen and both new and continuing members — on the critically important work of this

committee.

The world today looks very different from when the DAC last met 11 months ago.

We have seen majorly disruptive drone incidents at and around major global airports — most
notably at Gatwick, but also at Newark and other U.S. airports.

We know that a Gatwick-type incident at LAX would be devastating for the local, regional, and
national economy.

It also could grind the public appetite for integration of drones into the National Airspace
System to a halt.

Yet, even after Gatwick and other incidents, the fundamentals for preventing and responding to
such incidents are not yet in place.

This committee has the right peopie and mandate to tackle these issues and develop specific
timeframes, outcomes and clearly defined roles and responsibilities to guarantee the safety and

security of our airports.

Thank you for treating this issue with the urgency it demands.




TO: Drone Advisory Committee
Date: June 1, 2019
From: Dean Schober

Hartford, WI

| have several items | would like to bring to the attention of the committee;
Item A)

1) As of last month there were 1,391,192 drones registered in the FAA
drone database

2) 367,773 were commercial/public

3) 1,018,208 were to Recreational pilots

Recreational pilots make up 73% of registrations and that’s based off 1
aircraft per recreational pilot who only receive one registration number vs. a
separate number per aircraft for commercial/public/institutional pilots.

Despite this significant majority of recreational pilots the DAC, which is
made up of 33 people, has only one (1) representative from recreational
pilots. Manned aircraft pilots have a higher representation (5) and they
have nothing to do with drones. Local government representatives have six
seats, and I’'m not quite sure why the helicopter pilots association needs to
representatives on the committee.

I’m asking that the majority of pilots be represented by 50% of the DAC
seats. Or that some arrangement is made so the interest and
opinions/concerns of actual drone pilots be considered by the DAC before
making rules that affect them.

| would like to add that the drone community, recreational and commercial,
are interested in safely integrating into the NAS and have no desire to
endanger manned flight or interrupt manned air traffic or ATC activity.

We would however, like to see our right to enjoy our hobby without undue
regulation. We would request that laws effecting our hobby not be made
without a fair and equal representation of pilots and CBO’s involved in the
hobby.



ltem B)

| would also ask that the DAC re-consider the requirement for a spotter
when a pilot is flying FPV. | believe a reasonable set of rules allowing for
low level flight in areas that are free of significant manned aviation be
allowed under the rules.

| base this off several things, first, when a pilot puts on a set of FPV
goggles they do not lose their other senses, they can hear people and
machines around them and can hear aircraft long before they can be seen.
As | type this letter two army black hawk helicopters flew near my house. |
immediately went outside and started to look for them. | could hear them
several minutes before seeing them pass to the West, moving Southwest at
about 1000 feet and about a quarter mile to the West. Had | been flying,
goggles on or not, | would have had plenty of time to descend below the
treetops and or land before they came into view.

The FPV camera often provides a better image of what is going on around
the UAS, where it is located and its proximity to fixed objects as well as
what is underneath them. Line of sight to the aircraft is focused on just
that, it is more hampered by visibility issues, distance and objects on the
ground that prevent seeing what is under the UAS.

As a comparison manned aircraft have limited view from the cockpit of an
airplane, the environment is loud and the pilots need to wear headphones
to hear radio traffic. Their sight is limited just as an FPV camera is yet
there is no requirement for a spotter in general aviation airplanes.



RTCA, Inc.

1150 18th Street, NW, Suite 910
Washington, DC 20036

Phone: (202) 833-9339

Fax: (202) 833-9434
www.rtca.org

DATE: May 31, 2019

TO: Drone Advisory Committee
Mr. Michael Chasen, Chairman

SUBJECT: RTCA Activities Associated with Counter-UAS Technology

As the newly appointed President and CEO of RTCA, Inc., | offer my congratulations to the new
members of the FAA’s Drone Advisory Committee (DAC) as well as to its new chairman, Mr.
Michael Chasen. Although RTCA no longer has a direct role in the activities of the DAC, we
continue to applaud the importance and significance of this Federal Advisory Committee to the
safety, security, and overall health of the aviation ecosystem.

Based on conversations earlier this year with the FAA Acting Administrator and the Department
of Defense, RTCA is in the process of soliciting from industry the need for technical
performance standards to support counter-UAS technology. In a joint meeting in our offices last
month with FAA, Department of Defense, Department of Justice, Department of Homeland
Security, Airports Council-North America, Aerospace Industries Association, and the Air Line
Pilots Association, International, it was made clear there is a need for further action on this
topic. In the coming months, RTCA will continue to pursue those discussions, including
exploring a more formal memorandum of cooperation between the appropriate organizations.

Again, congratulations to the committee. RTCA stands by to support your efforts in addressing
both the opportunities and the challenges of UAS development and integration into the
airspace system.

Sincerely,

G Ve

Terry McVenes
President and CEO
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From: Peter Burke

To: Peter Burke; Harm, Chris (FAA)

Cc: Michael.Chasen@precisionhawk.com; Dan.Elwell@faa.gov; Orquina, Jessica A (FAA)
Subject: DAC (drone advisory committee) makeup

Date: Friday, May 17, 2019 6:17:16 PM

To: FAA Acting Administrator Dan Elwell

CC: Chris Harm chris.harm@faa.gov
CC: Jessica Ann Orguina Senior Communications Specialist Jessica.A.Orquina@faa.gov

CC: Michel Chasen, Chair, DAC, michel.chasen@precisionhawk.com

Dear Acting Administrator Dan Elwell-

| am a professor of EE at University of Californialrvine.
(I was anominee to the DA C, which was announced this week.)

| noticed you are a USAFA grad from your profile. My father was a USAFA grad ('70) aswas
my brother ('96). | have been told the cadets this year are having a great time building and
testing drone swarms there; 1'd like to go visit. | have aways wanted to do something like that
at the University of Californiawith my own students, but FAA and university regulations have
been so strict that it will probably never happen.

Thereason | am emailing to express my strong disappointment with the selected makeup of
the "Drone Advisory Committee”.

Thereisnot asingle university person on the committee. There are 100,000 part 107 pilots but
none of them are represented on the committee. Of the 800,000 registered hobbyists, thereis
only 1 representative on the committee (AMA).

The committee makeup isreally skewed against individual operators, and this of course
includes students and universities as well astinkerersin their garage. | am guessing the
USAFA cadets have special representation from the USAF allowing them to build and fly
drone swarms, but where does that leave civilian students as well as hobbyists on the DAC?
Under the bus. Thisweek, for example, in the federal register, the FAA guidelines essentially
grounded all student and educational activities at universities in controlled airspace, which
must include thousands of students. At UC Irvine in engineering, for example, we have
hundreds of engineering students every year build and fly drones. That activity is now
grounded with the interim rule. Who is going to stick up for the students , hobbyists, tinkerers,
educators, and high level university activities to the FAA on the drone advisory committee?

I'm not sure what the selection process was, but the end results is skewed towards large
institutions.

For the sake of the future of aviation in the US, | strongly urge the committee makeup to be
revised to better reflect the university constituents, as well as the 800,000 registered hobbyists,
rather than focus on big business interests.

Respectfully,
-Peter Burke

PS-
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To Chris Harm & Jessica Ann Orquina, since you coordinated the DAC nominations, can you
make sure this email getsto Michael Chasen (DAC Chair) and FAA Acting Administrator
Elwell (DAC designate federal officer member)?

kkhkhkkkhhkkkhhkkhhhkkhkhhkkhkkhhkkkhhkhkikx

Peter John Burke

Professor

Department of Electrical Engineering and Computer Science
Department of Biomedical Engineering

Department of Chemical Engineering and Materials Science
EG 2232 University of California, Irvine

Irvine, CA 92697-2625

http://www.burkelab.com

Office phone: 949-824-9326

Fax: 949-824-3732
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